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Abstract:

Computer security vulnerabilities can be exploited by unauthorized parties to affect targeted
systems contrary to the preferences their owner or controller. Companies routinely issue patches
to remediate the vulnerabilities after learning that the vulnerabilities exist. However, these flaws
are sometimes obtained, used, and kept secret by government actors, who assert that revealing
vulnerabilities would undermine intelligence, security, or law enforcement operations. This paper
argues that a publicly visible accountability regime is needed to control the discovery, purchase,
use, and reporting of computer exploits by Canadian government actors for two reasons. First,
because when utilized by Canadian state actors the vulnerabilities could be leveraged to deeply
intrude into the private lives of citizens, and legislative precedent indicates that such intrusions
should be carefully regulated so that the legislature can hold the government to account. Second,
because the vulnerabilities underlying any exploits could be discovered or used by a range of
hostile operators to subsequently threaten Canadian citizens’ and residents’ of Canada personal
security or the integrity of democratic institutions. On these bases, it is of high importance that
the government of Canada formally develop, publish, and act according to an accountability

regime that would regulate its agencies’ exploitation of computer vulnerabilities.
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Introduction

New stories concerning serious security deficiencies in commonly used computer systems and
networks are seemingly published every week. Such deficiencies have been exploited to spread
malware designed to encrypt content so as to compel ransoms from the content’s owners
(Fruhlinger 2018), to facilitate the exfiltration of sensitive political data for information
operations (Watson 2018; Hulcoop et al. 2017), to enable the deliberate destruction of data or
physical computer systems (Snow 2016), and to enable the illicit harvesting of intellectual
property for commercial gain (Brenner, Crescenzi Act 2006; Segal 2013). In each of the
aforementioned types of security incidents, unauthorized actors took advantage of vulnerabilities
in computer code by using malware that relied upon one or more computer exploits. An exploit is
computer code which is written to take advantage of a computer system’s vulnerability and
subsequently cause the computer system to take an action in contravention of the desires of the
computer system designer or operator. Exploit code is referred to as malware when it is used for
malicious purposes, such as for the propagation of viruses, worms, trojan horse programs,
ransomware, spyware, ransomware, adware, or scareware (Wilson et al. 2016, 6).

A range of Canadian government agencies exist to, in part, secure the public from digital threats
like those just mentioned. The Canadian Cyber Incident Response Centre (CCIRC) was created
to receive information about vulnerabilities as well as to communicate information about such
threats to key stakeholders and the wider public. An element of the Communications Security
Establishment’s (CSE) mandate is to conduct information assurance operations, which include
providing “advice, guidance and services to help ensure the protection of electronic information
and of information infrastructures of importance to the Government of Canada.”(National
Defense Act 1985)(s. 273.64 (1)(a)).2 Furthermore, the Royal Canadian Mounted Police (RCMP)
is responsible for identifying parties who exploit vulnerabilities contrary to law, and both
investigate associated criminal activities as well as perform outreach concerning the need for

businesses and individuals to stay safe when using digital systems.

Each of the aforementioned government agencies recognize that vulnerabilities can pose serious
risks to public safety and the economy. However, the threat posed by the existence and
exploitation of vulnerabilities are counterbalanced by Law Enforcement and Security

Agencies’ (LESAs) and Canada’s foreign Signals Intelligence (SIGINT) agency’s exploitation of

vulnerabilities to carry out investigations and intelligence operations. The process by which

2 As of the time of writing, the CCIRC and the information assurance elements of the CSE were being integrated
into a common government entity, referred to as the Canadian Cybersecurity Centre. The Centre is expected to be
operationally ready as of 2019.
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Canadian government agencies counterbalance the need to protect citizens and businesses and
government from exploitations of such vulnerabilities, and rely upon these same kinds of
vulnerabilities to carry out their missions, remains masked in secrecy. The process of making
evaluations about whether to disclose vulnerabilities to parties responsible for developing
patches or, in contrast, retaining the vulnerabilities or exploits for state purposes are codified in
policy frameworks referred to as ‘Vulnerability Equities Processes’ (VEPs). VEPs typically
involve an interagency process to assess whether to disclose or retain vulnerabilities or exploit
information. There is no indication that federal law enforcement agencies possess a VEP to
determine when vulnerabilities are to be responsibly disclosed to vendors and software
maintainers (Braga 2016) and Canada’s SIGINT agency, the CSE, has declined to publish any
details of its VEP (Braga 2017).

The balancing of interests -- between the protection of citizens and their systems and devices and
ecosystems versus facilitating government agencies’ abilities to intrusively act in the digital
realm -- constitutes a question of political direction and prioritization of government activities.
This balancing explicitly makes computer vulnerabilities, and the manners in which they might
be disclosed or exploited, into political technologies insofar as they give rise to “arrangements of
power and authority in human associations” (Winner 1988, 22). Specifically, the decision to
focus on remediating vulnerabilities as a priority above making use of unpatched vulnerabilities
constitutes a political decision of what affordances state agencies prefer: is the capability to
potentially exploit a vulnerability to facilitate or advance an investigation or act of surveillance
of higher importance than ensuring the given vulnerability is patched for all users so that they are
protected from unauthorized parties taking advantage of the vulnerability, including criminals,
hostile nation state operators, hacktivists, and state officials? And, moreover, in what ways
should state agents who discover or learn about computer system vulnerabilities be kept
accountable for their discovery, utilization, or disclosure of the vulnerabilities?

Reflecting on these questions and finding answers which maximize government accountability
for government agencies’ handling of computer vulnerabilities and exploits is of heightened
importance given that the exploitation of vulnerabilities can enable government officials to
deeply intrude into persons’ private lives (Molnar, Parsons, and Zouave 2017; Bellovin et al.
2014). In the 1970s, the capability to deeply intrude into Canadians’ private lives by way of live
electronic surveillance (e.g. wiretaps) led to the development of an accountability regime which
mandated judicial approval prior to using the live surveillance instruments, established detailed
annual reporting requirements, and required notifying those targeted by the instruments (Parsons
and Molnar 2018; Koutros and Demers 2013a; Canada Law Reform Commission of Canada
1986; Manning 1978). As will be argued in this paper, a publicly visible accountability regime is


https://paperpile.com/c/b2EX9t/k6DG+IbMV
https://paperpile.com/c/b2EX9t/FDei
https://paperpile.com/c/b2EX9t/0kel+87fL
https://paperpile.com/c/b2EX9t/2Lv7+JHCq
https://paperpile.com/c/b2EX9t/2Lv7+JHCq
https://paperpile.com/c/b2EX9t/a5io+tj45+aGr8+KjjG
https://paperpile.com/c/b2EX9t/a5io+tj45+aGr8+KjjG
https://paperpile.com/c/b2EX9t/a5io+tj45+aGr8+KjjG
https://paperpile.com/c/b2EX9t/a5io+tj45+aGr8+KjjG

DRAFT VERSION -- NOT FOR CITATION

needed to control the discovery, use, and disclosure of computer exploits by Canadian
government actors for two reasons. First, because when utilized by Canadian state actors the
vulnerabilities could be leveraged to deeply intrude into the private lives of citizens, and
legislative precedent showcases that such intrusions should be carefully regulated. Second,
because the vulnerabilities underlying any exploits could be discovered or used by a range of
hostile actors to threaten Canadian citizens’ and residents’ of Canada personal security or the
integrity of their democratic institutions. On these bases, it is of high importance that the
government of Canada formally develop, publish, and act according to an accountability regime
that would regulate state actors’ use of computer vulnerabilities and exploits.

In making this argument, the paper proceeds in five parts. Part One discusses the current state of
computer insecurity and why vulnerabilities are commonplace in computer systems and devices.
It also explores the challenges associated with remediating such vulnerabilities. Part Two
recounts the importance of governmental accountability before proceeding, in Part Three, to
unpack the competing rationales for state agencies to disclose, or retain, knowledge pertaining to
computer system vulnerabilities and exploits as well as the security issues linked to non-
disclosure of such information. Part Four introduces the concept of citizen-focused security,
which involves placing individual persons at the centre of a policy framework so as to better
understand how, and why, it is important to develop an accountability framework paralleling this
approach to security for electronic surveillance. Part Five, synthesizes the earlier parts to suggest
that there may be overlapping, though unique, VEPs that apply to the acquisition and/or use of
vulnerabilities for LESA and SIGINT operators. The article concludes by reemphasizing the
importance of proactively developing a coherent and public VEP in Canada so as to guarantee
governmental accountability for activities or decisions which have the potential to significantly
intrude upon, or detrimentally affect, the private lives of citizens and residents of Canada.

1. The Insecurity of Contemporary Computing

Computer scientists and engineers are deeply challenged in developing computer systems and
programs which lack vulnerabilities. These vulnerabilities are regularly exploited, and enable the
commonplace occurrence of data breaches and exfiltration of data by unauthorized actors
(Armerding 2018), the understandings that government law enforcement, security, and
intelligence agencies have developed methods of gaining access to even the best-secured systems
and devices (Armerding 2018; Wikileaks 2017; Shane, Perlroth, and Sanger 2017; Kerr 2017;
Electronic Frontier Foundation 2016), and constant development and issuance of security patches
to remediate vulnerabilities (See for example: Keizer 2018). Experts have warned in the past that
any efforts to introduce additional weaknesses into already oft-insecure computer code —
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including as part of irresponsible government encryption policies intended to gain access to the
plain text of communications and stored data (Gill, Israel, and Parsons 2018) — will only
worsen the already deeply problematic state of device and software (in)security (see: Schneier
2016; Abelson et al. 2015).

Indeed, as discussed by Herr and Schneier, “[d]esign insecurity is generally the result of poorly
secured software, insecure programming languages, the growing complexity of commercial code
bases, and simple human error, among a host of other causes.” (Herr and Schneier 2017, 5). The
effective complexity of contemporary computer systems and their interrelation with one another
means that accidents in code will become ‘normal’ accidents insofar as such accidents “have a
significant degree of incomprehensibility” associated with “the interaction of multiple failures
that are not in direct operational sequence” (Perrow 2011, 23). The aim of most critical sectors is
to try and mitigate and reduce the likelihood and regularity of such accidents (Perrow 2011).

One method of mitigating and reducing the likelihood of vulnerability-facilitated accidents is for
security professionals to inspect and evaluate how software and systems perform and, where
those inspections uncover irregularities in how the computer code operates, identify the root
causes of such irregularities or vulnerabilities. Such professionals have a range of options for
revealing what they learn. On the one hand, they may decide to not share the vulnerability and
keep it secret for themselves (A. Wilson et al., 2016). This decision might be made because the
researcher is engaging in their own intellectual development and has no desire to otherwise
engage in a vulnerability remediation process or because of concerns that the organization to
whom they reveal the vulnerability might become litigious or decline to patch the vulnerability,
or because there is no one to whom to report the vulnerability, amongst other reasons.
Alternately, the researcher might make the vulnerability public to all persons by publishing what
is known about the weakness without prior notice to the vendor(s) or community which is
responsible for the producing or supporting the vulnerable system or product, such as by posting
a message to widely read mailing lists (Wilson et al. 2016). Researchers might opt for this
approach on the basis that developers and maintainers of the affected software or systems may be
more likely to remediate public vulnerabilities over those which are, in contrast, partially
disclosed.

Partially disclosing vulnerabilities involves security researchers adhering to the ethics of
‘responsible disclosure’. Responsible disclosure usually entails privately notifying the developer
or maintainer of the system or software of the vulnerability, often with a working proof of
concept code, with the intent of not publicizing the discovery until a software patch has been
developed and issued (Maurushat 2014). However, responsible disclosure policies can be
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complicated. First, companies or organizations producing or maintaining the systems or software
in question may not have a public way of securely receiving vulnerability disclosures, thus
inhibiting the ability for security researchers to inform the company about its vulnerabilities in a
way that maintains the vulnerability’s secrecy; revelation of the vulnerability, such as by
communicating about it using unencrypted channels, increases the likelihood that the
vulnerability might be obtained and exploited by another operator. Second, “...partial disclosure
may be impossible when software has been “abandoned” by its original developers, or the
original developer is unknown or has gone out of business, such that there is no obvious single
party to disclose to” (Wilson et al. 2016, 11). Third, “[p]artial disclosure is also a risky option
when attackers may already had discovered the vulnerability and begun exploiting it”(Wilson et
al. 2016, 11).

In some cases, security researchers may be able to work through an intermediary to present the
vulnerability to the organization responsible for the software or systems. A small handful of
private organizations, such as HackerOne or the Electronic Frontier Foundation, work to
facilitate such interactions. Alternately, researchers can disclose vulnerabilities and associated
exploits to Computer Security Incident Response Teams (CSIRTs) or Computer Emergency
Response Teams (CERTs). These teams engage in similar activities; they receive information
pertaining to computer and system vulnerabilities and exploits and then work to coordinate the
sharing of such information with parties which are competent or responsible for remediating the
found problems (Dunn Cavelty 2014). CSIRTS and CERTs can operate under different
authorities — they can have either regulatory or advisory powers (Morgus et al. 2015, 9) — but
are generally mandated to “remediating and recovering” systems, whereas LESAs and SIGINT
agencies who are informed of a security vulnerability and its exploitation may “focus on using
the incident to gain more information in order to pursue the culprit or gather crucial intelligence,
in lieu of remediating the damage.” (Morgus et al. 2015, 14). Furthermore, should the CERT or
CSIRT be regarded as being part of a country’s intelligence community then researchers may be
less inclined to disclose vulnerabilities or exploits to the organization(s) because they fear
members of the intelligence community will utilize the discovered weaknesses instead of
actively working to have them remediated (Morgus et al. 2015, 14).

Developing and making available a patch is only the beginning of the remediation process: “[f]or
a patch to protect a system, it has to be applied. When the patch is not applied, the system is still
vulnerable and can be exploited by myriad actors. Moreover, whether or not a company or entity
chooses to patch immediately is a complex choice involving considerations of how best to
maintain system functionality (and hence business operations) while improving computer
security.”(Pell and Finocchiaro 2017, 1588). The complexity of these choices are perhaps best
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appreciated when considering the patching of Critical Information Infrastructure (CII); updates
to CII may need to be custom crafted for the infrastructure or be impossible to develop because
the vendor(s) which created the software or firmware for the CII no longer support the
infrastructure in question (C. Wilson 2014, 125). And even when a patch is available for CII the
costs of implementing it may be substantial. As discussed by C. Wilson (2014, 126):

“... to install a software patch for a turbine generator on a regional power grid, the
selected equipment must be stopped and taken out of service before the patch is installed.
Stopping a power generator requires temporary redistribution of the electrical load
throughout the grid, so that customer service remains uninterrupted as it is shifted over to
substitute or backup turbine generators. Once the selected generator has been stopped, it
must be allowed to cool down for several hours before it can be restarted with its new
software security update installed. The process for shut-down, re-routing the electrical
service load, and the final cool-down and turbine restart can potentially cost hundreds of
thousands of dollars. In addition, the software security update must undergo a thorough
set of testing to assure absolute reliability after installation and restart. CII facility
managers and engineers will not accept a software update that may possibly malfunction,
causing a service interruption for customers.”

Moreover, in making a patch available other illicit operators may be able to determine how to
take advantage of the (now patched) vulnerability: this can lead to at least two consequences.
First, such operators may be able to ‘weaponize’ the vulnerability to target systems and software
which have not yet implemented the patch. Second, illicit operators and benevolent security
engineers alike may study the patch and subsequently identify new vulnerabilities that share
common elements with the now-patched vulnerability.

Though specific rates are contested, vulnerabilities are often rediscovered by multiple parties. A
RAND study found that 5.8% of some vulnerabilities were rediscovered (Ablon and Bogart
2017), whereas a report by Herr, Schneier, and Morris found that the rediscovery rate ranged
from 10.8%-21.9% based on the software under examination and the severity of the
vulnerabilities (2017). In other cases, nation state operators working within SIGINT agencies
collect and use the undisclosed vulnerabilities of other, adversarial, state and non-state operators
to provide a degree of ambiguity concerning which state is engaged in a given intelligence
operation (National Security Agency 2008; 2010). While true that not all groups look for the
same types or kinds of vulnerabilities — “[a]n intelligence organization is likely to have the
engineering and mathematics capacity to take low-value or difficult-to-use vulnerabilities and
combine them into a working exploit. Less capable groups may have to wait until they find a
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vulnerability that can immediately be used to gain access to a computer system to develop a
useful exploit” (Herr and Schneier 2017, 5) — the fact remains that “[e]very passing day brings a
higher probability that someone else working to find vulnerabilities in the same piece of software
will stumble upon the bug, leading to rediscovery.” (Herr and Schneier 2017, 6). As just one
concrete example of this, three separate teams of researchers discovered the same vulnerability in
Intel chips during the same year, after the vulnerability had laid in wait for approximately twenty
years (Greenberg, 2018Db).

The potential for exploitation of vulnerabilities, and their (re)discovery by multiple classes of
operators and researchers, may have serious implications for the security of information
infrastructures. Consider a vulnerability in a popular piece of computer software such as the
Microsoft Windows operating system. Such vulnerabilities might be used to target individuals en
masse, in a non-targeted ransomware operation, to target specific high-value individuals in spear-
phishing operations that leverage social information and computer weaknesses, or in deliberate
state-backed operations meant to impact the operation of another state, such as by compromising
electoral processes by corrupting voting machines or the systems which surround the actual act
of voting (e.g. voter registries, email accounts of elected officials or campaign staff or electoral
staff responsible for organizing and operating the election). Thus, the decision to disclose or
retain a vulnerability in confident can be quite significant and have potentially far-reaching
consequences. This decision may be particularly acute based on the sensitivity of the vulnerable
system or device, the prevalence of the vulnerability across a range of operating environments
(e.g. both critical and non-critical systems and infrastructure), the ability to effectively
disseminate a patch, and the viability of patching systems before malicious operators realize how
to develop and deploy exploits associated with the now-publicly patched vulnerability. With
these decision points in mind, we now turn to the importance of government accountability
processes, and how state actors might engage with these decision points and the consequences of
such decisions in a way that ensures governmental actions are accountable to legislators and the
public alike.

2. Accountability Gaps

Legislative assemblies have created numerous mechanisms to ensure that public officials and
members of executive branches of government remain accountable to the citizenry. Such
mechanisms often impose binding rules which are intended to delimit the powers and authorities
of public officials. For any such mechanism to foster accountability, however, it must facilitate a
particular relationship “where an individual or institution, and the performance of tasks or
functions by that individual or institution, are subject to another’s oversight, direction or request



DRAFT VERSION -- NOT FOR CITATION

that the individual or institution provide information justification for its actions.”(Pelizzo and
Stapenhurst 2013, 2). In effect, for accountability mechanisms to genuinely exist an institution or
public person must be obligated to provide responses to a given series of questions concerning
decisions or actions they have undertaken, and there be consequences should the party fail to
render an account of their activities (Schedler 1999; Blick and Hedger 2008).

Political science often takes up accountability as a matter of hierarchies. In the Canadian context,
Ministers are responsible to Parliament, and public officials are held to account within their
given departmental structures. In both cases, actors are accountable to a larger or smaller forum
which has the power to discipline inappropriate or undesired actions (Mulgan 1997; Anderson
2009).3 For the purposes of this article, the concept of accountability is principally viewed
through the lens of Ministers being formally accountable for the activities which are undertaken
by their officials. Ministerial reporting is hierarchical, insofar as it occurs in formal contexts
where an actor (the Minister) is responsible for responding to a forum (the legislative assembly),
and is obligated to provide explanations or justifications for the actions which are conducted by
the executive by way of the given department’s authorities. The forum is empowered to receive
this justification and, at least in theory, should be empowered to enact a sanction should the
Minister fail to provide a meaningful account of their department’s activities.

There can be at least two kinds of accountability failures in Parliamentary and other political
systems, and which are tied to primary and secondary accountability gaps. Such gaps, generally,
may arise when “reviewers or overseers do not have adequate powers or resources to match the
conduct that is being reviewed” (Roach 2015, 169). Primary gaps arise when Ministers are not
required per legislation to present specific information to the legislature and decline to provide
such information when they are asked to provide the given information. In such situations the
legislators are largely unable to specifically confirm that the Minister and their departments are
behaving appropriately or within the law as written. A secondary gap, in contrast, arises “when
legislative requirements compel a certain degree of government accountability but the required
information is either not provided or there are insufficient resources or capacity to analyze the
data in question” (Parsons and Molnar 2018, 149). Such gaps pose a threat to democratic

3 This hierarchical conception of accountability has been expanded, arguably significantly, as a result of
scholarly inquiry and now is sometimes understood as establishing unnecessary adversarial processes, as
a concept needing to take on board how actors are sanctioned by their professional organizations, as
addressing how institutions control official behaviours through internal organizational processes, as
concerning how officials are accountable to the public directly and to legislators through parliamentary
appearances, and how democratic dialogue disciplines institutions. As discussed elsewhere, “[t]hese
changes to how accountability is conceptualized are based, in part, on the fact that private actors now
assume roles and responsibilities that were carried out solely under the authority of state

agencies” (Parsons and Molnar 2018, 147).
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governance, especially when such gaps pertain to the government’s ability to intrude into or
disrupt a person’s private life. If a gap exists such that legislators lack baseline information to
subsequently hold the government to account, then legislators cannot ascertain whether the
electorate’s intentions and desires are being adequately adopted or represented by the
government’s choice of activities (Haggerty and Samatas 2010). Furthermore, should legislators
be unable to represent their constituents’ interests then cynicism can arise as citizens doubt the
capabilities or competence of legislators in representing the citizenry’s interests (Habermas
1998a, Parsons 2015). Finally, given that accountability regimes serve to “‘help to ensure that the
legitimacy of governance remains intact or is increased” by enabling Ministers to explain and
justify their department’s activities (Bovens 2007, 464), the absence of a strong accountability
regime threatens to weaken the public’s appreciation for rationales underlying controversial or
non-controversial activities alike. Specifically, this justification process -- whereby citizens
engage with their government and, as such, may see themselves in the laws and activities of their
government -- is critical for law to be recognized as a legitimate expression of the citizens’ and
residents’ own will. To put this another way, when governments do not fulfil their obligations to
disclose information and enable the public’s questioning of government activities and practices
the democratic bonds between the public and their law and their government are diminished on
the basis that as members of the public may feel that it is less likely that the government is
undertaking activities which are both lawful and cohere with the public’s democratic consent
(Habermas 1998a, 1998b).

3. Competing State Interests and Vulnerabilities Equities
Programs

Since between 2011 and 2014, public policy advocates, security researchers, government
bureaucrats, and scholars have been debating whether, and under what conditions, governments
should disclose vulnerabilities they learn about to the organizations or companies responsible for
developing or maintaining the systems and software which are found to possess vulnerabilities.
The question underlying this debate is summarized by Pell and Finocchiaro, when they write
“...when a government agency discovers or purchases “zero-day” vulnerabilities, should it
disclose them to relevant entities so that they can be patched, or should it retain them in
continued secrecy to assist intelligence or law enforcement agencies with their lawful
missions?”’(Pell and Finocchiaro 2017, 1554). Such classes of vulnerabilities are those for which
the manufacturer or system maintainer is ignorant of; there are no public defenses against
discovered zero-day vulnerabilities until they have been disclosed or realized by the
manufacturer or maintainer. As such, these vulnerabilities are often regarded as highly valued

within the threat intelligence community, to the point that these vulnerabilities can be sold for
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tens or hundreds of thousands of dollars per zero-day depending on their utility and the
commonality of the affected software or systems (SpiderLabs Research 2016; Newman 2016;
Osborne 2017).

Government agencies have utilized vulnerabilities to carry out their LESA- and SIGINT-related
activities. The FBI employs Network Investigative Techniques (NITs) (Blake 2018) to, in part,
investigate alleged illegal activities which occur online, and Canadian agencies have utilized
general warrants to authorize their use of government malware and hacking since at least the
mid-2000s (Personal conversation between author and Canadian government official, 2016).
Moreover, Canadian provincial policing organizations have received product demonstrations of
malware they could use for investigations (Braga 2015), though the costs are often significant
and thus place such kinds of tools outside the realm of many forces (Personal conversation
between author and former senior Ontario Provincial Police representative, 2017). No public data
indicates that law enforcement agencies in Canada have a process to evaluate the equities which
are in play when determining whether to use or report a vulnerability (Braga 2016). In contrast,
reporting does indicate that the CSE possesses an equities process but details of that process are
not public (Braga 2017).

In an era where computers are increasingly central to all elements of professional and private
life, combined with efforts by private companies (Associated Press 2018) and public
communities (Associated Press 2018; Internet Engineering Steering Group 2015) to improve the
state of digital security (Kessler 2011), government investigative, security, and intelligence
agencies all have reasons to acquire vulnerabilities that can be exploited to facilitate
investigations and surveillance insofar as data security may be improving.* With such
vulnerabilities in hand authorities can sometimes overcome cryptographic protections built to
secure persons’ data (Shane, Perlroth, and Sanger 2017; Kerr 2017; Electronic Frontier
Foundation 2016; Gill, Israel, and Parsons 2018), intrude upon private communications that
would otherwise be indecipherable (Shane, Perlroth, and Sanger 2017; Kerr 2017; Electronic
Frontier Foundation 2016; see also: Gill, Israel, and Parsons 2018), compel devices to transmit
information they wouldn’t otherwise (National Security Agency 2007), cause devices to behave
in self-destructive ways contrary to the desires of their operators (Zetter 2014; Snow 2016), or
transit data around the global internet without other states necessarily knowing what is being
transmitted or where it’s going (National Security Agency 2016). In effect, these vulnerabilities

4 It remains an unsolved question as to whether product and system security, in aggregate, genuinely is improving.
Each week there are revelations of significant security failures even in some of the most ‘secured’ consumer
products.
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can be highly useful when adopted to fulfil government agencies’ investigative or intelligence
missions.

The capabilities to engage in the aforementioned activities come with the potential cost that other
parties might discover, and make use of, the same vulnerabilities. Such discoveries can happen
by co-incidental co-discovery of a vulnerability that can be exploited (Canada 2011; Herr and
Schneier 2017), by an operator obtaining access to a LESA or SIGINT vulnerability after it has
been deployed outside of the respective agency (Appelbaum et al. 2015b; Spiegel Staff 2013;
Appelbaum et al. 2015a), or by a LESA or SIGINT (or private company servicing either class of
agency) being breached and having their vulnerabilities exfiltrated and/or released to the public
(Appelbaum et al. 2015b; Spiegel Staff 2013; Wikileaks 2017; Armerding 2017; Hay Newman
2018), amongst other methods. Sometimes these vulnerabilities are capable of causing
significant global harm when used indiscriminately or without precise targeting by an operator;
when the NSA’s ETERNALBLUE Microsoft Windows malware was published by Russian
operatives, the malware was subsequently used to cause at least $10 billion in damages
(Greenburg 2018). This occurred despite the NSA alerting Microsoft to the vulnerability shortly
following the Russian operator’s threats to release malware, and Microsoft developing and
issuing a patch for the vulnerabilities (Greenburg 2018), thus showcasing the limitations of
remediating critical vulnerabilities.?

Government agencies should consider the political decisions being made when choosing to use,
or to disclose, vulnerabilities or exploits pertaining to computer programs and systems given the
potential for states to either independently discover vulnerabilities and develop malware capable
of exploiting such vulnerabilities, the ability to purchase sophisticated malware from private
companies to carry out operations, or the capacity to monitor security researchers’ vulnerability
discoveries and subsequently weaponize such vulnerabilities. The process of making such
decisions is typically referred to as a Vulnerabilities Equities Process (VEP). VEPs, as of the
time of writing, tend to be products of governments’ executive branches as opposed to emerging
from legislative assemblies’ lawmaking processes. Executive-driven VEPs have the advantage of
being updatable as thinking on how to weigh equities develops but, as creations of the executive,
also risk being impermanent solutions to the problem of what government agencies should do
upon discovering or acquiring exportable vulnerabilities (Fidler 2015, 450). Moreover, the

5 In some cases, vulnerabilities that could lead to catastrophic harm have been secretly discussed and remediated,
and only after a critical mass of systems operators have integrated and deployed the associated patches has the
vulnerability in question been publicly disclosed. These kinds of situations can see governments, private
organizations, and security professionals largely set aside digital communications out of fear that adversarial
operators could learn of, and weaponize, such vulnerabilities. As an example, see: Joshua Davis. 2008. “Secret Geek
A-Team Hacks Back, Defends Worldwide Web.” Wired. November 24, 2008. https://www.wired.com/2008/11/ff-
kaminsky/.
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relative secrecy by which many executive branches of government operate means that VEPs
might be quietly modified without the public or legislators knowing about, or understanding, the
change(s) in policy.

The decision to report a vulnerability versus using it constitutes “a clash of competing social
goods” which is what VEPs are meant to address (Bellovin et al. 2014, 47). If the primary
concern of government agencies is “preventing the proliferation of exploits” then “society will
be better protected by reporting the vulnerability early even if that risks the ability of the criminal
investigation to conduct its authorized wiretap.” (Bellovin et al. 2014, 47). In contrast, the “quest
for geopolitical power and a strategic military advantage over another state’s cyber defences is
sometimes at odds with the state’s responsibility to ensure public safety and secure cyberspace,
because developing new exploits or leaving old vulnerabilities unaddressed creates risk in the
system” (Bradshaw 2015, 14). A VEP is intended to address this contrasting set of
responsibilities.

To be sure, there may be a range of different kinds of vulnerabilities and a VEP might lead to
some being disclosed and others retained and kept secret by government agencies. Highly
capable governments agencies, such as Western SIGINT agencies, might enjoy engineering and
mathematics competence that exceeds that of most parties, such that they can create entirely
novel kinds of malware and undertake what are, at the time, regarded as boldly novel operations
(Herr and Schneier 2017, 5). The Stuxnet operation, where Israeli and USA operators developed
and deployed malware to damage Iranian nuclear centrifuges, is an example of such a novel
operation given the string of vulnerabilities which were used and targeted at highly protected
elements of the Iranian government’s critical infrastructure (Zetter 2014). In other cases,
government agencies might licence access to malware tools that the agencies themselves are not
competent to develop; companies such as Hacking Team (Zetter 2014; Marczak, Scott-Railton,
and McKune 2015), NSO Group (Zetter 2014; Marczak, Scott-Railton, and McKune 2015;
Marczak and Scott-Railton 2016) and Gamma Group (Marquis-Boire et al. 2013) have all
offered relatively sophisticated products designed to facilitate LESA and SIGINT operations,
often by countries’ federal and state agencies which are largely non-compliant with international
human rights law or principles (Amnesty Staff 2018; see also: Shezaf and Jacobson 2018).

By the same merit, government agencies in Canada and the USA routinely assert that they do, in
fact, disclose the majority of the vulnerabilities which they discover or learn about (Braga 2017;
Pell and Finocchiaro 2017). However, such assertions are not auditable by non-members of the
executive nor are there required reporting formats which the executive in either country is
required to adhere to. Given that “...a significant overarching goal of any workable VEP should

12


https://paperpile.com/c/b2EX9t/Po0o+JHCq
https://paperpile.com/c/b2EX9t/aGvz
https://paperpile.com/c/b2EX9t/aGvz+Y2X2
https://paperpile.com/c/b2EX9t/aGvz+Y2X2
https://paperpile.com/c/b2EX9t/aGvz+Y2X2+fe58
https://paperpile.com/c/b2EX9t/aGvz+Y2X2+fe58
https://paperpile.com/c/b2EX9t/aGvz+Y2X2+fe58
https://paperpile.com/c/b2EX9t/Lfhu
https://paperpile.com/c/b2EX9t/rCDN
https://paperpile.com/c/b2EX9t/rCDN+GAEC
https://paperpile.com/c/b2EX9t/FDei+lbPC
https://paperpile.com/c/b2EX9t/FDei+lbPC

DRAFT VERSION -- NOT FOR CITATION

be to provide meaningful government accountability and transparency without unduly burdening
legitimate offensive operations and lawful investigations” (Pell and Finocchiaro 2017, 1558), any
VEP must directly engage with sensitive political questions and issues associated with social
order and the terms upon which it is appropriate to intrude upon, and interfere with, the private
seclusion of individuals or private organizations inside and outside of a sovereign state.® A VEP
needs to be suitably clear so as to hold the government to account: this means that data
concerning policies, as a bare minimum, must be public and that there be a mechanism through
which to hold the government to account for its policy positions and its keeping in bounds of
such positions. To make clear the implications of deciding to retain a vulnerability, I have
previously argued that:

... [b]y concealing the weakness of the device or exploit code used to perform the
[Computer Network Operation], not only is the security of a specific target compromised,
but so is the security of all other persons who happen to use the same device or rely on
the same codes. Exploits are reproducible, and so the failure to disclose vulnerabilities
can mean that other parties (e.g. nation-state actors, cyber mercenary firms, independent
hackers, or academics) can also identify and exploit the same vulnerabilities.
Furthermore, in failing to notify companies of weaknesses in their defenses or flaws in
their software code those companies can suddenly fall victim to the state’s exploit code
when it is accidentally released to the public. (Molnar, Parsons, and Zouave 2017, 8)

In effect, the decision to retain a vulnerability may have substantial impacts on both the persons
for whom the state is acting on behalf of -- the citizens and residents of the given state -- as well
as persons who are external to the state -- that is, persons who are citizens and residents of
different states. The commonality of the devices, software, and systems which persons around
the world use mean that any vulnerabilities in commonly-used technologies have the potential to
have impacts upon any and all persons around the world. Furthermore, while members of one
state -- such as Canada -- might approve of the government of Canada retaining vulnerabilities
that could be used to intrude into the networks of adversarial states, normative positions whereby
states hoard exploitable vulnerabilities to engage in espionage or investigations or combat give
rise to the possibility that other states will mimic this position. Should states generally adopt a
‘stockpile-the-vulnerabilities’ policy position, then all citizens, around the globe, would be less
likely to be able to use maximally secure systems as private companies find and sell

6 Though outside the scope of this paper, the acquisition or discovery of vulnerabilities with an aim of utilizing
exploits to deliver malware is also a key component of states’ digitally-mediated cyberware capabilities. As such,
there are also military-related equities that may sometimes be included in a responsible VEP policy. However, the
state of military acquisition of vulnerabilities has been set aside for the purposes of avoiding a discussion of the
unsettled law of war that pertains to digitally-mediated cyberconflict.
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vulnerabilities and nation-state actors refuse to ‘disarm’ based on a fear that other states will
refuse to disclose vulnerabilities that they themselves find or obtain.

4. Citizen-Focused Security and Vulnerability
Accountability

The Internet has long-been characterized as a network of networks, where individuals work
collectively to develop and improve and secure its characteristics (Mueller 2010; DeNardis 2014;
Deibert 2013). The act of collectivist development and maintenance is demonstrated by the
multi-stakeholder formats which are routinely used, and advocated for, when major decisions
pertaining to the global Internet are being made (Mueller 2010; DeNardis 2011). This kind of
stewardship “...is an old idea. Historically, Internet stewardship has referred largely to
strengthening the technical aspect of internet operation and governance. On this view of
stewardship, the ease of communication and access to information engendered by the Internet
embody a global public good, which states should nurture”(Peter Margulies and Margulies 2017,
464).

States have increasingly adopted a view of the Internet as a zone wherein criminal or other illicit
activities take place, as well as important for commercial activities and facilitating state practices
(Department of Defence 2018; United States Government 2018; Canada 2018, 2016). With
regards to the former positions, Western nation-states increasingly have ‘cyberforces’ associated
with their militaries (Strobel 2018; Braga 2017; Parsons et al. 2017a, 2017b), seek out
vulnerabilities to use in domestic and international activities (Bellovin et al. 2014; Electronic
Frontier Foundation 2016; Gjelten 2013; Communications Security Establishment Canada
2009/2010, Cox 2016), and acquire malware from private companies to take advantage of
vulnerabilities in popularly used devices? and software.8

In all cases, these acquisitions of vulnerabilities, exploit code, and malware are meant to enable
to state to protect against threats to national security. As discussed by Dunn Cavelty, such threats
are “...presented as possible disruption to a specific way of life -- one building on information
technologies, economic performance and “critical” functions of infrastructures -- but the direct
threat to human security, especially a threat that undermines acquired values such as anonymity,
privacy, freedom of speech, free access to information, etc. does not figure prominently in the

7 See: https://www.elcomsoft.com/eift.html

8 Such companies can include, but are not restricted to, Gamma Group (FinFisher), Hacking Team (Galileo), and
NSO Group (Pegasus).
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policy discourse.” (Dunn Cavelty 2014, 704). In effect, the framing and rationale for the
acquisition of exploits to develop malware for state operations is state-centric, as opposed to
designed first and foremost to foster the rights and freedoms of denizens of the Internet or of
citizens and residents of sovereign states. A concept of citizen-focused security and vulnerability
disclosure, then, would be necessarily oriented first and foremost to account for the common
good -- which has historically been undertaken in multi-stakeholder models of governance for
Internet systems -- and would avoid actions that threaten to undermine the privacy, security, or
basic rights of citizens and residents of states.

To facilitate the realization of basic rights, democratic states must at a minimum integrate
regimes of public accountability when undertaking actions that have the potential to affect or
threaten the well-being of their own citizens and residents, as well as other nations’ citizens and
residents who may be developing interconnected systems upon which members of the state
depend on. In other words, while a citizen-centric approach to security entails establishing a legal
obligation to develop accountability regimes to facilitate trust in government and legitimize
government activities that are undertaken on behalf of a state’s own citizens and residents, there
should also be a normative and practical accountability in government practices that affect
citizens and residents of other nations. This latter line of accountability, as it pertains to the
development or acquisition and subsequent use or disclosure of computer code vulnerabilities or
exploits, is not intended to accomplish the same goals as traditional ‘hierarchical’ forms
accountability. Rather, in rendering government practices transparent and accountable, foreign
citizens and residents can be assured that they can safely adopt and use digital tools and systems
which are, themselves, used to create products for the state’s own citizens as well as to
interconnect with the same devices, systems, and software used by the state and its citizens. The
interdependency of systems and devices, in effect, is predicated on a mutual belief that other
members of the network are not intentionally acting in a malicious manner; while, of course,
criminal actors may behave in such a manner, should states behave similarly then the baseline
presumption that the Internet and its connected systems constitute a commons that must be
collectively stewarded are threatened, to the effect of undermining the norms which have led to
the Internet becoming what it is and driving significantly new ways to engage and express basic
rights, along with the economic and social benefits oft-attributed to Internet-connected systems

and software.

There may, however, be cases where some government-regulated vulnerabilities are relied upon
to accomplish certain state functions that involve intruding into computer systems and networks.
What is essential is that such code and its operation is carefully accounted for in a public manner,
S0 as to retain trust between the stakeholders of Internet-connected systems and devices.
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Historically, governments in Canada and the United States, along with other Western
governments, developed reporting structures to explain when they used exception means to
intrude into private life (Parsons and Molnar 2018). A citizen-centric approach to developing a
VEP might, as an example, indicate the regularity at which certain government agencies have
received or discovered exploitable vulnerabilities, as well as whether they reported or used such
information. Moreover, a citizen-centric VEP might be deliberately and explicitly biased towards
establishing conditions upon which vulnerability information is disclosed to vendors or
maintainers of software, devices, and systems. To be clear: what is being argued for is that a
citizen-centric approach to security, as associated with VEP, would entail states adopting a
defensive-first approach to cybersecurity which is biased towards disclosing discovered
vulnerabilities and exploits, and retaining only a small subset for offensive operations which may
be required to conduct state functions. And, as will be discussed below, even those retained
vulnerabilities and exploits might need to be disclosed upon their use in certain enumerated
situations.

If a citizen-centric concept of security involves facilitating the basic rights of citizens and
residents of sovereign states, first, as opposed to prioritizing the security of the state itself and its
critical infrastructures, then accountability is essential as an element of such citizen-centric
security. This essentiality follows from accountability enabling citizens to realize the extent(s) to
which their basic rights are being protected or threatened by their governments. Should
accountability reporting reveal that a given government was deliberately acquiring and not
disclosing a significant number of exploitable vulnerabilities, then citizens may question whether
the retention of such security vulnerabilities are reflective of the given government’s
deprioritization of secure modes of communication which are designed to foster freedoms of
association and speech and religion, as an example. Similarly, should reporting reveal that
governments are in fact disclosing vulnerabilities in order to secure systems essential in the
digital age for the exercise of basic rights, then citizens and residents might be relieved to know
that the government has highly focused on the protection of their basic rights, even when doing
so may make certain law enforcement and security investigations more challenging, and stymie
certain kinds of foreign signals intelligence operations.

5. Applying Citizen-Focused Accountability Security to
Government Acquisition and Use of Vulnerabilities

Canadian government agencies might adopt a range of VEPs that share some commonalities but
which are not uniform in their character. In this section I briefly address the potential impacts
that accountability reporting might have on the use of exploitable vulnerabilities for law
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enforcement, for security services, and for foreign signals intelligence agencies. Next, I address
the question of whether such reporting and accountability rules out the usage of vulnerabilities
by government agencies. I conclude by outlining some basic minimum policies which might be
adopted to facilitate citizen-focused security practices and the importance of adopting such
practices to protect citizens’ and residents’ of Canada’s basic rights and core democratic
institutions.

The effects of reporting of government surveillance operations will, presumably, vary based on
the kind(s) of agencies which are involved in the reporting. Law enforcement agencies are
already accustomed to having to comply with reporting requirements when they engage in live
electronic surveillance using telephonic, audio, or visual surveillance (Parsons and Molnar 2018;
Koutros and Demers 2013b). Many of the categories for those reports -- such as number of
warrants sought and obtained to conduct surveillance, efficacy of the surveillance insofar as it
produces evidence used in court and in securing convictions, and denoting the kinds of criminal
activities which are investigated using these kinds of surveillance -- can be directly carried over,
though additional reporting fields would presumably also need to be included. As an example,
law enforcement agencies’ reports might need to include a clearly stated set of conditions
wherein the agency or department would disclose or retain a vulnerability which was either
procured or acquired or discovered. Reports could also, presumably, indicate when
vulnerabilities had been disclosed following the introduction of evidence attributed to the
vulnerabilities in court, following the open courts principle.

In the case of security agencies, such as the CSIS, security considerations may mean that
reporting is less granular; while the specific number of vulnerabilities which were disclosed
below a certain number might be presented in reports in bands, above a certain threshold more
granular numbers might be included in reporting of how many vulnerabilities had been
discovered/acquired and disclosed. For greater certainty, and as an example, this might mean that
when fewer than 100 vulnerabilities were discovered or acquired, a band of 1-99 is used for
accountability reporting, whereas when 100 or more vulnerabilities were acquired or disclosed
then more specific numbers might be adopted, either in a band format (e.g. 100-125) or specific
number (e.g. 117). Such security considerations could apply on the basis that foreign adversaries
might interpret the number of vulnerabilities identified/disclosed as indicative of relative
capabilities and, as such, some restrictions on the information pertaining to security service work
may be appropriate to facilitate national security investigations meant to suppress efforts to
interfere with Canadians’ and residents of Canada’s basic rights (e.g. rights to vote, to
communicate, to practice their religion, etc).
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Foreign signals intelligence agencies, also, might be rendered more accountable by requiring
them to account for their collection, use, and disclosure of vulnerabilities and exploits. Such
accountability might be enforced through at least two mechanisms. First, the Centre for
Cybersecurity is integrating key elements of the CSE’s information assurance directorate, as well
as elements of Canada’s national CERT, the CCIRC. CSE might disclose some of its information
pertaining to vulnerabilities to the Centre and the Centre, in turn, might subsequently publicly
report on the regularity at which vulnerabilities are being reported to it and which are then
disclosed to vendors or systems developers. Not all vulnerabilities may be disclosed, however,
on the basis that a small subset are needed to fulfil a de minimis offensive mission associated
with the CSE. The retention and use of such vulnerabilities may constitute a sufficiently
significant national secret that information about such activities cannot be productively
declassified for the general public. In such a case, the CSE could avail itself of its review body --
the National Security Intelligence Review Agency (NSIRA)? -- as well as the committee of
parliamentarians -- the National Security and Intelligence Committee of Parliamentarians
(NSICOP)10 -- which are tasked with working from within the executive to evaluate the activities
undertaken in the course of Canadian national security activities.

The purpose of accountability reporting is not to stop government agencies from acquiring and
utilizing vulnerabilities or exploits in the course of accomplishing their respective missions.
However, restrictions are appropriate given the different resources associated with given state
actors and their competing investigative/intelligence and protective cybersecurity missions. In
the case of law enforcement, as an example, it may be the case that any vulnerabilities these
agencies discover are expected to be automatically disclosed. This disclosure should not be
understood as preventing the use of government-authorized malware operations; even after
vendors have issued patches to remediate vulnerabilities, those vulnerabilities often linger for
extensive periods of time (see: Verizon 2016; Shepardson 2016). Moreover, if LEAs are required
to only exploit known-patched vulnerabilities then these agencies may actually reduce the costs

of investigations insofar as retroactively determining how to exploit a found vulnerability tends

9 The NSIRA is designed to ensure that Canada's national security agencies are complying with the law and that
their actions are reasonable and necessary. The Agency’s findings and recommendations are to be provided to
relevant Ministers through classified reports. NSIRA is also expected to produce an unclassified annual report to
Parliament summarizing the findings and recommendations provided to Ministers.

10 The NSICOP is a statutory committee of parliamentarians appointed by and administratively housed within the
executive branch. The committee would have a broad government-wide mandate to scrutinize any national security
matter. The NSICOP is empowered to perform reviews of national security and intelligence activities including
ongoing operations, and strategic and systematic reviews of the legislative, regulatory, policy, expenditure and
administrative frameworks under which these activities are conducted. It may also conduct reviews of matters
referred by a minister. Given its broad mandate to review any operation, which includes ongoing operations, a
minister has the authority to stop such a review if it would be injurious to national security.
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to be easier and more affordable as compared to discovering the relevant exploitable
vulnerability for the first time and with no clues as to its existence. In situations where LEAs
absolutely require a novel mode of accessing data from a service, piece of software, or a device
then they could make a formal (and auditable) request to either the domestic security service or
foreign SIGINT agency for assistance.

Security services may require a slightly broader policy framework to determine when, and if,
vulnerabilities should be disclosed. Generally, where a vulnerability is associated with network
infrastructures as opposed to end-point devices, the vulnerabilities should be deeply biased
towards disclosure -- and perhaps even mandated so -- on the basis that leaving such
vulnerabilities unpatched runs the risk of facilitating catastrophic attacks on critical infrastructure
(Bellovin et al 2014; Landau 2010) and consequently endanger national security. This may
mitigate some of the potentials to engage in surveillance of valid security service targets but, by
the same light, will ensure that critical national infrastructures are not targeted or taken
advantage of by hostile operators working contrary to Canada’s national interests. Furthermore,
while intrusions into end-point devices (e.g. mobile phones, personal computers, automobiles,
fitness trackers, etc) can be deeply revealing of personal life and thus threaten the exercise of
basic rights, a presumptive difficulty of engaging in such operations along with the risk of
discoverability of such end-point operations and legal restrictions on targeting, should restrict the
actual willingness of agencies to conduct such operations. And, should the CSIS’ end-point
vulnerabilities be discovered as being used by other operators -- such as by the CSE as it
monitors foreign operators’ activities or by other friendly security or intelligence services -- the
CSIS could then automatically move towards disclosing the vulnerability and remediate the risks
linked with the vulnerability’s usage.

The most challenging party to integrate into a VEP is perhaps a foreign signals agency; such
agencies thrive by both targeting endpoints with known and previously-unknown vulnerabilities,
as well as by targeting networking appliances responsible for carrying large volumes of data
traffic. Again, there should be a strong bias towards disclosing found vulnerabilities in
networking infrastructures with the caveat that, where those infrastructures are largely not
present in Canada or the infrastructures of its closest allies, there may be greater leeway in
delaying disclosure. As an example, where a networking company is largely or entirely banned
from selling equipment into Canada and to Canadian networking infrastructures (as well as those
of close allies), then retaining and utilizing vulnerabilities associated with such a company might
be more appropriate than retaining and utilizing vulnerabilities for devices which are used by
legitimate foreign intelligence targets as well as Canadian companies and government agencies
and those with whom Canada has a close strategic relationship.
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In all cases, should an agency decline to disclose a vulnerability when it is first discovered there
should be repeated re-evaluations of that decision. Further, the decision to disclose, or not
disclose, cannot be made purely by the law enforcement, security, or foreign intelligence
agencies. As noted by Pell and Finocchiaro, the role of determining if a vulnerability should be
disclosed should not “...be the job of that individual investigator, or left solely to the discretion of
the FBI or other law enforcement agency ... There are significant competing equities at stake that
demand analysis and review -- not only those of the “users” who exploit a vulnerability (which
may be more than one entity exploiting or planning to exploit a specific vulnerability), but also
those of the agencies in the [United States Government] who focus on network defense and
information assurance.” (Pell and Finocchiaro 2017, 1584). In the Canadian context, potential
government parties which should be involved in a VEP include Innovations, Science and
Economic Development, Government Affairs Canada, Office of the Privacy Commissioner of
Canada, Royal Canadian Mounted Police, Canadian Border Services Agency, Communications
Security Establishment, Canadian Security Intelligence Service, Elections Canada, Treasury
Board Secretariat, and Canadian Revenue Agency, at a minimum. Furthermore, members of civil
society should be included in any such deliberations, perhaps subject to obtaining appropriate
security and secrecy clearances, so that the public’s position is clearly expressed. Similarly, some
members of private industry or members of organizations representing private industry ought to
be involved so as to bring non-government perspectives into the decision-making process. It is
important that civil society and private companies not merely be brought in to offer opinions but
are truly, and fully, made to be part of decision-making so as to lend legitimacy to a process
which otherwise runs the risk of being perceived as an opaque and self-justificatory policy. To
ensure that neither private corporations nor civil society are used to merely justify government
activities, some mode of reporting on the regularity at which there were dissents on whether to
disclose a vulnerability are important to make public in perhaps a generalized sense and, in a
more specific sense, to security-cleared bodies such as the NSIRA and NSICOP.

Efforts to prioritize the discovery, and remediation, of vulnerabilities serves a citizen-focused
approach to security insofar as closing vulnerabilities reduces the likelihood that basic rights
might be intruded upon, or violated, by operators exploiting those vulnerabilities. What is key to
this citizen-focused approach is that government agencies not prioritize short-term gains -- the
abilities to exploit hither unknown vulnerabilities -- at the expense of generating long-term
harms -- the insecurity of citizens and residents of Canada, and parties with whom Canada
engages with -- or at the cost of promulgating citizen-hostile security norms -- which are
associated with states identifying, collecting, and stockpiling vulnerabilities.
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Finally, efforts to remediate vulnerabilities are important to prioritize to secure particular
institutions which are essential in facilitating or protecting citizens and residents’ basic rights. As
was revealed in electoral processes in the United States of America in the 2016 presidential
elections, vulnerabilities can be exploited by hostile operators to interfere in party-based and
government-based organizations that are critical to elections. Remediating vulnerabilities can
reduce the attack surfaces that operators can take advantage of by, for example, limiting the
abilities of hostile operators to enter communications systems and subsequently exfiltrating staff
members’ and candidates’ private communications. In the absence of aggressive efforts to
disclose vulnerabilities and thus delimit attack surfaces, candidates and their staff may limit their
own communications to the effect of running less engaging or intellectually intensive campaigns,
with the effect of presenting less representative campaigns to citizens who are evaluating for
whom they should vote. Moreover, by disclosing vulnerabilities -- and having them patched by
institutions responsible for running elections and electoral infrastructures -- the electorate’s trust
in the electoral system may be better maintained. Even where the exploitations of a vulnerability
does not lead to a material change in electoral outcomes, such as flipped votes or removal of
persons from voter registries, the very fact that electoral systems have been compromised may
detrimentally affect the citizenry’s perception of the legitimacy of the election. This perception,
in and of itself, can arguably be as (or perhaps more) damaging to the legitimacy of an elections.
As such, strong biases towards disclosing vulnerabilities by all government agencies can serve to
reduce the attack surfaces presented to hostile operators and, thus, have indirect or direct
consequences for maintaining the actual and perceived legitimacy of electoral processes, as well

as in the parties and institutions involved in such processes.

6. Conclusion

This article has argued that a human-centric approach to security demands that a vulnerabilities
equities process, which involves a high degree of reporting accountability, be established in
countries such as Canada where government agencies are actively involved in obtaining and
exploiting vulnerabilities in furtherance of their investigative, security, and intelligence missions.
Such accountability is required to ensure that Canadian agencies are being properly regulated in
their intrusion into Canadians’ private life, as well as to engender and maintain Canadians’ trust
in the integrity of their democratic institutions. Critically, such reporting will ensure that primary
accountability gaps — which are prompted by a lack of a legislative requirement for Ministers to
present specific information to the legislature and decline to do so when they are asked to
provide the given information — would be obviated, leaving only the risk of secondary gaps that
result from legislative assemblies either lacking the resources to analyze the provided materials
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or sanction the relevant Minister for presenting insufficient information in the publicized
reporting.

The requirements that government agencies prepare, and publicly present, accountability reports
concerning their acquisition, use, and disclosure of vulnerabilities would not preclude the
government from using malware to accomplish legitimate missions. However, the reporting
would enable legislators and the public alike to verify government assertions that most
vulnerabilities are disclosed, and that the exploitation of such vulnerabilities by law enforcement
and security agencies are relatively rare occurrences. Where national security sensitivities limit
the degree of detail that agencies could publicly report then government national security review
infrastructures — found in NSIRA and NSICOP — along with a robust VEP process that
includes members of civil society and private business could served to verify that government
statements accord with the realities of how vulnerabilities and exploits are dealt with by
government agencies.

Government agencies that are most likely to exploit vulnerabilities in the service of their
investigative or intelligence missions are, also, the institutions which are responsible for
mitigating threats and harms to national interests. For these agencies to adopt a more human-
centric approach to security they may need to modify what is emphasized in the protection of
national security interests. Specifically, while existing policies emphasize the importance of
critical infrastructure, key sectors of the economy, and government functions, they rarely focus
on national security as critically linked with citizens’ and residents’ basic rights. Turning to
focus, first and foremost, on the securing and protecting and facilitating of such rights may shift
the attention to increasingly defensive and protective measures. Such measures would be
designed to ensure that citizens and residents do not avoid certain digitally-mediated activities
out of fear that their communications or other activities were susceptible to hostile operators, be
they criminal in nature, foreign intelligence and security operators, or even domestic law
enforcement and security services that may have a history of infringing on the rights and
freedoms of law-abiding persons who are engaged in risky or abnormal (yet lawful) activities.
Furthermore, in focusing on basic rights as the driver for vulnerability assessments certain
vulnerabilities in systems and software — such as those used to enable the justice or electoral
systems — might be recognized as having an overwhelming ‘vote’ in an equities process,
whereas such ‘votes’ might be less overwhelming in the absence of a human-centric approach to

cybersecurity.

To be sure, considerable work and research surrounding government discovery of computer
exploits remains to be done. Interviews with elite stakeholders might better reveal the process of
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vulnerabilities equities processes and some of the ways in which the equities process is currently
structured, and the rationales for such structurations. It remains unclear just how unique VEPs
are across government agencies and such interviews might cast some light on the exact nature of
existent VEPs, with the ultimate goal of evaluating the extent to which they promote offensive or
defensive cybersecurity policies. More detailed analysis of what should be in VEP reports is also
needed; while this article has sketched some fields of data to be recorded, and suggested the
importance of banding some data in order to protect national security information, much remains
to be done before scholars and policymakers can better understand the potentials and limitations
of such reporting. Finally, though this article has begun to discuss the link between basic rights,
accountability, and human-centric security policies, more should be done to fully unpack the
distinctions between human-centric versus institutional-centric policies and map the outcomes of
such distinctions, as well as forecast the mid-term implications of continuing to rely on
institutional-centric approaches when developing and weighing equities in VEP policies. While
the unearthing of current policies and proposals of next-generation policies are made more
complicated by the national security and public policing dimensions of the topic of vulnerability
discovery and exploitation, VEP policies are of critical importance to develop and publish given
the intrusive capabilities of state uses of malware. Just as the liberal state has carefully
established conditions to delimit the use of live electronic surveillance such as wiretaps, it — and
we — must develop a correlate set of conditions to restrict and regulate the state’s intrusion into
our digital private lives using what is arguably an even more intrusive investigative and
intelligence capability.
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