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March 28,2018

Ms. Lex Gi l l
315 Bloor Street West

Toronto, ON M5S 1A3

D e a r M s . G i l l :

This is in reply to your request submitted under the Access to Information Act (the Act) for: "All records
(including but not limited to correspondence) related to the authorization, licensing, and/or
certification issued by in relation to devices frequently referred to as "mobile device identifiers"
(MDIs) (or "IMSI Catchers") pursuant to the Radiocommunication Act, RSC1985, c R-2. This
request includes but is not limited to all such records related to the Innovation, Science and
Economic Development Canada (ISED) "approval" in relation to these devices mentioned by the
RCMP in the following interview transcript: http://www.rcmp-grc.gc.ca/en/news/2017/7/cbc-
transcript-april-5th-tech-brieJing-teleconference Limit search to the last 3 years (January 2014 to
May l , 2017) . "

Enclosed is a copy of the records relevant to your request and a report, detailing the results of our
review. Further to our assessment, it was determined that some of the information is to be withheld
pursuant to sections 13,15, 19, 21 and 23 of the Act (see link for details http://laws-
lo is . ius t ice .gc .ca /eng/ac ts /A- l / ) .

For your information, you are entitled to file a complaint with the Information Commissioner within
sixty days from the receipt of this notice. The notice of complaint should be sent to: The Office of the
Information Commissioner of Canada, 30 Victoria Street, Gatineau, Quebec, KIA 1H3.

Should you have any questions, please contact Sashsha Rusenstrom at 343-291-2787 or by email at
sashsha.rusenstrom@canada.ca.

D i r e c t o r

Access to Information and Privacy Services

Enclosures: 27 pages
Report

Canada
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F r o m : N o i a n , S t e p h e n ( I C )
S e n t : M a n : h - 1 5 - 1 7 9 : 2 4 A M
To; Kennedy, Caroline {IQ; Corbin, Marc (IQ; Gibson, David flip; Nappert^ Hughes 00
S u b j e c t : F W : L e t t e r r e g a r d i n g M D I s
A t l a d i m e n b R 2 0 1 7 - 0 3 - 1 3 R C M P P. H e n s c h e l p d f

FYI/PTI.

Ftom: Plch^ Uura (iq On Behalf Of HHI2, Peter (IQ
Sent: Marc|-13-17 3:34 PM
To; peter,h«t4<;he>#rCTPiire.qciQ
C c H i l l 2 P ^ C I Q
Subi^cO Letter regardbig MDIs

Good afternoon

Please find ittached a letter regarding the use of radio apparatus which communioites with mobile darlces.
u

Sincerely, |

Peter H i l l

Director Geiteral, Spectrum Management Operations I Dtrecteur pnerel. Operations de la gestion du spectre
Spectrum Management Operations Brandt I Direction g^ndrale des operations de la gestion du spectre
Spectrum, l̂fbrmation Technologies and Telecommunications Sector I Secteur du Spectre, des technologies de
finformatl̂  et des tdlicommunications
innovation̂ iScience and Eomomic Development Canada I Innovation, Sdences et Ddveloppement dosnomique Canada235 Queen'̂ treet, Ottawa ON KIA OHSI23S, rue Queen, Ottawa, ON KIA 0H5
Telephone |Tdldphone 343-291-3462
Govemmei|t of Canada I Gouvernement du Canada
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Innova to r ) , Sder i ca tod t rmova^ . Sc iences e f t
Economic Oevelopmtot Canada Ddv^htopantot dctoomkiua Canada

Our File: 49081700428

j MARt32W
I Mr. Peter Hanscftel
; Deputy Commissioner
s SiH»:ialized Policing Services

Royal Canadian Mounted Poli<»
> 273 Leikin Drive
> (Rmwa, Ontario K1A0R2

5 Mr.Henschel,

i This letter constitute an authorization issued under secrion 5(1 XaKv) of the
I Radiocommunication Act, ifor onploytos of die Royal Canadian Mounted Police (RCMP)
> Technical Invesd^tioh Services Bmtidh, as well as employees of the RCMP who fell
I under the direcrion of that Biand). llsisaudiorizationî Ues only to the installation,
; operation and possession of radio apparatus desijpied to conununicate vridi mobile

devitos on commerdal mobile netwotfes to obtain data astociated wtdi a mdsile device or
; the mobile lustwoik that, as per section 492.2 of die Criminal Code:

(a) relates to the tdecoiiununication fiinctions of dialing, roudng, addr îng or
; s i g n a l i n g ;

(b) is trananaitteri to identify, activate or configure a devic*̂  induding a computta*
) program as defined in subtoction 342.1(2) of the Criminal Code, in order to
f ^tablish or maintain access to a teleomimunitotion service fin die pinpose of

onabling a communication, or is gentaitteddimng the creation, ttansmi^ion or
reception of a communication and idoitifies or putporta to idaitify the type,

i; direction, datsB, time, duration, siz^crigin, destination rn-tarminatiini of the
' c o m m u n i a r i o n ; a n d

^ (c) does not reveal the sifestancr^ meaning or purpose of die commuiik^on.
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lilts mithorizatioa k subject to the attached tonns and conditions, »}d oqph^ five yous
fiom the day it is signed. In patticular, these radio apparatus may be installed, operated
Of possmol only in accordanot with the purp(m» unda section 54 of die
Radiocommmkation Regulatiom.

Yours Sincody,

i Director General
Spectrum Managematrt Oparatioiis Branch

!: Attachmmt
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A m i t h i w i t

Terms and Conditions

1. The authorization applies only to onployees of the Canadian Moun^ Police
(ROMP) Technical Investigation Services Brandhi, as well as onploym of die RCMP
who &I1 und«^ the direction of diat Branch, and is limitel to die instailidion, operation
ami poŝ ssion of radio apparatus designed to communicate widi mcdiile devices on
(toRimerctal mobile networics to obtain date associatol with a molnle device or the mobile
network that, as per section 4^.2 of die Criminal Code:

(a) lelates to the telecommunicition functions of diidii^ routing^ addressing or
signalling;

(b) is transmittal to identify, activate or configure a device, including a ocunputar
program as defined in mibsetdon 342.1(2} of tee Oimtiml Code, in oidbr to
t̂ablish or maintain &<x^ to a tela»mmunication service for die pui|tose of

enabling a communication, or is generated during die aeation, tratumlasion or
racq^on of a communication and Identifies or puriwrte to ideatil̂  die type,
direction, date, time, duration, sizq origin, destination inrtennuiaticm of the
communication; ted

(c) dom imt reveal tee substance, ntoaning or purpose of the communtcidon.

2. All employees of tee RCMP installing, operating and possming thera mUo qi|»ratU8
must be appro{niatedy trained.

3. Every reasotutele effort diall be made to lotolizq confine m to the octoit
possible, Intor&retice and obstnmtion to radiocommiinication.

4. Hie radio appinmis must be tmned ofiT and stored in a somre loodon when not in use,
including when bdhg tranqxirted.

5. Evoy reasonaUe effort shall be made to ensine that tee im^latitm and opoation of
dime radio t̂ paratas complies with Safety Chde 6 {Umits of Human Exposure to
Radiofvquency Electromagnetic Fields in the Fr̂ ency Range from 3 kHt to 300 GHs)
at all times, iimhiding the (nmsiderdion of ttombined efifedts of nearby installations widiin
tee load radio oivironmoiL

6. The suidumzaticm to install, oparate and pĉ Mos dime radio apparatus qpplim cmly for tee
purposm mideT section 54 of die fk îoconmamication Re^dattonSt restettd as follows:
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a. presoving or protecting any property, or the prevtaition of serious harm to any
person, Incluchng die biingmg of emergency assistance to any petstm,

b. giving evidence in any criminal or civil prot îng or in any odier proceediitg in
which die parsons may be inquired to ^ve evidence on oath,

c. investigatitm or prosecution of an allt̂  contravontion of any law of Canada or a
province or In die interests of the administration of justice,

d. Internationa] afiaics or national d^«n<% or security.
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F o l t c a
provlndatfi
da ('Ontario

OFFICE OF THE BUREAU COMUflANOERS
COMISANDAHTS OE BUREAU

7 7 7 A m 7 7 7 , a m .
QM8.0NL3V7\a OriNIa,ONt3V7\«

Tat :
P a i c m - x ^ i a

m : 7 0 5 4 2 M 3 a 5

Fite Rrfsfanee;

f̂ bmary 17,2017
Ms, Coriime Charette
Senior Assistant Deputy Minister
l̂ ovation. Science mui Economic Development Canada
%»ctrum, Information Technolop^ and Teteconununlcations
5̂ Queen Street, CD Howe Building, Room 196B

Ottawa, Ontario KIA0H5
Dear Ms. Charette,

I am vmting concerning the applicability of the RaSommmmkation Act to the Ontario
Provincial Police (OPP) use of Mobile Device Identifiers (MDIs), also referred to as
Ihtemational Mobile Subscriber Idoitity (IMS!) cah:heis.

"Itee OPP uŝ  MDI technology to assiM in criminal investipttions relating to national
sicurity. serious and organized crime and odter Criminal Code offences that impact the
ĵ ety and î curiiy of Ontarians. An MDI is tut invaluable law »ifi>rcem«it tool drat
simulates a cellular tower to attract and collect limited data from mobile devices dtmr̂
aip investigation. The OPP deploys MDI technolô  in a manner that is consist wddi
d̂era! laws and jû cid oversight retptremenis. Specifically, absent exigent

drcumstances, judicial authorization is sou^t prior to deploying an MDI. MDI
tt^hnolr^ is only deployed in a limited number of priori^ circumstances where MDI
cnpabiiities am best suit̂  to adiieve specific public ;̂ ety obĵ tivcs. Cbnbaiy to recent
iĥ ia coven̂ , the MDI fimction of the OPP's device does irat intercept or receive any
fi|rm of private communications, Including voice and midio communications, text
iriessages, enuul messages and encryption k^s.

We understand that Innovation, Science and Economic Development Qanada (ISED) has
l̂ («ni examinii% wlctber hfi)! tecluiology fidls widun the definition of a *̂ jammer" undertie Radiocommmicaikn Act and whethw a sepirate rwiio mtthorization nray be itapiired
t| possess and operate an MDI. The OPP was first made aware of ISED views on the
Ŝ MFs û  of MDIs through misdia coverage in late March 2016.

m4 i»0fiert Bmtm OfpnM Crime MmUf&mmt Umtm
Sifprtim il«i et dtt muiktn tunm ^ tft Mt tttmrt te erime

r r e fl n c l i l O p E fi t l e i i s S n i t t d
f i n r e a i i 4 i » o p e r e ^ i i s

fi m r l m M s i
m m i a s M & i i d
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Tilc Radiocoinmunication Act and Mobile Devices Ideiititiers
page two

I am seeking the assistance of ISED to ensure that the OPP deploys its MDI taitoolog)' in
fill compliance with the Radiocommunication Act. Furthermore, while the immediate

focusses on MDIs, the OPP uses otiter sensitive inv t̂igative techniques that may
|lso warrant further analysis vis-d-vis any potential a^qilkation to the
kadiocommmicationAct.

the OPP is reqi^ting an authorii^on issu^ under section 5(lXaXv) of the
Itadiocommumeation Act for employes of the Technical Support Branch, as well as
^ployees of the OPP who fall wider the direction of that Branch. This authorization
iliplles only to the installation, operation and {Xisst̂ ion of radio ap{»ratus desired to
^mmunicate with mobile devices on commercial molnte netwoiks to otitoin data
Associated with a mobile device or the mobile network that, as per section 492.2(6) of the
^imimlCode:

(a) relates to the telecommunication functions of dialing, routing, addressing or
signalling;

(b) is transmitted to identify, activate or configure a device, including a computer
pit̂ ram as defined in subsection 342.1(2) of the Oimtnn/Corfe, in onlBr to

I estebli^ or maintain to a teleconunumcation ^nrvice for the purpose of
j enabling a communication, or Is genorats^durmg the ci%ation,tran»nission or
! reception of a communication and identifies or purports to idwifify the type,
I direction, date, time, duration, size, orijpn, destination or iatninatitHi of the

communication; and
(c) does not reveal tite substance, meaning or purpose of tlî  communication.

"̂ lank you in advance for supporting our efforts to protwl Canadians. Yow staff is
î intcd to (tommuniode directly with Detective Inspector Rotert Lonptreet, Officer In
Charge, Technical Support Branch at (705) 329-64% or robert.longstwaet@ODD.ca.

I^Miereh

M (John) Tod
Sui^inteitdent

Ghtrrau Commander
l|vestigatton & Suppcat Bureau
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innovation, Science and
EcoTKmic Dev^opment CansKjia

lnm>vation, Sciences et
D^eloppcb t̂ iconcMTiique Canada

Our File; 46081700382

APR 0 6 20I7

i Mr.J.E.(John)To(l
Chief Supmntendent
B u r e a u C o n u n a n d e r ,

I Inv^tigation & Support Bureau
Ontado Provincial Police

i 777 Memoria! Avenue

Orillia, Ontario UV7V3

; Mr. Tod,

I This letter constitutes an auttiorization issued under section 5{lK^v) of the
f Rttdiocommmication Act, for employees of the Ontario Provincial Police (OPP)
• Technical Supjwrt Branch, as well as employees of the OPP who fell under foe direction

of that Brandt. This authorization applies only to the installation, of^ation and
posSiKtsion of radio a|f»aratus desipied to communicate with mdtile devices on

, commercial mobile networia to dbtain data asKJOciatdl with a mobile device or foe mobile
j network that, as pa- section 492.2 of foe Criminal Code:
f

! (a) rdates to the telecommunication fonctions of dialing, routing, addrasing or
dgnalHng;

(b) is transmitted to idenhfy, activate or configure a device, induding a cmrnpu^
pro^nun as defined in subsection 342.1(2) of foe Criminal Code, in orda to
establish or maintain access to a telecotnmunicatioo savice for foe papose of
enahling a communication, or is g^a^̂  during foe aadfon, trananisdon or
reception of a communication and identifiaf or purports fo idaitify the tĵ ,
direction, date, time, durdion, size, origin, destination or tamuiation of foe

I communication; and
(c) does not reveal the substance, meaning or pap<we of foe communkatirui.

(SanadS

.2/
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- 2

This authorization is subject to the attached terms and conditions, and oipires five years
fiom the day it is signed. In particular, these radio apparatus may be instali<»l, op^ed
or |K>^eŝ  only in acoordance with die pin|K>sat vmdar section 54 of die
Radiommmunication Regulations.

Youis Sincerely,

Peter Hill
D i rec to r Gonera l

Spectrum Management Operations Branch

At tadunent
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A t t a c h m e n t

Terms and Condidons

1. The authorization applies only to anployees of the Ontsurio Provincial Police (OPP)
Technical Support Branch, m well as employe of the OPP who fWI wider the dirtxtion
of that Brandi, and is limited to the installation, operation and possession of radio
appamtus designed to ounmunicMe with mobile devices on commercial mobile n^oiks
to obtain data associate with a mobile deidce or the mobile netwoik fliat, as per s«:tion
492.2 of the Criminal Code:

(a) relates to the telecommunication functions of dialing, routing, addressing or
signalling;

(b) is transmitted to identify, activate or c»nfigme a device, including a computer
program as defined in subsection 342.1(2) of the Criminal Code, in order to
establish or maintain access to a telemirunumcatlon mviee for the pwpi^ of
enabling a communication, or is goieiated during die cmation, trtumnisslon or
ro t̂ion of a amununication and identifies or puiporto to identify die type,
direction, dtde, time, duration, size, origin, destination or tonninadon of the
communication; and

(c) does not reveal the substance, meaning or purpose of die comiminication.

2. AH anployees of the OPP installing, operadng mid possessing these radio iqiparatus must
be appropriatdy trains.

3. Every rmonable ef&irt shall be made to localize, confine or restrict, to the ext«il
poî ible, interferodce and obstruction to radiocommimit̂ don.

4. The radio appaiatiis must be turned off and stored in a seoire locdion when mA in uŝ
including when being trmisported.

5. £v«y reasonable effort shall be made to oisure that the installadon and operation of
these radio ̂ paratus complies with Safety Cfode 6 {lAmitsofHmmn Exposwre to
Radiofreguency ElectromagneUc Fields in the Frequency Range from 3 kHz to 300 GHz)
at all tim^ including the consideration of combined dffects of nearby instalU n̂s wlttiin
the local radio environment
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6. The authomation to install, operate and pos8«ra these radio aiqwratus {̂ lies only for tl«!
purposes under section 54 of the Radiocommmimtion Regfilatiom, restated as follows:

(a) presCTving or protecting any property, or the prevention of sotious harm to any
person, including the brining of onergency assistance to tmy p»iron,

(b) giving evidence in rmy crimind or civil proceeding or in any other prooredtng In
which die pemns may be r»]uired to give mddence on oath,

(c) investigation or prosecution of m alleged rmntravention of any law of Canada or a
province or in Ithe ut(» t̂s of die administration of justice,

(d) international affiurs or national defence or security.
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ue 8}|8tu I )eq) pa)|se seq jopadsui Aui s)U8/» ejpaut luaaaj uaA|8 )nq 'Aepj8)saA auoqd aq) uo Aqauq a)|(̂ ^ am mouH i

'Aujv uoGiqja))e poos

uq)ezpoq)n8 jo) )sanbii :|Mffpis
(31) Auiv^fuasuat tojL

Wd Tfr:*- £T-9WMdV
( 1 ) 6 1 | | | 9 q d u i g 3 ^ o o s i m « m

Aut\^

• s > | u e q i

I?

uea am se uoos se qjno) m laS o) uajd am )nq ')iiamom aqt
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Draft - For Oiscussloii Purposes Only

D a ^ # F i l e # « « # # # # # #

Mr|Paul Cook
De|uty Chief
Buî au of investigative Support
Callary Police Serwce
5l|l47StN£
Cal|arv, Alberta T3J3R2

I I

Mr);: Cook,

This letter constitutes an authorization for employees of the Calgary Police Service
(CFf), issued under section 5(l){a){v) of the Radiocommmtcation Act, to install, iterate and
po&ess radio apparatus designed to communicate with mobile devices on commercial mobile
ne|ivorks to obtain transmission data, as defined in section 487.011 of the Criminal Code,
ass îclated with a mobile device or the mobile network.

I

This authorization is subject to the attached terms and condidons, and expires five years
fro|i the day it Is signed. In particular, these radio apparatus may be installed, operated or
polsessed only in accordance with the purposes under section 54 of the Radiocommunication
Reflations.

I This autiiorization will be published on the Innovation, Science and Economic
Defelopment Canada website.

I Y o u r s S i n c e r e l y ;

Peter Hi l l

» ; D i r e c t o r G e n e r a l
Spectrum Management Operations Brandt

Atbchment
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Calgary Poike Service
5 111 4 7 S t N E

Calgary, ABT3J3R2

Amy Jensen
A/Manager, Spectrum Management Operations Branch
innovation. Science and Economic Development Canada

De|rAmy,

Please accept this letter as an official request for the Calgary PoBce Service to obtain an authorization
unler section 5{l}(a)(v) of the RadSocommunication Act to install, operate and possess radio apparatus
deî ed to communicate with mobile devices on connmercial mobile networks to obtain transmission
dai|, as defined In section 487.011 of the Criminal Code, associated with a mobile device or the mobile
nê ivork.

13(1)(d)

Tĥ Calgary Police Service also possesses this equipment and therefore is seeking the same
aû orlzation. We wilt provide tSEO aotess to the equipment or supporting documentation as required.As Ireviousiy discussed,] I3(l)(d) [and therefore If your SID technicians
ha\|s examined their equipment and are satisfied that this equipment, either the specific mak̂ modei or
thî lype of equipment In general, meets the definition of a radio apparatus potentially there will be noneld for an actually examination of ours.

I hive attached a draft copy of an authorization 13( i )(d) Please advise If
th€|e are any changes that are required.

I

Pleise contact me for any further information that is required.

Sinferely,

5gi Scott Campbell P33S6
Câry Police Service

13(1)(d).19(1)

Ccilnsp. Ryan Jepson, TOS
S/̂ . MarkRahn,TIS
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Draft - For Discussion Purposes Only

A t t i a i chmen t

Tenms and Conditions

; 1. TTie authorization applies only to employees of the Calgary Police Service Technical
Operations Section, as well as other employees of the Calgary Police Service who fall'
under the direction of that Section and, is limited to the installation, operation and

I possession of radio apparatus designed to communicate with mobile devices on
commercial mobile networks to obtain transmission data, as defined In s.487.011 of tĥ
Criminal Code, associated with a mobile device or the mobile network,

2. All employees of the CPS installing, operating and possessing these radio apparatus ;■
i' must be appropriately trained.
3. Every reasonable effort shall be made to localize, confine or restrict, to the e>dent

possible, interference and obstruction to radiocommunication,
4. The radio apparatus muî  be turned off and stored in a secure location when not in use,

including when being transported.
' 5. Every reasonable effort shall be made to ensure that the installation and operation of

these radio apparatus complies with Safety Code 6 {Umits of Human Exposure to
Radiofrequency Electromagnetic Fields in the Frequency Range from 3 kHz to 300 GHz)
at all times, including the consideiatlon of combined effects of nearby Installations
within the local radio environment

6. The authorization to install, operate and possess these radio apparatus applies only for
the purposes under section 54 of the Radiocommunication Regulations, restated as
f o l l o w s ;

; a. preserving or protecting any property, or the prevention of serious harm to any
person, including the bringing of emergency assistance to any person,

b. giving evidence in any criminal or civil proceeding or in any other proceeding in
which the persons may be required to give evidence on oath,

c. investigation or prosecution of an alleged contravention of any law of Canada or a
province or in the Interests of the administration of Justice,

d. international affairs or national defence or security.
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F r o m :

S e n t :

T o :
C c :

Subject:
A t t a c h m e n t s ;

Keller, Trevor <tketter@winnipeg.ca>
April-13-17 1:49 PM
Jensen, Amy {IQ
Keller, Trevor; Conway, Jeff
Official Request
Scanned Request from Chief.pdf

Hi Amy,

This email is a follow up to our phone conversation on Friday, April 7.

Please find the attached request for exemption under the Radiocommunication Act.
ii

Best Regards,

^ ■ i

Winnipeg

T r e v o r K e l l e r

Sergeant:, Technical Surveillance Unit
Oivlston 42, Winnipeg Police Service
City of Winnipeg
Phone: 204.986]
Mobile: 204,4711
Emai l : t kg t le r@winn ipeg ,ca
Website: Winnipeg,ca
Address: P.O. Box 1680, Wmnipeg, MB R3C 0R6

5 #
f » * » I ? 11
—JKt fX
C A N A D A
— C A M K S —

I » ! J

Connect with ussBl Q
j

CONffO£NWAU7Y NOTlCi: The mfomwtton conmined m this messmje is intemfed soleiy for the per'son or entity to
which it is ̂ fdressed and may contain coafidenhal and/or privHeged mformation. Any use, dmemimtion, distribution,
copying or di&cSosum of this message and atlachmsnts, in whoie or in part, by anyone other than the intended
recipient isMrictfy pmhitited, 1/ you have rece/vaT this message in error, pfeme notify the sender and permansndY
delete the ̂ mpfete fmssage and any attachments. Thank you.

1
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Winnipeg Police Sen ice • Service de police de Winnipeg
"A CuUur# ef Safttv t« Aif « Cultiw la it^ pouf tout»

April 10, 2017

Ms. Amy Jensen
A/Manager, Spectrum Management Operations Branch
Innovation, Science and Economic Development Canada

Dear Ms. Jensen,

I understand that the RCMP have obtained an authorization under stxtion 5(l)(a)(v) of the
Radiocommunkation Act to install, opaate and possess radio apparatus designed to communicate with
mobile devices on commercial mobile networks to obtain transmission data, as defm«i in section 487.011
of the Criminal Code, associated with a mobile device or die mobile network.

I am advised that this authorization was granted after an examination of their equipment by ISED
techiucians and that a determination was ntade that the equipment was a radio apparatus as defined in the
a c t .

The Winnipeg Police Service also possesses this equipment and is also seeking an authorization. We will
provirk ISED acĉ s to the equipment or supportrng documentation as required, howevar since we have
the same equipment as the RCMP, I anticipate that there is potentially no need for an actual examination
o fod rs .

I undastand that Sgt. Trevor Ketlw has contacted you. Please contact him at
204.986jl9n)| if further information is required.

o r

S m c a e l y,

Danny Smytlt
Chief of Police

P.O. Bo* 16X0 Wtninpej. Manitoba R3C 227 But: 2<M-98fr|i9(l)| Fm: imsmmil
8 P. 16*0 Wiampej. MenHohi RJC 227 Trav; 204-9WiĴ T)]Tike: 204-986-<,077

sa;w-,Haffiffia»SiaM2SS

WPCfwhee

\Mtuiipeg
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F r o i i K
S e n t :
T o :
C c

Subject
A t t a i n m e n t s :

Good aften|oon

Please find'|ittached a letter regarding the use of radio apparatus which communicates with mobile devices.

Sincerely, :

Peter Hill
Director Gefieral, Spectrum Management Operations I Oireaeur general. Operations de la gestlon du spectre
Spectrum Management Operations Branch 1 Direction g^n r̂aie des operattons de la gestion du specte
Spectrum, |»ft)rmation Technologies and Telecommunications Sector I Secteur du Spectre, des technologies de
f informatî t et des telecommunications
Innovationjlkience and Economic Development Canada I Innovation, Sciences et Developpement economique Canada235 Queenptreet, Ottawa ON KIA 0H5I235, rue Queen, Ottawa, ON KIA 0H5
Telephone iieiephone 343-291-3462
Govemmeî : of Canada I Gouvemement du Canada

Pichette, Laura (IQ on behalf of Hjll2, Peter 0C)
March -13 -17 3 :34 PM

peter.henschef@rcmp-grc.gc.ca
Hill2, Peter aO
Letter regaiding MOIs
2017-03-13 RCMP P. HenscheLpdf
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liift.9 innovatk»i.Sci(»»ceand tanovaticM(i,Sd®iW0S«
mWm a»«OTtfcDev#i^p»TiantC«iada t«n*^ppwwrrt icorejnilqi® C^cfei

Our Fi le: 4^1700428

MAR132M?
Mr. Peter Haischdi
Dqputy Commission '̂
Specialized Policing S«rvias
Royal Canadian Mounted Police
273 Leildn Drive
Ottawa, Chitario K.1A0R2

Mr. Henscdtd,

This lett» constitutes an ai^ruMtitra issudi undar sedfion 5{lXaXv) of fte
Radiocommunication Act, for employees of the Royal Canadian Mounted Police (RCMP)
Technical Investiption S«rvia» Branch, as wdl as onployees of dm RCMP who fidl
under die directicHt of that Branch. This auAorization applies only to the installation,
operation and possession of radio apparatus derigned to cmnununicate with mobile
deviims on oommerdal nmbtle netvwnks to ol:dain data jmodated with a nmbile device or
the mobile network that, as per section 492.2 of the Crimitml Code:

(a) relatos to the telecommuniodion functions of dialii^ routing, addre^ng or
signallmg

(b) is transmitted to identify, activate or omfigtre a devirm, including a computer
program as defined in subsection 342.1(2) of the Criminal Code, in CNrder to
establish or maintain aomss to a telmmununication service tor tiie poipose of
ontoling a commumcation, or is generated during the creation, tranunirmion or
recqiititm of a communication and idontiiSes or pinports to idrmtll̂  the type,
direction, date, tim^ duration, size, tnigjoi, destination or termination of the
communication; and

(c) does not revod the suh^m^ mcmning or purpose of the communicatitm.

Canada
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- 2 -

This authonziUtion is subject to the attached t<»ins and conditions, and expires ilira ;̂ ars
fiom the day it is signed. In paiticulio-, tfsese radio apparatus may be implied, operated
or possessed only in acix̂ rdance with tte purpose under section 54 of the
Radi&communkutim Reguiatiom.

Youra Sincerely,

Director Ceneral

Spectrum Manai^ent Operatmns Bnuich

At tachmen t
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Terms and Conditions

1. The authorization î ties only to employees of the Royal Canadian Mounted Police
(RCMP) Technital Investigsdion Services Branch, as wdl as <anploye«i of die RCMP
who fall under the dir«^nof that Branch, lund is timî  to die installation, ofMsadon
and p<̂ ^̂ ioa of radio ŝ aratus d̂ gned to ojmmunlcate widt mobile devic«f on
commaoial mobile netwoiib to obtain data associided with a mobile device or the mobile
netvrork that, as pa: section 492.2 of die Criminal Coda:

(a) relates to the telcooimnuniiation tiinctiom of dlaliî  routing* addressing or
signalling;

(b) is tranonitted to identify, activate or configure a devios, including a com^utar
program m defined in suhstxtion 342.1(2) of die Crtminai Codê  in order to
establish or maintain access to a ̂ ecommunication sovice for die pvvpt»e of
emdiling a communication, or is generated during die creation, transmittal or
reception of a c»mmtniicati<m ami idoitifies or purports to idoitlfy the type,
direction, date, time, duration, si2», origin, destination or tatnim^on of the
oonununication; aid

(c) does not reveal die substance, meoiing or purpose of die communlcî on.

2. All aqployeoi of the RCMP Installini^ 0{^rating ami fxtrasii^ tha» radio ap{mratus
must ha i^(propriately trained.

3. Every raasonidile ef&rt shaJI be male to localuK^ confine or rratrict, to die exteiti
possible, interferamx and obstriutiion to nuiiocommunication.

4. The radio ipparatus must be turned off and stored in a sixure loo^on what not to use,
induding when bong transported.

5. Evoy reasonable ̂ irt shall be made to ensure that die installtolon and operation of
these radio pantos complies with Sa^ Code 6 (Limits of Human Exposure to
Radiqfiegmm^ Electromagnetic Fields in the Frequemy from 3 kHz to 3W GHz)
at all times, including the considoation of combined eftods of nearby iiutialltoions within
the load radio otvironmait

6. The audumration to Indall, operate aid possess diese radio apparatus ap̂ lioi only for die
puiposes ucda section 54 of the Radiocommmication Regulations, resfataJ m tollows:
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a. preserving or prot^ing any propetty, or the prevention of soious ham to any
person, including the bringing of emer^cy assistance to any person,

b. giving evid€3ice In any crimmal or civil prooseding or in any other procetxiir® in
which the persons may be requin^ to gave evidence on oath,

c. investigation or prosenition of an Mleged conhavention of any lavr of Canada or a
province or In the inter̂ te of the administration of justice,

d. intom^onal af&its or national drfeacc or j^mrity.
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July 25,2016 '

Ms. Corlnne Charette
Sailor Assistant Deputy Minister
Innovation, Science and Economic Development Canada
Sptectrum, Information Technologies and Telecommunications |
23® Queen Street, Building CO Howe Building Room 1968
Ottawa, Ontario KIAOHS

piar Ms. Charette,
The Radlocommunication Act and Mobile Devices Identifiers

14m writing concerning the applicability of the Radiocommunkation Act to the Royal Canadian
l̂ounted Police's (RCMP) use of Mobile Device Identifier; (MOIs), also referred to asInlternatlonal Mobile Subscriber Identity (IMSl) catchers.

Bif way of background, the RCMP uses MDI technology to assist in criminal investigations
relating to national security, serious and organized crime, and other Criminal Code ounces
t|at impact the safety and security of Canadians. An MDI is an invaluable law enforcement tool
tiat simulates a cellular tower to attract and collect limited data from mobile devices during an
l«|vestlgatlon. The RCMP deploys MDI technology in a manner that Is consistent with federad
IfMs and Judicial oversight requirements. Specifically, absent exigent circumstances. Judicial
apthorization is sou^t prior to deploying an MDI. Moreover, MDI tedmokigy Is only deployed
i| a limited number of priority circumstances where MDI capabliitles are best suited to achieve
specific public safety objectives. Contrary to recent media coverage, the MDI equipment used
by the RCMP does not, and cannot. Intercept or receive any form of private communications,
i|icludlng voice and audio communications, text messages, email messages and encryption keys.

"̂ e RCMP considers Its use of MDI technology to be lawful and consistent with the
d̂iocommmicatlon Act {Subsection 4(4) and Paragraph 9(l}(b)) Pxempticm Order, No. 2015-1
ĥich exempts certain RCMP employees from the application of specific prô sions of the Act in

letation to Jammers (insofar as MDI technology is capable of causing limited interference or
Ibstruction to radiocommunications).

n
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That identified, we understand that innovation. Science and Economic Development Canada
(ISID) has been examining whether MDl technology falls within the definition of a "jammer"
under the Radiocommunkatian 4ct, and whether a separate radio authorization may be
required to possess and operate an MDI. The RCMP was first made aware of ISEO views on the
RC^P's use of MDls through media coverage In late March 2016.

Th| RCMP is committed to addressing this issue in a timely manner. I am therefore seeking the
asŝtance of ISED to ensure that the RCMP deploys MOI technology In full compliance wHh the
Radiocommunkation Act Furthermore, while the immediate need focuses on MDIs, the RCMP
uses other, sensitive investigative techniques that may also warrant ftirther analysis vis4-vls
anil application to the Radiocommunkation Act
Letime thank you in advance for supporting RCMP efforts to protect Canada and Canadians.
Yojir staff is invited to communicate directly with Superintendent Maury Medjuck, Officer In
Ch|rge, Technical investigation Services Operations at 613-949-8905 or Maury.Medjuck@rcmp-
gr<|gc.ca.
Sincerely,

Peiter îwcl̂ . Deputy Commissioner
SplclalKyi Policing Services

. n
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Innovatkm, Science and
Eccmomlc Deveiqpment Canada

l n n o v a t k » ) . e t
DSveloppmant 6a3rami<]ue Csanada

A U 6 t 2 M

Mr. Peter Henschel
Deputy Commissioner
Specialized Policing Services
Royal Canadian Mounted Police
:273 Leikin Drive
.Ottawa, Ontario K1A0R2
| l '

ĵ Dear Mr. Henschel,

Thank you for your letter of July 25,2016, seeking our advice on tte use of mobile
device identifiers (MDIs> in accordanw with the requirements of tl« Radiocomunkation

%Act.

We apprixiaJe the importance of ensuring the RCMP has at its disjKwa! the neassary
tools, including those involving radiocommunications, to conduct its mandate mid ensum

vthe safety and security of Canadimis. As such, I have asked Philip Fleming, Dirm:tor,
fSpectrum Regulatory Policy, to work with your officials to review the RCMP's
r̂equirements and pursue any actions that may be needed in the most expeditious manner.

I We look forward to working with you and expect to be able to confirm our advitx over
f tlw itext few months.

i Sincerely,

: C
i Cot inne Charet te
' Senior Assistant I^puty Minister
; S{rectnim, Information T«;hnologies and Telecommunications

r c.c. Phillip Fleimng, Director, Spectrum Regulatory Micy, S{«ctrttm, Information
J Technologies and Telecommunications ̂ -̂666-1415 or philiD.flenung®canada.ca

CknacM
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CotMn. Mare BO

F r o n t ;
S « t t :
T o ;

Subject:
A t t i ^ m e n ^

C a t e g o r i e ^ N A T I

Hi everyone.

As promised, here is the discussion paper drafted by RCMF Legal Service (with contributions from ISED Lef̂ t
Se rv i ces ) on t he | 23 [The ma in ques t i ons b rough t up a re
essentially the following:

Nolan, Stephen 0Q
October 18,20161:31 PM
Corbin, Marc OQ. Kenmdy, Caroline flq; Gibson, David flCL- NoeL Sylvain (JQl Nappert,
Hughes OQ
Legal Discussion Paper-I 23

21(1)(a).21{1)(b).23

This Is me|nt only to provide background or as an FYL

Thanks,

Stephen l|olan
Regulator̂  OfRcer) î ent de la r̂ glementation
Spectrum JManagement Operations Branch ) Direction gdnirale des operations de la gestion du spectre
Spectrum|lnf6rmation Technologies and Telecommunications Sector | Secteur du Spectre, des technologies
de I'inforriiation et des tiycommunications
lnnovatio|, Science and Economic Development Canada | Innovation, Sciences et D̂eloppement
^nomlcpe Canada
235 Queen Street, Ottawa ON KIA 0C8 | 235, rue Queen, Ottawa ON KIA 0H5

Telephonf | T̂ l̂ phone 343-291-3467Facsimile | Tel̂copieur 343-291-3526
Govemm̂ t of Canada 1 Gouvemement du Canada

1
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Kcnnadyi Carolina OQ

f r o m : ■ ' f .
Swt r t : : f ' , /
T o :

'i 1
Sofaject: "I'
Atlachntei^

iensen. Amy OQ
ApriW6-l7 4:50 PM
Fleming, Philip 0Q; Kennedy, aroline OQ: Cofbin, Marc OQ Noel, Syhrain OQ Notary
Stephen OQ; Gibson, David OQ: Nappert, Hughes OQ
FW: request for authorization
1704(̂  CPS request ft?r audK»ri!30on.pdft DraftJ4DUiulhtM&ition.-_CPS.doa

fellow Up flag:
flagStatuil

Follow up
Completed

HI team,

Fyl - attachf d is the formal request from the Calgary Police Service for an authorization.

i ¥ o m : S k x # 6 a n ! | r f ) e l l I 9 ( i )
Sent: April|J6-l7 4;4rP!Bl
To: J«ts»n|Ai»v (fC)
Subj«jb truest for auttoriratlon
Good aftembon Amy,

I know we :̂ ke briefly on the phone yesterday, but given recent media events rtiy Inq̂ rector hasasked Utat J n«atei aff
ofOciat leqî  to iSED for an authorization under the Radiocommunkatlon Act There is somlliiiency to try to get thi
OtiUiiWliatt̂ jpfrplace as w# are currently utillzlr̂  the device,
Wea!» fbid.̂ iNdi«d a letter with the official request I have also attached a draft auUioriZatfofiX̂ Calgafy Ponre

I3(l)(d)
n ■

I providfiHl name to| i9(i) land I understand he was also gotî  to be contactlfm̂  im tehirif of his ageHî
lofthe ̂ n̂ khoriation.
Thanks,
S c o t t

*5gt Scott pmpbeUM33S6
Calpry Pol̂  Service

I3(1)(d).19(1]

1
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