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Appellant's Factum |

APPELANT’S FACTUM

PART I: FACTS

1. On November 24, 2011, shortly after 10 a.m., Salvatore Montagna, a reputed
member of the New York Bonanno crime family, died of gunshot wounds just

outside Jack Simpson’s residence in Charlemagne (District of Joliette), Québec.

2 A few hours later, SQ investigators received valuable information from their
Royal Canadian Mounted Police (RCMP) partners. They were informed that
since October 2010, in the course of the investigation project Clemenza, the
Combined Forces Special Enforcement Unit of the RCMP had been investigating
a web of criminal organizations involved in drug trafficking and violent offences in
Montréal.

3. Several judicial authorizations to intercept encrypted Blackberry PIN-to-PIN
messages and monitor the communications of a group of suspects had been
obtained in this project. As well, in the course of the investigation, the police
resorted to an investigative tool known as a mobile device identifier (hereinafter
MDI, also known as IMSlI-catcher), upon being granted judicial authorizations to
do so. The MDI can single out mobile devices deemed to be in possession of
certain targets to form grounds to then intercept those lines’.

4. The first wave of arrests occurred on December 20, 2011, and culminated with a
direct indictment being preferred against 8 co-accused on November 18, 2013.
Mssrs. Raynald Desjardinsz, Vittorio Mirarchi, Calogero Milioto, Steven Fracas,
Jack Simpson, Pietro Magistrale and Steven D’Addario were charged with one

! Information gathered by the MDIs will not be tendered as evidence at trial to further the Crown’s case
when it could add to the body of circumstantial evidence to prove that certain devices were in determined
targets’ hands at specific times. See infra, par. 60 to 61 of this factum.

2 Raynald Desjardins plead guilty, on July 6, 2015, to the charge of conspiracy with his 6 co-accused to
commit murder in the death of Salvatore Montagna in file 500-01-123367-150. Consequently, the charges
against him in the present Superior Court file (540-01-063428-141) were stayed on July 16, 2015.
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count of first degree murder (s. 235 Cr.C.) and one count of conspiracy to
commit murder (s. 465(1)a) Cr.C.) in the death of Mr. Salvatore Montagna. In the
same indictment, Mr. Felice Racaniello was charged with being accessory after
the fact to murder (s. 240 Cr.C.) in the death of Mr. Salvatore Montagna.

5. A change of venue was ordered by Superior Court Justice Marc David on
January 17, 2014 for the trial to occur in the district of Laval. The Honourable
Justice Michael Stober of the Québec Superior Court was appointed as case
management and trial judge in February 2014. Pre-hearing conferences were
held, and many motions were filed and scheduled as well as heard since April
2014.

6. On August 22, 2014, the Respondents presented the Notice of Application for
disclosure of information that the Crown acknowledges is in its possession or
control and that the Crown has not disclosed on the basis of ‘“investigative

"3 (hereinafter Motion R-25). They sought disclosure of

techniques privilege
information related to the manner of interception of the BlackBerry PIN-to-PIN

messages the Crown intends to adduce at trial as evidence.

7. After some evidence was heard in the fall of 2014, the parties agreed that the
following 2 items were still the object of litigation, having come to an agreement
concerning the presentation by the Crown of the software designed and used by
the RCMP to manage the messages once they had already been intercepted
and decoded:

1) Location on the travel path of the RCMP’s intercept solution, which
includes the actions that are necessary to expose the communications to
the RCMP equipment to facilitate the intercept;

2) Role, if any, of RIM in the interception and decoding process;

3 R-25: Motion "Investigative privilege" (en liasse), A.F. vol. ll, p. 165 et s.
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10.

11.

12.

The evidence began with the public and ex parte testimony of RCMP Inspector
Mark Flynn on November 11, 2014. The Appellant, after filing transcripts that the
Respondents found to be too heavily redacted, embarked on a review of the

redactions on December 2, 2014.

It clearly appeared that the first judge was unsatisfied with the state of the
evidentiary record and the reviewing exercise did not occur®. Instead, the
Appellant/Crown asked to bring back Inspector Flynn to further its evidence and
the Respondents/Accused requested and obtained, on consent, that an amicus

curiae be appointed to assist in the ex parte proceedings®. The matter was

adjourned.

On December 24, 2014, Mr. Edward Greenspan, senior lead counsel for
Respondent Mirarchi, unexpectedly passed away. In January 2015, pre-trial
motions were postponed for 3 months to allow Mr. Mirarchi to retain new

counsel. Mr. Frank Addario entered the file in April 2015.

On May 5, 2015, the Respondent presented the Notice of Application for
disclosure of information that is “likely relevant” in relation to a mobile device
identifier (MDI/IDM)® (hereinafter Motion R-32). The disclosure being objected to
by the Crown on the same grounds, the police investigative techniques privilege,
it was agreed by the parties that both motions should be joined, and that the

amicus curiae’s appointment would stand for both.

As for Motion R-32, the following issues were the object of litigation:

* Reasons for redactions, December 2, 2014, ex parte transcript, A.F. vol. VI, p. 2036 et s.. See also the
first judge’'s comments on Common Law judgement, November 18, 2015, ex parte transcript, A.F. vol. X,

P 3880.

R-25.15, A.F. vol. Il, p. 349.
® R-32 (En liasse): Applicant’s factum and application record in relation to MDI R. v. Mirarchi et al. - Notice
of Application for Disclosure of information, A.F. vol. il, p. 399 et s.
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1)

2)

3)

4)

o)

6)

The manufacturer, make, model and software version for the equipment
used by the RCMP while employing the IDM technique and confirmation
that the device is a cell site simulator;

While the RCMP is disclosing the signal strength of the targets’ devices, it
will not disclose the signal strength of the MDI device

How the MDI device affects the targeted mobile devices, ie. did it force the
targeted device to use a 2G network connection, did it turn off encryption
on the mobile device, did it force the device to increase its broadcast
strength;

A description of the default settings on the MDI device;

If they do exist, the Crown is not willing to provide a copy of any non-

disclosure agreement relating to the MDI device;

The results of research conducted by the RCMP on the effect of the MDI
on the ability of devices within its coverage area to make and receive calls
or SMS messages;

13. The parties listed those issues in a document filed in front of the Court. The

disclosure or not of the global key was not in dispute’.

14.  Evidence on both motions was heard in June and July 2015.

15. On motion R25, on the last day of ex parte submissions, September 18, 2015,

the amicus curiae recommended that the Court should consider privileged how

the RCMP came into possession of the BlackBerry global encryption key, but

order the disclosure of the key/algorithm to the Respondents.

16.  After having heard the evidence, the submissions of both parties in public, the

submissions of the Crown and amicus curiae ex parte and reserved its decision,

" R-34: On motions R25, R-32 and R-32A Issues that necessitate a ruling from the Court, A.F. vol. lll, pp.

1020-1021.
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17.

18.

19.

20.

21.

the Court, on November 18, 2015, rendered an oral judgement, filed on
December 9, 20158, ordering disclosure of all items sought by the Respondents,
as well as the BlackBerry global encryption key.

The Appellant filed a section 37(1) of the Canada Evidence Act objection to
disciosure® and amicus curiae was appointed for the new proceedings'®.
Considering the last minute suggestion of a disclosure of the global encryption
key, Appellant declared its intention to adduce further evidence. The parties
jointly agreed that this new evidence could be filed by way of two affidavits and a
report'".

Both the Respondents and the amicus curiae then took the view that the
disclosure of the global key was appropriately the object of a claim of privilege by
the Appellant.

Furthermore, to answer some of the Court concerns on the relevance of the new
evidence on all questions previously debated, a document encompassing the

parties’ common answer was filed'?.

No further new arguments were raised, and the Court ordered disclosure of the
same items on December 4, 2015, save for the global key, accepting the parties’
joint submission on the matter. The judgment a quo was filed on December 9,
2015.

The Appellant served the amicus curiae and Respondents a notice of appeal on
December 14, 2015.

8 Decision on a common law objection to disclosure of evidence, A.F. vol. |, p. 31 et s. [hereinafter
Common law judgement]

® R-32.14: Notice of objection to disclosure of information s.37(1) CEA, A.F. vol. IV, p. 1006.

10 R-32.15: Order for the appointment of an amicus curiae s 37 CEA, A.F. vol. IV, p.1008.

" R-25.17: Affidavit de Patrick Boismenu daté le 25 novembre 2015, "Expertise Report, Projet Clemenza"
and Curriculum vitae, A.F. vol. ll, p. 354 et s.; R-25.18 : Affidavit de "Alan William Treddenick" 25
novembre 2015, A.F. vol. Il, pp. 376 et s.

12 R-25.20 Parties joint position on relevance of S.37 CEA's new evidence, A.F. vol. I, p. 378.
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PART I

ISSUES IN DISPUTE

22. (On appeal, the Appellant objects to the disclosure of the following information:
A. On motion R-25:

1)
2)

The location on the travel path of the RCMP'’s intercept solution;
The role, if any, of Research in Motion (RIM) in the interception and

decoding process;

B. On motion R-32;

1)

2)
3)
4)
o)

The manufacturer, make, model and software version for the equipment
used by the RCMP while employing the MDI technique and
confirmation that the device is a cell site simulator;

The signal strength of the MDI device;

How the MDI device affects targeted mobile devices;

A description of the default settings on the MDI device;

The practical range of the device;

The result of research conducted by the RCMP on the effect of the MDI
on the ability of devices within its coverage area to dial 911, to make
and receive calls or SMS messages, and the fact that it does not impact
any ongoing calls.

23. The Appellant argues that two principal questions are raised in the present

appeal:

a)

b)

The finding of privilege and its corollary: the nature of the balancing
exercise when a situation is such that some of the information appears
to be in the public domain (application of the Maher Arar Inquiry test).

The balancing exercise itself: how to take into account the relative use
of the information, the importance to be awarded to the nature of the

charges the role of the mosaic effect.

3 Attorney General of Canada v. Commission of Inquiry into the Actions of the Canadian Officials in
relation to Maher Arar and Maher Arar, 2007 FC 766 [Maher Arar Inquiry].
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PART lil: ARGUMENTS
24. The Appellant’s objection to the disclosure of certain elements requested by the

25.

26.

Respondents is not arbitrary, but supported by case law and by the specific facts of
this case.

In first instance, he existence, at common law, of the police investigative techniques
as a form of case-by-case privilege was not contested. Said differently, it was
admitted by the parties that, upon the presentation by the Crown of the appropriate
evidentiary record, it was open for the Court to rule that relevant information,
meaning information that would otherwise be subject to the rules of disclosure
pursuant to R. v. Stinchcombe'*, could be held as privileged for reasons of specified
public interest (the police investigative techniques being the one in the case at
hand)'®.

The Ontario Court of Appeal in Richards clearly summed up the issues and
competing interests:

[11] The Crown does not assert the police informant privilege in this case.
Rather, the Crown submits that it should not be required to disclose certain
particulars of the investigative techniques used by the police in this case.
Disclosure of police investigative techniques is subject to a qualified
privilege: R. v. Meuckon (1990), 57 C.C.C. (3d) 193 (B.C.C.A.). Where the
claim is made, the judge must first decide whether the information sought is
relevant to an issue in the proceedings. Second, if relevant, evidence of the
investigative techniques used will not be disclosed if the public interest in
effective police investigation and the protection of the those involved in, or

* R. v. Stinchcombe, [1991] 3 S.C.R. 326 [Stinchcombe).
% R. v. Meuckon (1990), 57 C.C.C. (3d) 193 (BC C.A)), at p. 5 [Meuckon]. See also R. v. Richards, [1997]

0.J. 2086 (Ont. C.A.), par. 11 [Richards], R. v. Trang, 2002 ABQB 19, par. 32-33 [Trang]; R. v. Chan,
2002 ABQB 287, par. 49-51 [Chan].

Applied by this Court in Hernandez c. R., [2004] J.Q. 11285 (C.A. Qué.), par. 67-78 [Hernandez].



8
Appellant's Factum Arguments

who assist in such investigation, outweigh the legitimate interests of the
accused in disclosure of the techniques. '

27. It is also important to keep in mind that there is no need for the Crown to
demonstrate that disclosure of materials will necessarily bring about the alleged

perverse effects’”.

28. What now, in our opinion, distinguishes this case is the nature of the information
and how to analyse and treat it.

a) The finding of privilege and its corollary: the nature of the balancing exercise

29. The Appellant submits that the first judge erred in his appreciation of the evidence,
leading him to the conclusion that most of the information for which the Appellant-
Crown was seeking privilege was in the public domain and unworthy of protection.
The Appellant will demonstrate that this error had a direct impact on the first judge’s
appreciation of the evidence from the get go.

30. In both motions, the Appellant invoked the privilege pertaining to police
investigative techniques and showed two main reasons for it. The Appellant
believes that (1) there is material that is not publically available or of limited public
knowledge and that (2) the information sought would tend to identify the RCMP’s
methods and give a way to circumvent them. Disclosure on both grounds would
hinder the RCMP’s capabilities to lead criminal investigations.

31. As a general proposition, the Appellant does not object to the disclosure of what

was collected, but to the specifics of how that collection was done.

A. Legal principles

'8 Richards, ibid., par. 11.
" R. c. Allie, 2014 QCCS 2381, par. 19 [Allie] referring to R. c. Minisini, 2008 QCCA 2188, par. 54
[Minisini]
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32. What the Respondents want disclosure of is the manner with which the RCMP
operated in project Clemenza, while intercepting their PIN-to-PIN communications
and using the MDI. Needless to say that, if what is requested is public, the request
for disclosure has no basis and the Respondents already possess the information
they seek'®. So, one can conclude that the information sought is not public, or might
only appear to be.

33. Jurisprudence provides some answers to deal with a situation where privileged
information seems to have been publicly revealed. We submit that this
encompasses information that is outside the realm of the Crown’s disclosure
obligations and outside of Court files and dockets'®. The Appellant is of the opinion
that these concepts are well reviewed and summarized in the case of the Maher
Arar Inquirym. Judge Simon Noél of the Federal Court reviewed case law on
sections of the Canada Evidence Act protecting privileged information and their link

to the very issue of public knowledge.

34. ltis true, in general terms, that what is public cannot be protected, but Judge Noél
then reiterated that one must be guarded against making hasty conclusions on the
nature of what seems to be out in the public domain. He noted that Courts have
provided tests and guidelines to determine if the apparent availability of information
rules out claims of privilege:

[54] In Babcock v. Canada (Attorney General), [2002] 3 S.C.R. 3, the
Supreme Court of Canada ruled that information in the public domain
could not be protected under section 39 of the CEA, which deals with

confidences of the Queen’s Privy Council for Canada. At paragraph 26
of Babcock, above, Chief Justice McLachlin wrote:

Where a document has already been disclosed, s. 39 no longer
applies. There is no longer a need to seek disclosure since

'® Babcock v. Canada (Attorney General), [2002] 3 S.C.R. 4, par. 26 [Babcock], see Maher Arar Inquiry,
supra.

Y R v. Lucas, [2009] O.J. No. 2251 (Ont. S.C.) [Lucas].

The whole of the decision discusses this issue of the Crown’s objection to further disclosure in the context
of previous dissemination of information through Court disclosure. It is useful to notice that Nordheimer J.
analyzed the implications of both the Court of Appeal’'s dissent and the Supreme Court's adoption of it in
R. v. Durette, [1994] 1 S.C.R. 469 [Durette] in his ruling.

2 Maher Arar Inquiry, supra.
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disclosure has already occurred. Whether section 39 does not apply,
there may be other bases upon which the government may seek
protection against further disclosure at common law [...] However,
that issue does not arise on this appeal. Similarly, the issue of
inadvertent disclosure does not arise here because the Crown
deliberately disclosed certain documents during the course of
litigation.

Although Babcock, above, deals with section 39 of the CEA, the
same principle applies in the section 38 of the CEA context, namely
that information in the public domain cannot be protected from
disclosure. In K.F. Evans Ltd. v. Canada (Minister of Foreign
Affairs), [1997] 1 F.C. 405 (FCTD) at paragraph 35, Justice
Rothstein (as he then was) discusses the principle in the section 38
of the CEA context:

In many cases, the confidential information constitutes
observations on existing policies and practices and how they
might relate to a legal challenge [...] | am inclined to think that
much of what is said to be confidential is already publicly known
in one form or another. It appears that if anything, disclosure
might result in some embarrassment to the respondent but why
that embarrassment would harm international or federal-
provincial relations is not readily evident. | think what we largely
have in this case is exaggeration of the harm to Canadian
interests from disclosure which subsections 37(1) and 38(1) of
the Canada Evidence Act were enacted to curtail.

[55] Case law emanating from the United Kingdom also supports the
principle that information in the public domain cannot be protected by the
courts. In the House of Lord’s decision in Attorney General v. Observer
Ltd et al, [1990] 1 AC 109, Lord Brightman wrote at page 267:

The Crown is only entitled to restrain the publication of intelligence
information if such publication would be against the public
interest, as it normally will be if theretofore undisclosed. But if
the matter sought to be published is no longer secret, there is
unlikely to be any damage to the public interest by re-printing
what all the world has already had the opportunity to read.

[Emphasis added]

However, even more interesting is Justice Scott’'s decision in the
case at the Chancellery Division level, a decision which was
subsequently upheld by both the Court of Appeal and the House of
Lords. Justice Scott, his judgement, reproduced at page 150 of
Attorney General v. Observer Ltd et al, [1990] 1 AC 109, sets out five
criteria that should be looked to when determining whether the public
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accessibility of information is fatal to an attempt to prohibit disclosure.
These criteria are the following:

(1)  The nature of the information — where the information is very
harmful a court will be more willing to prohibit further
disclosure;

(2) The nature of the interest sought to be protected;

(3) The relationship between the plaintiff (person seeking
prohibition on disclosure) and the defendant;

(4) The manner in which the defendant has come into
possession of the information- if the defendant does not
have “clean hands” a court will be more likely to prohibit the
disclosure;

(5) The circumstances in which, and the extent to which, the
information has been made pubilic.

[56] | note that the rule that information available in the public domain
cannot be protected from disclosure is not an absolute. There are many
circumstances which would justify protecting information available in the
public domain, for instance: where only a limited part of the information
was disclosed to the public; the information is not widely known or
accessible; the authenticity of the information is neither confirmed nor
denied: and where the information was inadvertently disclosed.?’

[Our emphasis]

35. We submit that this is exactly the case with the issue of privilege in projects Inertie
and Clemenza raised in these proceedings. What is allegedly known in the public
domain does not reflect the situation the RCMP is in generally, nor does it give a

complete, thorough and true assessment of the specific situation at bar.
B. Underlying facts
1) On motion R25 (interception of communications)

36. The Respondents want to ensure the RCMP complied with the Criminal Code
provisions requiring the interception to be carried out on Canadian territory?.
Inspector Mark Flynn, both in public and ex parte, affirmed that the RCMP’s

2! bid., par. 54-56.

22 See R-34, issue (1) on list of items related to R-25, A.F. vol. IV, p. 1020, and R-34.1. Defense precisions
to R-34, A.F. vol. IV, p. 1022-1023.
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intercept solution was located in Canada. Therefore, at all times, interception of
communications pursuant to Part VI authorizations, on the travel path where the
RCMP located its equipment, was on Canadian soil?®. It was and still is the
Appellant’s point of view that more information related to the specific intercept
location would hinder the police force’s capacities to investigate crimes, by making
possible the circumvention of some of the deployed intercept solutions, and by
allowing targets to configure their devices to make sure they do not travel along the
pathways the RCMP has access to?*.

37. The Respondents are also requesting disclosure of the role, if any, of BlackBerry /
Research in Motion, in the interception and decoding process. Inspector Flynn
testified that BlackBerry / Research in Motion facilitated the interception process?®

and that the comfort letters the RCMP forwarded to them do not give a complete or
t%8,

thorough picture of their level of involvemen

39. The Appellant adduced supplementary evidence on its section 37(1) CEA objection

to disclosure. Sgt. Patrick Boismenu of the RCMP, an expert in computer forensics

* Mark Flynn, November 27, 2014, transcript, A.F. vol. VI, pp. 1812-1813; Mark Flynn, June 30, 2015, ex
parte transcript, A.F. vol. VII, pp. 2245-2258; Mark Flynn, July 2, 2015, ex parte transcript, A.F. vol. VII, pp.
2393-2399; Mark Flynn, July 16 , 2015, transcript, A.F. vol. VI, pp. 2555.

* Mark Flynn, November 11, 2014, transcript, A.F. vol. V, pp. 1393-1394, 1401-1402; Mark Flynn,
November 11, 2014, ex parte transcript, A.F. vol. V, p. 1492, 1496; Mark Flynn, November 17, 2014,
transcript, A.F. vol. V, p. 1620, 1652.

» Mark Flynn, November 27, 2014, transcript, A.F. vol. VI, pp. 1772-1773, 1782-1784; Mark Flynn, June
30, 2015, ex parte transcript, A.F. vol. VII, pp. 2245-2258, 2261-2263; EP-32.27, A.F. vol. IV, pp. 1252-
1253.

 Mark Flynn, November 17, 2014, transcript, A.F. vol. V, pp. 1623-1624, 1631, 1643-1646; Mark Flynn,
November 27, 2014, transcript, A.F. vol. VI, pp. 1765-1766; Mark Flynn, July 16, 2015, transcript, A.F. vol.
VII, pp. 2560-2561.

" Mark Flynn, November 11, 2014, ex parte transcript, A.F. vol. V, pp. 1491, 1513-1514; Mark Flynn, June
30, 2015, ex parte transcript, A.F. vol. VI, pp. 2236-2240.
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and digital evidence, attended the RCMP Special | offices in Ottawa?®. He
explained the intercepted information’s process flow and its integrity. He gave
evidence related to the functioning of encryption keys in general and the
BlackBerry global key in particular. Furthermore, Mr. Alan Treddenick a Director of
National Security and Law Enforcement Liaison at BlackBerry, declared that his
company's global key was not known to the general public, and discussed the
negative impacts its disclosure would have®. It is the Appellant's submission that
while this supplementary evidence provides additional information on the integrity
of the process, it confirms what was adduced at common law concerning the global
key.

2) On motion R32 (use of the mobile device identifier)

40. Disclosure of the material sought by the Respondent would tend to identify which

41.

devices are used by the RCMP and would allow ill-intended cell phone users to
circumvent the police techniques®. Detectability is at the heart of this issue®'.

The Appellant disclosed the fact that the RCMP uses MDI devices and disclosed
the unredacted warrants obtained beforehand®?. We acknowledge that there is a
significant body of information in the public domain on MDIs®, but nonetheless
object to disclosure of information about which device (make and model) was used
in project Clemenza and details on its inner workings. According to the witnesses,
nowhere in the public domain do you find detailed information on the RCMP’s

work3*,

28

R-25.17 Affidavit de Patrick Boismenu daté le 25 novembre 2015, "Expertise Repor,

Projet Clemenza" and Curriculum vitae, A.F. vol. I, p. 354.

¥ R-25.18 Affidavit de "Alan William Treddenick" 25 novembre 2015, A.F. vol. Il, p. 376.

3% Mark Flynn, June 30, 2015, ex parte transcript, A.F. vol. VII, pp. 2205.

31 Jocelyn Fortin, July 21, 2015, ex parte transcript, A.F. vol. VIII, pp. 2938-2943, 2953, 2955-2968, 2971-
2972; Jocelyn Fortin, July 22, 2015, ex parte transcript, A.F. vol. Vill, pp. 3005-3007, 3019-3030, 3033-
3038.

32 see exhibits from Respondents’ application record, A.F. vol. Il, p. 353 et s. and vol. lll, p. 571 et s.

33 Mark Flynn, June 30, 2015, transcript, A.F. vol. VI, pp. 2103, 2106-2108.

3% Josh Richdale, July 17, 2015, ex parte transcript, A.F. vol. VIil, p. 2834; Jocelyn Fortin, July 22, 2015, ex
parte transcript, A.F. vol. VIIi, p. 3017-3018.
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42. Functionalities of mobile device identifiers in general, also sometimes named IMS/

catchers, are discussed in case law, legal journals and commentaries®® and all

three of the Crown’s witnesses were aware of that®®. Nonetheless, many features

used by the RCMP are not known:

a.

||.
.e ©

Y
-

.

* Materials filed by Accused in support of application for disclosure, A.F. val. Il, p. 353 et s. and vol. lll, p.

571 et s.

38 Mark Flynn, June 30, 2015, ex parte transcript, A.F. vol. VI, p. 2206; Josh Richdale, July 17, 2015, ex
parte transcript, A.F. vol. VIII, p. 2819; Jocelyn Fortin, July 22, 2015, ex parte transcript, A.F. vol. VI, pp.

3008-3010.

37 Jocelyn Fortin, July 21, 2015, ex parte transcript, A.F. vol. VIII, pp. 2931, 2953; Josh Richdale, July 17,
2015, ex parte transcript, A.F. vol. VIII, p. 2777.

38 Jocelyn Fortin, July 22, 2015, ex parte transcript, A.F. vol. VIII, pp. 3015-3016, 3071-3072, 3079-3081;
Jocelyn Fortin, July 23, 2015, ex parte transcript, A.F. vol. IX, pp. 3125-3130.

¥ Josh Richdale, July 17, 2015, ex parte transcript, A.F. vol. VIII, pp. 2776-2777.

“ Josh Richdale, July 17, 2015, ex parte transcript, A.F. vol. VIII, pp. 2773-2776.

! Jocelyn Fortin, July 21, 2015, ex parte transcript, A.F. vol. VIII, pp. 2954-2968; Jocelyn Fortin, July 22,
2015, ex parte transcript, A.F. vol. VI, pp. 3020-3029.

4 Jocelyn Fortin, July 21, 2015, ex parte transcript, A.F. vol. VIII, p. 2939.
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f. Though it is known and explained that the MDI devices’ range varies*®,

44.

43. As well, some techniques exploited or developed by the RCMP and put to use are
not known or generally available in the public domain:

g.

A ~
o v

l‘\ | | l‘|

.w |||
Py
)

.®

-
o
.O

# Mark Flynn, July 2, 2015, ex parte transcript, A.F. vol. VII, pp. 2269-2274, 2373-2374; Mark Flynn, July
16, 2015, transcript, A.F. vol. VIl, pp. 2595-2597; Josh Richdale, July 17, 2015, transcript, A.F. vol. VIII, p.
2679.

# Josh Richdale, July 20, 2015, ex parte transcript, A.F. vol. VIII, pp. 2859-2863.

% Jocelyn Fortin, July 21, 2015, ex parte transcript, A.F. vol. VIil, pp. 2932-2953.

% Jocelyn Fortin, July 21, 2015, ex parte transcript, A.F. vol. Viil, pp. 2942-2944, 2949; Jocelyn Fortin,
July 22, 2015, ex parte transcript, A.F. vol. VI, pp. 3006-3009; Josh Richdale, July 17, 2015, ex parte
transcript, A.F. vol. VIII, p. 2782.

47 Jocelyn Fortin, July 22, 2015, ex parte transcript, A.F. vol. VIli, pp.3007-3011.

“ Jocelyn Fortin, July 21, 2015, ex parte transcript, A.F. vol. VIII, pp. 2973-2978.

# Jocelyn Fortin, July 21, 2015, ex parte transcript, A.F. vol. ViIl, pp. 2978-2984; Jocelyn Fortin, July 22,
2015, ex parte transcript, A.F. vol. VIII, p. 3011.

0 See items EP-32.1 to EP-32.8, A.F. vol. IV, p. 1083 ets.
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puty

46.

N

2

C. Discussion around the first judge’s decisions

47. Throughout the hearings, it appeared to the Appellant that the first judge was highly
skeptical of its claim of privilege, considering that the information was public and
that the Respondents’ had a superseding right to disclosure®*. We submit that these
conclusions were made prior to the balancing stage where they should have

occurred.

48. The first judge gave no reliability to Inspector Flynn’s testimony and rejected it. In
rejecting it, he deprived himself of a very important body of evidence. Of course, as
ruler of the facts, such a conclusion was open for him to reach, but the Appellant
wishes to bring to this Court’s attention worries about some of the reasons that

seem to have had a determinant influence on his conclusion.

3! Mark Flynn, June 30, 2015, ex parte transcript, A.F. vol. VII, pp. 2205-2207, 2229-2230; Mark Flynn,
July 2, 2015, ex parte transcript, A.F. vol. VIi, p. 2266.
32 Jocelyn Fortin, July 22, 2015, ex parte transcript, A.F. vol. VIII, pp. 3045-3062.

5 Mark Flinnl June 30| 2015I ex iarte transcriit| A.F. vol. vu| ii 2205-2207, 2229-2230. (  EGEGEGD

Common law judgement, par. 228, A.F. vol. |, p. 130. Most of the exchange between the Court and the
parties on the November 30, 2015, ex parte session about the way the redactions of the common law
judgement were disclosed: Reasons for redactions, November 30, 2015, ex parte transcript, A.F. vol. XI,
p. 3932 et s. For an example during testimonies: Josh Richdale, July 17, 2015, ex parte transcript, A.F.
vol. VIII, pp. 2835-2838.
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49.

50.

51.

52.

53.

The first judge was, from the start, inquiring about “who was in charge”: the Crown
of the police®. This idea came back during submissions®® and in the Common law

judgement®’.

In protecting police investigative privileges, one must assume that knowledgeable
and responsible police officers will have an important say in the Crown'’s claim, and

we maintain that it is a legitimate way to go about things.

Inspector Flynn had a difficult job and position, representing the policies of his
institution as well as with knowledge of the operational side of the matters. We
submit that it was unfair to ask him to commit himself on behalf of the RCMP and
then hold against him the fact that he was not privy to all the conversations and
exchanges.

The Appellant argues that in this capacity, not only was it institutionally legitimate
for Inspector Flynn to be worried about dissemination of information he deems, as
does the Crown, worthy of protection, but legally supported by the teachings of the
Supreme Court in R. v. Basi®® and the «circle of privilege». The efforts put by the
RCMP to protect relationships with partners they work with in all types of
investigative circumstances, and its worry about the negative impacts that a
disclosure order would have on these relationships, was a relevant factor the Court
needed to take into account.

Before the Appellant's submissions and pleading to consider the matter from a
more nuanced perspective, we read the transcripts as indicating that the Court had
made up his mind to the fact that any bit of information that is a little bit publicised
by mean of online availability is not worthy of priviiege. An exchange between
witness Corporal Richdale and the first judge clearly illustrates this®°. For him, the
general statement of “what is public is not privileged” was an all or nothing
proposition. In our respectful submission, it did not allow him to go a step further

55 Reasons for redactions, December 2, 2014, ex parte transcript, A.F. vol. VI, p. 2037.
56 Defense’s submissions, September 11, 2015, transcript, A.F. vol. X, pp. 3492-3494.
57 Common law Judgement, par. 181, AF. vol. |, p. 116.

8 R. v. Basi, [2009] 3 S.C.R. 389, par. 44-46.

%9 Josh Richdale, July 17, 2015, ex parte transcript, A.F. vol. VIiI, pp. 2835-2838.
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54.

55.

56.

and see if the RCMP’s information was public or not, which was and still is one of

the important questions at stake.

The Appellant submits that this finding vitiated his analysis. The first judge,
considering that the steps proposed in the Maher Arar Inquiry judgement were not
appropriate or helpful in criminal matters, rejected their application, without more
analysis®. The preoccupation of protecting information that might appear public is
real, in this case and others, and should have been considered, since confirmation

or not of said information matters as well®’.

We respectfully submit that he erred by doing so. We propose that a judge, facing a
disclosure question where objection is based on privilege, must start with the
determination of the privilege, irrespective of the nature of charges and right to full
answer and defence in criminal matters. Those questions, as important as they are,
should not be determinative of the finding or not of privilege, but should weigh at the
balancing stage. We respectfully submit that the first judge took the matter on
backwards, awarding to the nature of the information and the nature of the charges

facing the Respondents an inadequate importance at the first stage.

lllustration of this comes from the insistence by the first judge on the example of
wiretapping as a well known investigative tool: since it is obviously known that
police resorts to it, no one could pretend that it is privileged®2. By analogy, the
Appellant submits that this led him to drawing the inference that since MDIs and
PIN-to-PIN interceptions are known, there cannot be any residual claim of privilege.
To the Court’'s questions and preoccupations, the Appellant answered, both in
written arguments and oral representations, that Project Clemenza is the best

example of the criminal element’s evolution in its use of telecommunications.

8 Common law judgement, par. 125, A.F. vol. |, p. 99.

¢ Maher Arar Inquiry, supra, par. 56.

62 Mark Flynn, June 30, 2015, ex parte transcript, A.F. vol. VIl, pp. 2240-2242; Josh Richdale, July 17,
2015, ex parte transcript, A.F. vol. VI, pp. 2835-2836; Crown’'s submissions, September 9, 2015,
transcript, A.F.vol IX, p. 3400; Crown’s submissions, September,17 2015, ex parte transcript, A.F. vol. X,
p. 3642; Common law judgement, par. 152, A.F. vol. |, p. 106.
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57.

b)

58.

o We here have a group who moved to what they believed was a secure
platform to exchange messages “in the clear” about their unlawful

activities.

o Their land lines and cell phone lines were also tapped, but there is no

indication of a criminal activity in any of those intercepted conversations.

Yes, wiretapping has been around for decades, but it does not represent a solid
block or a single way of doing things that has not changed. As the first judge
himself recognized, technology is in constant evolution®®. The criminal element
constantly moves away from where it knows the police can intercept them and finds

new ways to communicate. The goal is always to avoid detection.

Notwithstanding the publicity around the security involving PIN-to-PIN
communications and MDI devices in general, and in spite of some disclosure in
cases involving the RCMP in particular, there remains privileged information that
has never been disclosed about the RCMP’s capacities and use of the MDI. There
is no public body of information detailing the manner of interception of PIN-to-PIN
messages by the RCMP or how it uses MDIs. It is the Appellant's submissions that
these pieces of information were worthy of a finding of privilege. If disclosed, such
information would certainly put in danger the capabilities of the RCMP to run
criminal investigations, and would therefore be detrimental to the public, and this is

an issue we will discuss in the balancing exercise itself.

The balancing exercise itself: relative use of the information and nature of the

charges

The Appellant believes that the first judge also misapprehended the nature of the
balancing exercise that he had to embark upon, giving a disproportionate
importance to the Respondents’ right to full answer and defence. The Respondents’
constitutional rights were not endangered by the state of the disclosure. This is an

8 Crown and amicus curiae’s submissions, September 18, 2015, ex parte transcript, A.F. vol. X, p. 3684-
3685.
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59.

60.

61.

element that needed to be taken into account in the balancing exercise, considering
the relative usefulness of the information sought.

On motion R25 (interception of communications), and the relative role of BlackBerry
/ RIM in the process, the Appellant will present, at trial, expert evidence to
demonstrate the integrity of the decryption and decoding process, from the sending
device all the way to the evidence to be adduced®. To be clear, it is also the
Appellant’s view that in its case against the Respondents, no witness from a service
provider or from BlackBerry will be necessary to adduce the PIN-to-PIN as

evidence, only RCMP members.

On motion R32 (use of the mobile device identifier), the Appellant will not use the
MDI in its case against the Respondents at trial. The fruits of the MDI were at times
used as grounds to connect PIN numbers pursuant to Part VI of the Criminal Code
wiretap authorizations, which them form the core of the evidence of the Crown'’s

case.

On the MDIs particularly, through the affidavit of Ms. Megan Savard, attorney and
associate at Addario Law Group, the Respondents present a review of public
material on the MDI devices®®. The Appellant contends that this same review
justifies and substantiates the second reason it invokes privilege on this
investigative technique: it illustrates and demonstrates that many devices exist, that
they are built by a variety of manufacturers that each make different models, which
then have different features and capabilities. To identify which device the RCMP
was using during Project Clemenza would single it out amongst many. It would
mean detailing some very important technological capacities of that organisation. It
would allow the public in general, the Respondents in particular, as well as other
organized or criminal groups, access to a roadmap on how to defeat those

capacities, halting the police’s effective use of this specific technique.

6 R-25.17 Affidavit de Patrick Boismenu daté le 25 novembre 2015, ‘“Expertise Report,
Projet Clemenza" and Curriculum vitae, A.F. vol. ll, p. 354 et s.
% R-32 (En liasse) Applicant’s factum and application record in relation to MDI, A.F. vol. I, p. 563 et s.
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62.

63.

64.

The Appellant did not disclose some information as to how data is obtained, but this
same data is, save for vetting that has been explained by the Appellant’s witnesses
during the voir dire, fully disclosed. Without conceding any reasonable expectation
of privacy, the Appellant submits that any potential argument that the Respondents
would want to raise concerning the use of the MDIs and the impact these devices
could have had on their privacy rights can be debated with the disclosure they have
been provided. More details would in no way, to the Appellant’s opinion, help to
further future arguments announced in motions/factum R-32 or on the upcoming
Garofoli application.

The parallel can be made with other forms of case-by-case privilege, like the police
observation post and the location of surveillance cameras, two investigative
techniques or the protection of witnesses. There is a common link between them: if
the police reveals or confirms minute details of what they specifically do, they are
telling the ones they want to investigate where to look for them. And the Courts
have constantly, across jurisdictions, chosen to protect such information. To
paraphrase author and former Crown attorney Me Pierre Lapointe in a published
review of the law of privileges, needless to say that if protection measures would be
ineffective if known to the public®, when security is subject to a case-by-case

determination®’, so would investigative techniques.

The same goes for specifics on both investigative techniques for which the
Appellant claims privilege in this case, i.e. the intercept solution for PIN messages
and the MDI technique. If the Respondents are pointed to the exact location,
software and/or apparatus used, they will know what to guard themselves against.
There has been disclosure of the existence and use of these investigative tools,
whether it is PIN interception or MDI devices, with sufficient details and

explanations to allow the Respondents to make full answer and defence.

 Pierre Lapointe, «Les priviléges en droit criminel du point de vue du poursuivant», dans Service de la
formation permanente, Barreau du Québec, (2008) 298 Développements récents en droit criminel, 2008,
at p. 97 (p. 13 of the print out).

87 As an example, see Minisini, supra note 17, par. 49, 55.
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65. The Appellant argues that what was announced as a reason for disclosure and the
general principle that, in respect of the Respondents constitutional rights, the
defense cannot decide its course of action without full knowledge of what the
redactions hide, are not, in the case at bar, sufficient to tip the balance on the side
of disclosure. This because full answer and defense and trial fairness, in our
submission, are not endangered by the state of the disclosure. The best example of
this is the issue of the «inconclusive results» in the use of MDlIs. This is at heart of
the debate on the grounds to intercept new targets and the usefulness®® of the

information sought.

66. Corporal Richdale and Civil Member Jocelyn Fortin explained that the MDI is used
to identify mobile devices by a process of elimination. But since many reasons exist
that will justify the MDI not capturing a phone in its vicinity, a lack of positive
identification is not a “fail” but an inconclusive result. Those principal reasons, as
the first judge concluded, are: (1) the device is off; (2) the target was not in
possession of the device; (3) the device was out of range; (4)

(5) counter-surveillance measures are implemented by

the target.®®

67. The fourth and privileged reason can be best summed up as the use of the
e

58 R34.1 Defense precisions to R-34, A.F. vol. IV, p. 1022 et s.
% Common law judgement, par. 25, A.F. vol. |, p. 75.

:‘l’ Common law judgement, par. 250-255, A.F. vol. |, p. 136-138.

Josh Richdale, July 20, 2015, ex
parte transcript, A.F. vol. VIII, p. 2851; Jocelyn Fortin, July 21, 2015, ex parte transcript, A.F. vol. VIII, pp.
2932, 2933, 2937, 2949; Jocelyn Fortin, July 22, 2015, ex parte transcript, A.F. vol. VIll, pp. 3029, 3055.
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68.

69.

70.

71.

G . The first judge™ and amicus curiae™

recognized that this explanation meant that the Respondents could never find in the
ordered disclosure the information they are hoping in order to be able to
demonstrate shortcomings. They would reasonably not pursue this line of inquiry.
Nonetheless, disclosure was ordered, knowing, in the Appellant’s point of view, that

in such circumstances, balance weighed in the favour of protection.

The Appellant suggests that another way of looking at it is an analogy with privilege
when it comes to the reliability of the Crown’s key witness. When a cooperating
witness testifies, his reliability is more often than not at the crux of the case, like, we
submit, the intercepted communications are in /nertie. One could argue that
anything that would impact his or her reliability, in a first degree murder trial for
example, would be disclosed. This is not what case law teaches us™. The

usefulness of the information needs to be taken into account.

Back to the facts of our case, if the demonstration proposed has no bearing, this
must be taken into account when ordering or not disclosure. The effect of that
disclosure being the creation of a new and thorough body of information that would
educate the criminal element and the public in general about how to go about their

business without being subject to lawful judicial authorizations’.

The Courts have long recognized that the targets of criminal investigations modify
their behaviours according to what they are told, because it gives them ways to
circumvent police action”’, through piecing various sources of information together.

t78

The phenomenon, known as the mosaic effect’®, is a concern in the case at hand

and has been reported by the witnesses’. Namely, there was an example taken

7 Jocelyn Fortin, July 21, 2015, ex parte transcript, A.F. vol. VIII, pp. 2932-2953.

3 Common law judgement, par. 254, A.F. vol. |, p. 137.

7 Crown and amicus curiae’s submissions, September 18, 2015, ex parte transcript, A.F. vol. X, p. 3801.
> Boucher c. R., 2006 QCCA 668, par. 61 et s.

® The Appellant suggests that the analogy with the witness protection program and its future success is
one that can be considered in the present circumstances, and this Court's preoccupations in Minisini par.
66 et s. could find application here.

" R. v. Trang, 2002 ABQB 19, par. 50.

" The question of the level of proof required for the mosaic effect to be taken into account as a serious
concern was discussed in Maher Arar Inquiry, supra note 13, par. 82 et s.
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from the New Brunswick case of J-Tornado® that shows the criminal element's
interest in the manner with which the RCMP intercepts their communications. To
disclose what the RCMP does and how it specifically operates would allow targets
to link information in the public domain, new disclosure and their own knowledge. It
would show where to look to find the RCMP, but also where to go so that the RCMP
does not find them.

72. The Supreme Court in Michaud v. Québec (Attorney General)®', albeit in a different
context but with words we find applicable to the case at hand, recognized the need
to protect police techniques from public knowledge in the fight against crime, an

area where electronic forms of surveillance often come into play:

[51] By contrast, the state's interest in protecting the confidentiality of its
investigative methods and police informers remains compelling. The
reality of modern law enforcement is that police authorities must
frequently act under the cloak of secrecy to effectively counteract the
activities of sophisticated criminal enterprises. In that endeavour,
electronic surveillance represents one of the most vital and important
arrows in the state's quiver of mvestlgatlve techniques, particularly in the
prosecution of drug offences.®?

73. The Court’s words from R. v. Durette just a few years before Michaud echo those

Same concerns:

[39] In Garofali, | indicated that, in order to protect the public interest in
law enforcement, and in particular the interest in protecting the identity of
informers and the confidentiality of investigative techniques, a judge may
edit a wiretap affidavit before providing it to the accused. The interests of
law enforcement are adequately served if the judge considers the factors
set out in Parmar, supra, at pp. 281-82, and approved of in Garofoli,
supra, at p. 1460, before disclosing the contents of an affidavit to the
accused. Those factors are:

(a) whether the identities of confidential police informants, and
consequently their lives and safety, may be compromised,
bearing in mind that such disclosure may occur as much by

™ Mark Flynn, November 11, 2014, ex parte transcript, A.F. vol. V, pp. 1499-1500; Mark Flynn, November
17, 2014, transcript, A.F. vol. V, p. 1594, 1723; Mark Flynn, November 27, 2014, transcript, A.F. vol. VI,
Ep 1803-1804.

U R-25-C-2 en liasse, A.F. vol. Il, p. 240 et s.

8! Michaud v. Quebec (Attorney General), [1996] 3 S.C.R. 3 [Michaud)].

% Ibid., par. 51.
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reference to the nature of the information supplied by the
confidential source as by the publication of his or her name;

(b) whether the nature and extent of ongoing law enforcement
investigations would thereby be compromised;

(c) whether disclosure would reveal particular intelligence-gathering
techniques thereby endangering those engaged therein and
prejudicing future investigation of similar offences and the public
interest in law enforcement and crime detection; and;

(d) whether disclosure would prejudice the interests of innocent
persons.

[40] This aspect of the decision in Garofoli is now codified in s. 187(4)
of the Criminal Code.®®

[Our emphasis]

74. The Respondents know what evidence was gathered, by whom and generally
speaking how the evidence was obtained. The State’s resources are not unlimited,
and there are only a few ways in which it chooses to invest, both in technology and
human resources, to fight crime. Disclosure of specifics would directly point the way
to follow to bypass the police capacities, rendering them obsolete. We ihsist that it
would give the public in general and criminal elements in particular a user guide on
how to circumvent a level of secrecy the State is entitled to protect for specified
reasons of public interest.

N
o
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Z: DuretteI suira note 19| iar. 39-40.
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85.

Conclusion

88.

Police investigative techniques are awarded a protection because of the public
interest in effective law enforcement and crime detection®. The Police’s concerns
are real and concrete ones. They have some weight in the balancing exercise,
especially when the Crown provides the defence with appropriate and convincing
evidence on (1) the reliability of the decoding process of the PIN-to-PIN
communications and (2) the nature of the conclusions that can be drawn by MDI
operators. This is so even though they are related to the private communications of
the Respondent upon which rests the Crown’s case, and even though the main
issue or challenge for the Crown is the proof of authorship of those private
communications. The balancing exercise, considering those safeguards, must be
awarded the importance case law has given it. The public interest in allowing the
police forces to fight serious crimes with the appropriate tools, knowing the
criminals themselves resort to sophisticated technical tools, is real and has amply
been demonstrated in the present proceedings.

% Durette, supra note 19, par. 39.
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PART IV: CONCLUSIONS

FOR THESE REASONS, MAY IT PLEASE THE COURT TO:

GRANT the appeal;

RECOGNIZE the Crown's objection to disclosure pursuant to s. 37 of the Canada
Evidence Act,

UPHOLD the Crown'’s claim of privilege based on the investigative techniques;
ANNUL the disclosure order rendered on December 4, 2015 by the Superior
Court;

PROHIBIT the disclosure of information;

and

RENDER any ruling deemed appropriate by this Honourable Court in the
circumstances;

THE WHOLE without costs.

Montréal, January 22, 2016.

f

Alexis\Gadthiér, Marie-Christine
Godbout and Robert Rouleau
Counsel for the Appellant

Bureau de la grande criminalité et des
affaires spéciales
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SUPERIOR COURT

Criminal Division

CANADA

PROVINCE OF QUEBEC
DISTRICT OF LAVAL

No: 540-01-046328-141

DATE: December 4, 2015

PRESIDED BY: THE HONOURABLE MR. JUSTICE MICHAEL STOBER, J.S.C.

HER MAJESTY THE QUEEN
V.

VITTORIO MIRARCHI

JACK SIMPSON
CALOGERO MILIOTO
PIETRO MAGISTRALE
STEVEN FRACAS

STEVEN D'ADDARIO
RAYNALD DESJARDINS
and

FELICE RACANIELLO

JUDGMENT ON A CROWN OBJECTION TO DISCLOSURE
OF INFORMATION ON THE BASIS OF PRIVILEGE PURSUANT
TO S. 37 OF THE CANADA EVIDENCE ACT*

*The judgment and the related hearings are subject to a non-publication order.
Judgment was rendered orally on December 4, 2015.
All parties were advised that this written judgment would follow.

JS§1327
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R. v. Mirarchi & al, December 4, 2015, Michael Stober. J.S.C.. 540-01-046328-414 (S.37 objection)

1] Vittorio Mirarchi, Jack Simpson, Calogero Milioto, Pietro Magistrale, Steven
Fracas, and Steven D’Addario are jointly charged with the first degree murder, on
November 24, 2011, of Salvatore Montagna. They are also charged with conspiracy,
between September 16, 2011 and November 24, 2011, to commit the murder of

Salvatore Montagna.

[2] Felice Racaniello is charged with being, between November 24, 2011 and

November 28, 2011, an accessory after the fact to the murder of Salvatore Montagna.

[3] These charges resulted from police investigations named Projet Clemenza and

Projet Inertie.

[4] Most of the evidence relied upon by the Crown consists of private
communications (Pin to Pin, BBM, SMS), primarily Pin to Pin messages, that were
intercepted pursuant to judicial authorizations granted under s. 186 of Part VI (Invasion

of Privacy) of the Criminal Code."

[5] Part of the evidence relied upon by the Crown consists of private
communications in the form of emails, chat conversations and text messages (Pin to
Pin, BBM and SMS), extracted from several electronic devices particularly cell phones

and computers, seized upon the arrests of the accused and at various other locations.

' No. 500-54-000076-105;

Crown and defence counsel confirm that the original general warrant no. 500-26-062901-107, dated
December 17, 2010, contained in Mirarchi's Application Record, Tab 2, authorized (for the period
December 17, 2010 to February 4, 2011) the use of the MDI technique. In the three renewals (for the
periods February 4, 2011 to February 25, 2012) referred to at par. 3 in both R-25 and R-32, the affiant
obtained authorizations to similarly use the MDI technique for the same reasons stated in the affidavit
for the original general warrant, contained in Mirarchi's Application Record, Tab 2, Annex, B, par. 1,
Annex C, par. 5.2, 5.3.
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[6] The defence seeks disclosure of police techniques in intercepting and decoding
these communications. As well, the defence seeks disclosure with respect to the police

use of a device that captures information and identifies cellular phones in range.

[7] The accused present a motion regarding the manner of interception of Pin to Pin
communications and requests "disclosure of information that the Crown acknowledges
is in its possession or control but that the Crown has not disclosed on the basis of
Investigative Privilege".> The accused also present a motion for "disclosure of
information that is likely relevant in relation to a mobile device identifier (MDI)".® All of

the co-accused except Desjardins join in these motions.*

[8] Both motions proceeded together; the Crown invoked investigative techniques
privilege under the common law with respect to both motions. The Crown indicated that
it intended to file, at a later date, a motion under s. 37 of the Canada Evidence Act,
dependent upon the Court's ruling regarding the common law privilege. It was
understood that all of the evidence that the Crown intended to present on investigative
techniques (common law) or public interest (s. 37) privilege would be tendered at the

hearings dealing with disclosure and privilege at common law.

2 R-25.

* R32
Raynald Desjardins was accused jointly of the same charges. On July 6, 2015, he pleaded guilty
before a different judge, on a new and separate indictment, to conspiracy to murder; the first degree
murder charge was stayed by the Crown (s. 579 Cr. C.). Therefore, Desjardins is no longer a co-
accused in these proceedings. His separate disclosure motion with respect to the MDI (R-32a) is
therefore moot and was struck from the docket.



El

Subsequent to the filing of the defence motions and following earlier hearings on

the motions, the parties narrowed the information sought, upon which the Crown

invoked common law investigative techniques privilege, as follows.®

[10]

With respect to the manner of interception of the Pin to Pin and text messages

(R-25):

[11]

1. Location on the travel path of the RCMP’s intercept solution, which includes
the actions that are necessary to expose the communications to the RCMP
equipment to facilitate the intercept;

2. A demonstration of the interception software that exposes the user interface
and the capabilities of the system, which would show what the RCMP is able and
not able to do. Crown and defence counsel advise that this question is no longer
an issue, thus the Court will not rule on it in this judgment;

3. Role, if any, of Research in Motion (RIM) in the interception and decoding
process.

With respect to the mobile device identifier (R-32):

1. The manufacturer, make, model and software version for the equipment used
by the RCMP while employing the MDI technique and confirmation that the
device is a cell site simulator;

2. While the RCMP is disclosing the signal strength of the targets’ devices, it will
not disclose the signal strength of the MDI device;

3. How the MDI device affects the targeted mobile devices; ie. did it force the
targeted device to use a 2G network connection; did it turn off encryption on the
mobile device; did it force the device to increase its broadcast strength;

4. A description of the default settings on the MDI device;

5. If they do exist, the Crown is not willing to provide a copy of any non-
disclosure agreement relating to the MDI device;

6. The results of research conducted by the RCMP on the effect of the MDI on
the ability of devices within its coverage area to make and receive calls or SMS
messages.

5 R-34.
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[12] On November 18, 2015, the Court rendered a judgment granting, in part, the

defence disclosure motions.

[13] On November 23, 2015, after that judgment was rendered, the Crown filed a

"® under section 37 of the Canada

"notice of objection to disclosure of information
Evidence Act, alleging privilege to protect the very same information it sought to protect

under the common law privilege.

PRINCIPLES AND DISCUSSION

[14] Investigative techniques privilege may be invoked pursuant to common law or
under s. 37 of the Canada Evidence Act, which mainly codifies the common law
(sections 38 and 39 go further). Thus justification for non-disclosure may be based on
grounds of privilege at common law or under the Canada Evidence Act in order to
protect the confidentiality of the information or evidence; Pierre Béliveau and Martin
Vauclair, Traité général de preuve et de procédure pénales, 20° éd., Cowansville,
Editions Yvon Blais, 2013, p. 332. Section 37 does not eliminate the common law
privilege. If the common law privilege invoked previously by the Crown were upheld,
there would be no need for a s. 37 application. Since the privilege claim was denied, in
part, the Crown invokes s. 37 and seeks a ruling from this Court under s. 37(2); R. v.
Chan, 2002 ABQB 287, par. 103, 120; R. v. Trang, 2002 ABQB 19, par. 48-51; R. v.
Lam, 2000 BCCA 545, par. 3; R. v. Pilotte, (2002), 156 O.A.C. 1, par. 44.

& R-32.14. All accused presented a notice of application for standing (R-32.16) which was granted. Me

Kapoor was also reappointed amicus curiae (R-32.15).
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[15] Section 38 of the Canada Evidence Act refers to sensitive information
(renseignements sensibles) and potentially injurious information (renseignements
potentiellement préjudiciables). Section 37 uses different language. The Crown burden
is more onerous. Section 37(5) refers to information which would encroach upon a
specified public interest (est préjudiciable au regard des raisons d’intérét public
déterminées). Thus it is easier to have access to information if s. 37 (public interest) is
invoked, as opposed to s. 38 (international relations, national defence, national security)
or s. 39 (confidences of the Queen’s Privy Council for Canada); R. v. Minisini, 2008
QCCA 2188, par. 53; Babcock v. Canada (Attorney General), [2002] 3 S.C.R. 3, par.
17-19.

[16] However, the Crown does not have to show, under s. 37, that the disclosure of
the information would necessarily encroach upon a specified public interest; R. v.

Minisini, supra, par. 54; R. v. Allie, 2014 QCCS 2381, par. 10, 19.

[17] The mere assertion by the police or the Crown is insufficient to warrant a finding

of privilege. Proof of the allegation is required.

[18] In deciding whether to disclose information under s. 37 of the Canada Evidence
Act, s. 37(5) requires the Court to balance whether the public interest in disclosure

outweighs in importance the specified public interest that would be encroached upon.

[19] In circumstances where a court concludes that disclosure would encroach upon
a specified public interest, s. 37(5) provides that if the public interest in disclosure
outweighs in importance the specified public interest, the court may order disclosure

with appropriate conditions.
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[20] Therefore, a court’'s upholding of a public interest privilege under s. 37 may
exempt the Crown from disclosing the privileged information and shield the information
affected from being admitted in open court; either it is excluded from the trial or
notwithstanding the privilege, the balance may favour disclosure and the information
may be subject to protections, such as non-publication orders and/or in camera

hearings.

[21] Upon review of the applicable jurisprudential and doctrinal principles referred to
in the November 18, 2015 judgment, as regards the common law investigative

techniques privilege claim, the Court balanced the following factors:

1. the sensitivity of the investigative technique and the impact disclosure
would have on the present case and on future investigations;

2. the length of time that has passed since the investigative technique was
utilized,;

3. the circumstances in which, and the extent to which the investigative

technique has been made public; whether the technique is truly public or
whether the accused learned of it through improper means;

4, the good faith or bad faith of law enforcement and/or the Crown in
invoking the privilege; whether the privilege claim is motivated by
something other than a genuine concern for the secrecy of the
information;

the nature of the criminal charge weighing against the accused;

6. the effect of disclosure or non-disclosure on the public perception of the
administration of justice;

7. whether the information sought is relevant to an issue in the proceedings
to the extent that it may possibly affect the outcome of the trial;

8. if relevant, whether the public interest in effective police investigation and
the protection of those involved in such investigations, outweigh the
interests (public and individual) in protecting the legitimate right of the
accused to receive disclosure of information with respect to the
investigative police techniques, in the exercise of the accused’s right to
make full answer and defence;
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9. in considering relevancy, the Court may examine:

(i) the proximity and connection of the information to triable issues;

(ii) whether there is other evidence of guilt unrelated to the information;

(i)  whether the information is the source of the sole evidence
incriminating the accused.’

[22] The Court is of the view that the factors referred to above with respect to a
common law privilege claim would apply equally under s. 37.% In fact, Crown counsel,
defence counsel and the amicus curiae agree, at these s. 37 proceedings, that there is
no difference between the considerations underlying an analysis pursuant to either s. 37
of the Canada Evidence Act or the common law. The distinction, of course, is that
appeals are permitted under the s. 37 procedure on an interlocutory basis, but not under

the common law.®

[23] On the brink of trial, and in the event of a rejection of a claim of investigative
privilege, the Crown has alternatives, such as: conducting the trial and disclosing the
information over which privilege is sought; continuing without the information in
question; or protecting the information in question by measures such as publication

bans and/or in camera hearings, or finally, by staying proceedings.'® Inspector Flynn

" R.v. Meuckon, [1990] B.C.J. No. 1552 (C.A.), par. 25-27; R. v. Richards, (1997), 100 O.A.C.

215, par.11; R. v. Trang, 2002 ABQB 19, par. 55; Attorney General of Canada v. Commission

of Inquiry into the Actions of Canadian Officials in relation to Maher Arar and Maher Arar,

2007 FC 766, par. 55 (reference to the judgment of Scott J. of the Chancery Division, referred

to and upheld by the House of Lords in Attorney General v. Observer Ltd et al, [1990] 1 AC

109); Alan W. Bryant, Sidney N. Lederman, Michelle K. Fuerst, The Law of Evidence in
Canada, 4th ed., Markham, LexisNexis Canada, 2014, par. 15.46; S. Casey Hill, David M.
Tanovich & Louis P. Strezos, McWilliam’s Canadian Criminal Evidence, 5" ed. Toronto,
Canada Law Book, 2013, loose-leaf updated 2015, Part Ill, vol. 1, ch. 13-14.

Crown’s Reply and Annexes, R-25c)i),Tab 1, par. 3; Factum of the amicus curiae, September 8,
2015, par. 24,

Crown’s Reply and Annexes, R-25c)i),Tab 1, par. 3; Factum of the amicus curiae, September 8,
2015, par. 24.

R. v. Parmar, [1987] O.J. No. 567 (S.C.), par. 47-49; aff'd by [1989] O.J. No. 2314 (C.A.).

10



referred to a case where the RCMP preferred to protect police techniques rather than

continue with the prosecution. !’

[24] Subject to what follows, the Court points out, and Crown counsel, defence
counsel and the amicus curiae agree that the facts underlying this new Crown motion,
as well as the positions of the parties, are identical to what the Court reviewed and

analyzed in its November 18 judgment, hence will not be repeated here.

[25] Upon the previous motions'? dealing with investigative techniques privilege
under common law, the Crown called witnesses and filed documents during many days
of ex parte and public hearings. As mentioned, the Crown indicated then that it intended
to file, at a later date, a motion under s. 37 of the Canada Evidence Act, dependent
upon the Court’s ruling regarding the common law privilege. It was understood then that
all of the evidence on the privilege issue would be tendered at the hearings on the
disclosure motions in which the Crown claimed common law investigative techniques

privilege.

[26] Thus Crown and defence counsel, and the amicus curiae, consent to apply that
evidence, and the related submissions of all counsel, to the record of this s. 37 hearing.
The Court's remarks in the November 18 judgment with respect to witnesses and

evidence will not be repeated here.

" Ex parte testimony of Mark Flynn, July 2, 2015, pp. 49-50.
2 R-25 and R-32.
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[27] Me Anil Kapoor was appointed amicus curiae for the previous hearings related to
the common law privilege. He has been reappointed™ and continues to act in that

capacity regarding the s. 37 privilege claimed by the Crown.

[28] During the hearings on common law privilege, the Crown clearly confirmed its
position that the factors and principles that the Court must weigh under either s. 37 of
the Canada Evidence Act or the common law are the same. Although the Crown was
given every opportunity to present further evidence at those hearings, it was declined;

the Crown was satisfied with the evidence that it had presented.

[29] On November 18, 2015, when the Court rendered, at an ex parte hearing, its
judgment orally with respect to the common law investigative techniques privilege,
Crown counsel Me Gauthier and Me Godbout, and amicus curiae Me Kapoor were
present. From the outset, Me Rouleau has been the Crown counsel responsible for the
privilege issue. He presented the Crown’s evidence and arguments. He was not present
for the delivery of the judgment in the morning of November 18. Me Gauthier advised
the Court that his colleague was in another court. No request was made to postpone
the judgment so that Me Rou.leau could be present. After the judgment was rendered,
the Court adjourned for lunch. The written version of this oral judgment was not yet filed.
Me Rouleau appeared in the afternoon. It was clear that he was not aware of the
intricacies of the judgment; this is understandable, notwithstanding a briefing by his

colleagues during the lunch break.

[30] Me Rouleau was not satisfied with the judgment. He insisted on calling further

evidence pursuant to an objection under s. 37 of the Canada Evidence Act. He could

¥ R-32.15
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not specify exactly what that evidence would be. It was not made clear why this
"evidence to be" was not presented at the previous hearings in which the Crown, while
invoking the common law privilege, stated, as mentioned, that the factors and principles
underlying common law and s. 37 privileges were the same. Me Rouleau indicated that
he had been confident that the Court’s judgment on the common law privilege would be
favourable to the Crown. Therefore, it was only upon being advised of an unfavourable

decision that Me Rouleau decided to present further evidence.

[31] In the absence of a justifiable reason, the Court holds that it would have been
better practice for the Crown to present the totality of its evidence, prior to an initial
ruling on privilege. It would also have demonstrated fairness and avoided repetition, as
well as an unnecessary prolongation of the court hearing process which is becoming a
halimark of the Crown’s conduct of this prosecution in many of the pre-trial motions

before the Court.

[32] Nevertheless, the Court does not wish to prohibit the Crown from calling

evidence on an important privilege issue.

[33] The Court underlines that after rendering its judgment on common law
investigative techniques privilege on November 18, the Court reconvened on November
23, and 27, and again on November 30. These periods allowed the Crown and the
amicus curiae time to redact certain excerpts of the Court’s draft written conclusions
transmitted on November 19, and the complete draft judgment transmitted on
November 24. Redacted copies of the draft conclusions and draft judgment were
transmitted forthwith to defence counsel. The Crown therefore, had several days in

whibh to ascertain its position.
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[34] On November 27, Me Lacy, counsel for Mirarchi, advised the Court that, after
meetings involving all counsel, the parties had come to an agreement with respect to

the way forward.

[35] The Crown advised the defence that it intended to present as evidence on the s.
37 motion, an affidavit and expert report from Sgt. Patrick Boismenu of the RCMP as
well as an affidavit from Alan William Treddenick, an employee of BlackBerry (formerly

known as Research in Motion Limited).

[36] All defence counsel reviewed this evidence and undertook their own investigation
of its contents. Crown and defence counsel, and the amicus curiae agree that
BlackBerry has confirmed that if something other than the global key is applied to
encrypted Pin to Pin messages, no result would be obtained. Therefore, it is agreed by
all parties that the RCMP would have had the correct global key when it decrypted

messages during its investigation.

[37] This evidence was not part of the record on the disclosure motions'* upon which

the Crown invoked common law investigative techniques privilege.

[38] As a result of these developments, and with the consent of all accused and the
amicus curiae, the Crown asked to file this new evidence upon its objection to
disclosure on the basis of privilege under s. 37 of the Canada Evidence Act. The Court
then permitted the filing of the affidavit and expert report from Sgt. Patrick Boismenu of

the RCMP," as well as the affidavit from BlackBerry employee Alan William

' R-25 and R-32.
% R-25.17.
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Treddenick.’ The Crown did not request the presence of these witnesses for
examination in court. Defence counsel and the amicus curiae advised the Court that

they did not wish to cross-examine these witnesses.

[39] In view of the different state of the record in this s. 37 proceeding, Crown and
defence counsel, and the amicus curiae jointly submit that upon this s. 37 proceeding,
the Court should order that the global key be protected by privilege and thus not be
disclosed. As a result of this joint position and the new evidence produced, the Court

accedes to this position.

[40] The new evidence does not otherwise alter the Court’s ruling on common law
investigative techniques privilege, whether that be with respect to the impact on the
outcome of the ftrial or with respect to the balancing of the public interest and the

accused’s right and ability to make full answer and defence.

[41] On November 27, the Crown did not ask the Court to consider the new evidence
in connection with any of the Crown’s arguments other than the global key. Upon
questioning from the Court for clarification, an adjournment was requested. Upon

reconvening, counsel requested a postponement until November 30.

[42] On November 30, the Court agreed to a request to commence the hearing later
in order to allow all counsel to meet. After several adjournments and discussions
between Crown counsel and the police, and eventually between Crown counsel, the
amicus and defence counsel, the Crown produced a document in an attempt to clarify
its position.'” However, the Court finds that prior to and after the filing of this document,

1® R-25.18.
7 R-25.20.
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the Crown was hesitant, uncertain and unresponsive when asked by the Court if the
new evidence filed under the s. 37 motion added anything to the Crown’s positions on
privilege, apart from the global key. The Crown declined the Court’s offer to present

further arguments ex parte.

[43] Other than the joint position on the global key, no convincing argument has been
presented by the Crown upon this s. 37 motion, to modify the Court’s conclusions,
declarations and orders in its judgment with respect to common law investigative

techniques privilege.

[44] Therefore, the Court’s conclusions, declarations and orders - aside from the
proposed modification regarding the global key - remain the same under s. 37 of the
Canada Evidence Act and the common law. These conclusions, declarations and

orders, with the global key modification, are as follows.

CONCLUSIONS

[45] The Crown claims that police investigative techniques utilized in this case are

subject to a qualified privilege applied on a case by case basis under s. 37 of the

Canada Evidence Act.

[46] For the Crown to suggest that the accused are conducting a "“fishing

expedition"®

as they do not need the material that the Crown seeks to protect with the
cloak of investigative techniques privilege, or that it is not relevant, would suggest
gutting the flesh and bones of a fair defence. The Court has no difficulty rejecting this

position.

'®  Crown's Reply and Annexes, p. 7, par. 21, p. 8, par. 29.



[47] Trial judges are under a duty to protect the accused’s constitutional right to a full

and fair defence.®

[48] The Court finds that the investigative techniques in question are the principal, if
not the only source of the sole evidence proving the guilt of the accused. Without the
evidence which is derived from these techniques, the Crown has conceded it has no
case (except perhaps regarding Simpson, although the Crown’s position has varied and

seems uncertain).

[49] The Court concludes that the accused have a legitimate interest in receiving
disclosure of information that goes to the heart of this prosecution and may affect the

outcome of this case.

[50] Such information may affect defence strategy, for example, the extent of cross-

examinations and whether to tender evidence.

[51] Having regard to all the circumstances, the Court concludes, subject to what
follows, that the interests of the accused in having a fair trial where the accused is able
to make full answer and defence, outweighs the public interest in protecting police

investigative techniques under s. 37.

[52] To decide otherwise and allow the interest asserted by the Crown and the police
to override the accused’s right to make full answer and defence would impact negatively

on the administration of justice and how the public perceives it.

¥ R, v. Ahmad, [2011] S.C.R. 110, par. 34.
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[53] With respect to the location on the travel path of the RCMP’s interceptions, the
Court has stated that the information does not fall under the umbrella of privilege and
would not impair law enforcement’s ability to investigate and detect crime. Although the
RCMP prefers not to disclose that interception equipment was installed at locations
referred to —and that the intercepted information was
forwarded to Ottawa for decrypting, the Court holds that this information must be

disclosed.

[54] The Court concludes that the extent of the participation of Research In Motion
(RIM) and Rogers, or other telecommunications service providers, if any, is not subject

to privilege and must be disclosed.

[55] The fact that RIM or telecommunications service providers allowed RCMP
access to equipment to expose target communications to the RCMP BlackBerry

intercept and processing system is not privileged and must be disclosed.

[56] In view of a police demonstration (referred to in par. 169-170 of the November
18, 2015 judgment), the Court will not rule, at least at the present time, with respect to
actions that are necessary to expose the communications to the RCMP equipment to

facilitate the intercept.

(57 The Court has found that RV (N
G i ot privieged and must be disclosed.




[58] The Court concludes that the RCMP (N
-is subject to privilege and must not be disclosed.

[59] Furthermore, considering the new evidence produced on this s. 37 motion and
the joint position of Crown and defenc_e counsel and the amicus curiae, the global key

itself - the algorithm and/or formula ——is protected

by privilege and must not be disclosed.

the information sought by the defence concerning the mobile device identifier (MDI) is

not subject to privilege and must be disclosed.

[61] Being mindful of the rights of the accused to make full answer and defence, the

Court concludes that the public interest asserted by the Crown weighs in favour of
applying privilege in order to protect information with respect to —

[62] In order for the accused to make full answer and defence, if convincing evidence
arises, for example, through a defence expert with respect to areas in which the Court
has maintained privilege, counsel may seek leave of the Court to revisit these specific

issues at that time, as the trial unfolds.
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[63] The Court holds that with respect to non-disclosure clauses—
— the Court is of the view that the balance weighs in favour of

rejecting privilege. However, it has not been shown how—

have the relevance required, that they are meaningful to the accused in making full
answer and defence. If not relevant, the Crown is not compelled to disclose this

information pursuant to the rules laid out in R. v. Stinchcombe, supra.

[64] Even if the Court were to consider as privileged that information which it holds in
this judgment is not privileged, the Court would still conclude that disclosure is required
as the accused’s right to make full answer and defence and to establish innocence by

raising reasonable doubt remain paramount. An unfair trial is not an option.?

[65] In order to avoid any uncertainty, the Court will order that the RCMP disclose to

the accused any research which the RCMP claims has already been disclosed.?!

[66] In view of the Court's conclusions, counsel may jointly agree or make separate -
submissions as to whether evidence or information, upon which privilege has not been
upheld, will be presented or raised at trial in camera or in public (s. 486 Cr. C.), whether
counsel should be required to make undertakings with respect to the disclosed
information in question and/or whether non-publication bans or other measures should

be ordered.

2 R v. Ahmad, supra, par. 68, 65; R. v. Stinchcombe, [1991] 3 S.C.R. 326, p. 340; R. v. Meuckon,

supra, par. 26.
2 EP 32.27, p. 4.
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FOR THESE REASONS, THE COURT:
[67] MAINTAINS the objection, in part;

[68] DECLARES that the following information sought by the accused in motion R-25,
with respect to the periods in which these investigative techniques were deployed, is not

protected by privilege under s. 37 of the Canada Evidence Act:

(i) the location on the travel path of the RCMP’s intercept solution;

(i) the role, if any, of Research in Motion (RIM) in the interception and
decoding process;

cave and excop (NS e N TSR )

privilege applies to information relating thereto.

[69] ORDERS the disclosure, by the Crown, of the following information sought by the
accused in motion R-25, with respect to the periods in which these investigative

techniques were deployed:
(i) the location on the travel path of the RCMP’s intercept solution;

(ii) the role, if any, of Research in Motion (RIM) in the interception and
decoding process;
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save and except (TSRS SE T T TR SRR

G - oobal <y (D

privilege applies to information relating thereto.

[70] DECLARES that the following information sought by the accused in motion R-
32, regarding the mobile device identifier (MDI), with respect to the periods in which this
investigative technique was deployed, is not protected by privilege under s. 37 of the

Canada Evidence Act:

(i) the manufacturer, make, model and software version for the equipment
used by the RCMP while employing the MDI technique and confirmation
that the device is a cell site simulator;

(ii) the signal strength of the MDI device;
(i)  how the MDI device affected targeted mobile devices;
(iv)  a description of the default settings on the MDI device;

(v) the results of research conducted by the RCMP on the effect of the MDI
on the ability of devices within its coverage area to make and receive calls
or SMS messages;

save and except (I

- privilege applies to information relating thereto.

[71] ORDERS the disclosure, by the Crown, of the following information sought by
the accused in motion R-32 regarding the mobile device identifier (MDI), with respect to

the periods in which this investigative technique was deployed:

(i) the manufacturer, make, model and software version for the equipment
used by the RCMP while employing the MDI technique and confirmation
that the device is a cell site simulator;

(ii) the signal strength of the MDI device;
(i)  how the MDI device affects targeted mobile devices;



(iv)  a description of the default settings on the MDI device;

cave and except (TN R )

-privilege applies to information relating thereto.

[72] ORDERS the disclosure, by the Crown, of the following research referred to on
in the RCMP report:?

a. the MDI may impact the ability of a cellular phone operating within its
range to dial 911;

b. the MDI may impact the ability of cellular phones to make and receive
calls while the MDI is operating;

the MDI does not impact any ongoing calls;
d. the practical range of the device.

MICHAEL STOBER, J.S.C.

2 Ep 32.27, p. 4.
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Me Robert Rouleau

Me Alexis Gauthier

Me Julie-Maude Greffe

Me Marie-Christine Godbout

Me Geneviéve Rondeau-Marchand
Me Frédérique Le Colletter

Crown Counsel

Me Anil Kapoor
Amicus Curiae

Me Frank Addario

Me Michael W. Lacy

Me William Thompson

Me Maxime Hébrard

Counsel for Vittorio Mirarchi

Me Dominique Shoofey
Counsel for Calogero Milioto

Me Giuseppe Battista, Ad.E.
Me Mathieu Corbo
Counsel for Steven Fracas

Me Ronnie MacDonald
Counsel for Jack Simpson

Me Robert Polnicky
Counsel for Pietro Magistrale

Me Annie Emond
Me Jacques Larochelle
Counsel for Steven D'Addario

Me Mare Labelle
Me Kim Hogan
Counsel for Raynald Desjardins

Me Jeffrey K. Boro

Me Bruce Engel
Counsel for Felice Racaniello

Dates of hearing: November 23, 27, 30 and December 4, 2015
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SUPERIOR COURT

Criminal Division

CANADA

PROVINCE OF QUEBEC
DISTRICT OF LAVAL

No: 540-01-063428-141

DATE: November 18, 2015

PRESIDED BY: THE HONOURABLE MR JUSTICE MICHAEL STOBER, J.S.C.

HER MAJESTY THE QUEEN
V.

VITTORIO MIRARCHI

JACK SIMPSON
CALOGERO MILIOTO
PIETRO MAGISTRALE
STEVEN FRACAS

STEVEN D'ADDARIO
RAYNALD DESJARDINS
and

FELICE RACANIELLO

JUDGMENT ON MOTIONS FOR DISCLOSURE OF INFORMATION UPON WHICH
THE CROWN IS CLAIMING INVESTIGATIVE TECHNIQUES PRIVILEGE*

*The judgment and the related hearings are subject to a non-publication order.
Judgment was rendered orally on November 18, 2015.
All parties were advised that this written judgment would follow.

JS§1327
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[1] Vittorio Mirarchi, Jack Simpson, Calogero Milioto, Pietro Magistrale, Steven
Fracas, and Steven D’Addario are jointly charged with the first degree murder, on
November 24, 2011, of Salvatore Montagna. They are also charged with conspiracy,
between September 16, 2011 and November 24, 2011, to commit the murder of

Salvatore Montagna.

[2] Felice Racaniello is charged with being, between November 24, 2011 and

November 28, 2011, an accessory after the fact to the murder of Salvatore Montagna.

[3] These charges resulted from police investigations named Projet Clemenza and

Projet Inertie.

[4] Most of the evidence relied upon by the Crown consists of private
communications (Pin to Pin, BBM, SMS), primarily Pin to Pin messages, that were
intercepted pursuant to judicial authorizations granted under s. 186 of Part VI (Invasion

of Privacy) of the Criminal Code.’

[5] Part of the evidence relied upon by the Crown consists of private
communications in the form of emails, chat conversations and text messages (Pin to
Pin, BBM and SMS), extracted from several electronic devices particularly cell phones

and computers, seized upon the arrests of the accused and at various other locations.

! No. 500-54-000076-105;

Crown and defence counsel confirm that the original general warrant no. 500-26-062901-107, dated
December 17, 2010, contained in Mirarchi's Application Record, Tab 2, authorized (for the period
December 17, 2010 to February 4, 2011) the use of the MDI technique. In the three renewals (for the
periods February 4, 2011 to February 25, 2012) referred to at par. 3 in both R-25 and R-32, the affiant
obtained authorizations to similarly use the MDI technique for the same reasons stated in the affidavit
for the original general warrant, contained in Mirarchi's Application Record, Tab 2, Annex, B, par. 1,
Annex C, par. 5.2, 5.3.
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(6] The defence seeks disclosure of police techniques in intercepting and decoding
these communications. As well, the defence seeks disclosure with respect to the police

use of a device that captures information and identifies cellular phones in range.

[71 Mirarchi presents a motion regarding the manner of interception of Pin to Pin
communications and requests "disclosure of information that the Crown acknowledges
is in its possession or control but that the Crown has not disclosed on the basis of
Investigative Privilege".2 Mirarchi also presents a motion for "disclosure of information
that is likely relevant in relation to a mobile device identifier (MDI)"2 All of the co-

accused except Desjardins join in these motions.

[8] Both motions proceeded together; the Crown invoked investigative techniques
privilege under the common law with respect to both motions. The Crown indicated that
it intended to file, at a later date, a motion under s. 37 of the Canada Evidence Act,
dependent upon the Court's ruling regarding the common law privilege. It was
understood that all of the evidence that the Crown intended to present, on investigative
techniques privilege or public interest privilege, would be tendered at the present

hearings dealing with disclosure and privilege at common law.

[9] Raynald Desjardins was accused jointly of the same charges. On July 6, 2015,
he pleaded guilty before a different judge, on a new and separate indictment, to
conspiracy to murder; the first degree murder charge was stayed by the Crown (s. 579

Cr. C.). Therefore, Desjardins is no longer a co-accused in these proceedings. His

R-25.
8 R-32.
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separate disclosure motion with respect to the MDI* is therefore moot and was struck

from the docket.

[10] A first ex parte hearing took place, upon an agreed procedure,® on November 11,
2014, Inspector Mark Flynn testified. He spoke of particular matters that were not
pertinent to the privilege invoked. The Court expressed concerns at a later ex parte
hearing on December 2, 2014 with respect to uncertainties as to the nature of the

information that the Crown wanted to protect with privilege.

[11] Certain delays were inevitable in view of the untimely death on December 24,

2014, of Me Greenspan, lead counsel for Mirarchi.

[12] In view of many anticipated ex parte hearings, Crown and all defence counsel
proposed the appointment of an amicus curiae for these hearings, since defence
counsel would be excluded. Thus on May 27, 2015, Me Anil Kapoor was appointed
amicus curiae for these two motions. A procedure was adopted for the in camera ex
parte proceedings which were to follow.® Me Kapoor participated in all subsequent
hearings - ex parte and public - with respect to these two motions. RCMP witnesses -
Inspector Mark Flynn, Corporal Josh Richdale and Mr Jocelyn Fortin (civilian member) -
testified for the Crown at ex parte and public hearings. No witnesses were called by the
defence. Numerous documents were filed as exhibits in both the ex parte and public

hearings of these two motions.

4 R-32a
R-25.1.

® R-33enliasse.
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[13]

Subsequent to the filing of the motions and following earlier hearings on the

motions, the parties narrowed the information sought, upon which the Crown invokes

common law investigative techniques privilege, as follows.”

[14]

With respect to the manner of interception of the Pin to Pin and text messages

(R-25):

[13]

1. Location on the travel path of the RCMP’s intercept solution, which includes
the actions that are necessary to expose the communications to the RCMP
equipment to facilitate the intercept;

2. A demonstration of the interception software that exposes the user interface
and the capabilities of the system, which would show what the RCMP is able and
not able to do. Crown and defence counsel advise that this question is no longer
an issue, thus the Court will not rule on it in this judgment;

3. Role, if any, of Research in Motion (RIM) in the interception and decoding
process.

With respect to the mobile device identifier (R-32):

1. The manufacturer, make, model and software version for the equipment used
by the RCMP while employing the MDI technique and confirmation that the
device is a cell site simulator;

2. While the RCMP is disclosing the signal strength of the targets’ devices, it will
not disclose the signal strength of the MDI device;

3. How the MDI device affects the targeted mobile devices; ie. did it force the
targeted device to use a 2G network connection; did it turn off encryption on the
mobile device; did it force the device to increase its broadcast strength;

4. A description of the default settings on the MDI device;

5. If they do exist, the Crown is not willing to provide a copy of any non-
disclosure agreement relating to the MDI device;

6. The results of research conducted by the RCMP on the effect of the MDI on
the ability of devices within its coverage area to make and receive calls or SMS
messages.
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[16] The Court must decide if the information requested by the defence should be
disclosed, in all or in part, to the defence; or whether it should remain non-disclosed, in

all or in part, being subject to Investigative Techniques Privilege.
[17] For the reasons that follow, the Court grants the motion, in part.

THE FACTS

[18] In addition to the public and ex parte testimonies referred to above, as well as
exhibits filed, the following documents marked as exhibits outline and explain the police
techniques and the request for investigative techniques privilege. These documents are

attached as annexes to this judgment:

1. RCMP report; &

2. Affidavit of RCMP civilian member Jocelyn Fortin;®
3. Affidavit of Corporal Josh Richdale;°

4. Affidavit of Inspector Mark Flynn."!

[19] The Court finds it useful to reproduce here all or part of these documents as well

as summarizing certain information in evidence.

[20] The RCMP report reads as follows: 12

8 EP-32.27, (EP refers to exhibits filed at the ex parte hearings).
°  EP-32.14.

9 EP-32.10.

" EP-329.

2 EP-32.27.
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[21] Excerpts of the affidavit of civilian RCMP_member Jocelyn Fortin read as

follows:®

a) Overview

a) Wireless Telecommunication in Canada

3. Different mobile technologies are currently deployed in Canada.
a. GSM (Global System for Mobile Communications)
b. UMTS (Universal Mobile Telecommunications System)
c. LTE (Long Term Evolution)

B EP-32.14.
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>

d. CDMA (Code Division Multiple Access)
e. iDen (Trunk-Radio)

Around the world, the frequency bands where the cellular mobile technologies are
deployed are different for each country. In Canada they are deployed on the following
bands

Band 5 — Cellular: 824-849 MHz paired with 869-894 MHz
Band 2-PCS : 1850-1910 MHz paired with 1930-1990 MHz
Band 4 — AWS : 1710-1755 MHz paired with 2110-2155 MHz

Band 12 — Lo A/B/C: 699-716 MHz paired with 729-746 MHz
Band 17 — Lo B/C: 704-716 MHz paired with 734-746 MHz (Subset)
Band 7 — 2600 : 2500-2570 MHz paired with 2620-2690 M-z

~oo0ow

Mobile devices use unique identifiers to authenticate themselves with the cellular
network. GSM/UMTS/LTE devices use an IMSI (International Mobile Subscriber ldentity)
and IMEI (International Mobile Equipment Identity). CDMA devices use MSID (Mobile
Station |D) and ESN (Electronic Serial Number).

b) Wireless Interception

In project Clemenza, the communication content was not intercepted over the air using
the MDI.

C) Mobile Device Identifier (MDI)

Mobile Device Identifier is a device that may be described as, and is commonly referred
to as, an IMS!-Catcher.

IMSI-Catchers, are devices that could be used in cellular networks to identify, eavesdrop
or locate mobile devices.

There are many models of IMSI-Catchers and manufacturers. They all have their
differences and features.

10.In order to identify the unknown cellular devices, IMSI-Catchers can be used to gather

the unique identifiers of the cellular devices that are in possession of the subjects.

b) RCMP MDI devices

P
—
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13.The MDlIs used by the RCMP are used to
a. Identify unknown mobile devices that are in possession of known persons
b. Confirm the possession of a known device in a known person’s possession.

c) RCMP MDI techniques and detectability

16. The cellular devices using the UMTS technology are backward compatible with the older
GSM technology. UMTS and GSM technologies offer the same quality for voice
communications. UMTS offers a higher speed of transmission for data communications.
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35.The information mentioned in paragraphs 14,15 and from 17 to 34 about the RCMP MDI
technique and its detectability has not been explicitly explained in the documentation
provided by the applicant which | have reviewed.

d) IMSI-Catcher Detection Tools Efficiency
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51.The information mentioned in paragraphs 36 to 50 about the IMS|-Catchers detection
tools efficiency, has not been explicitly explained in the documentation provided by the
licants which | have reviewed.

e) Conclusion

52

As
explained in this affidavit, disclosure of even minor details about the capabilities and
limitations of the equipment would provide critical information that would help develop
efficient detection tools.

53. The release of sensitive technical information would also allow criminals to modify their
behaviors and take countermeasures to thwart the use of this technology.
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[22] Excerpts of the affidavit of Corporal Josh Richdale read as follows: '

5. The MDI is a device that may be described as, and is commonly referred to as, an “IMSI
Catcher”
6. An IMSI catcher is a device used to intercept identification information of mobile devices

and to locate mobile devices.

10.  The MDI utilized by the RCMP in project Clemenza was used for two objectives:
a) To identify unknown devices that are in possession of known persons;
b) To confirm the possession of a known devices in a known person’s possession;
11.  To achieve these objectives, the MDI can be operated in two different modes:
a) Query mode (unofficial term)
b) Direction Finding mode (unofficial term)
Query Mode

12. In query mode, when activated, the MDI equipment will obtain information that is being
transmitted by devices that are in the range of the MDI.

“ EP-32.10.



-70 -

R.v. Mirarchi & al. November 18.2015, Michael Stober, J.S.C.

540-01-063428-141 (Common Law Judgement)
540-01-063428-141 PAGE: 17
13. Information that is obtained by the MD! is information that mobile devices regularly

14.

15.

transmit to the cellular network in order to operate properly. The types of information
are:

a) the International Mobile Subscriber Identifier (IMSI) of the device; and
b) The International Mobile Equipment Identifier (IME!) of the device.
These identifiers, also give information pertaining to the cellular provider, the country of

origin of the provider, the manufacturer of the device, and the make and model of the
device.

Information related to frequency bands, channels, tower information can also be
captured.

Direction Finding mode

18.

With the direction finding mode (DF), the MDI will search for the transmitting signal of a
specific known device. Once it has captured the signal from the device, the MDI will
analyse the signal strength and direction from which the signal is being received which
will allow the operator to locate the device.
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21.  Atechnical expert, or to a lesser extent any person, who would have access to the
information mentioned in paragraphs 7, 8, 9, 16, 17, 19, and 20 would be able to
determine how the MDI machine operates, the frequencies that are relevant to its
operation, the cellular technologies that it is capable to work with, and other various and
unique characteristics that differentiates the MDI and other IMSI catcher like equipment.
This would allow such individuals to develop methods, software, or equipment to detect
when the MDI is being used and to adopt certain behaviours that would prevent cellular
their devices from being identified.

22.  The information provided in paragraphs 7, 8, 9, 16, 17, 19, and 20 has not been
mentioned in any of the public documentation provided by the applicants, which | have
reviewed.

23. Publicly available information about IMSI catchers is mostly based on assumptions and
the explanations provided about the way they work are general statements that do not
address the underlying functions of how an IMSI catcher really functions in order to
capture mobile device information.

Identifying unknown devices in possession of a person
24, Physical surveillance is established on the person of interest.

25.  The MDI operator will complete a reading using the query mode at the location where
the person of interest is known to be at.

26. Information transmitted from the mobile devices that are within the range of the MDI will
be obtained and stored in a database.

27. Once the person of interest moves to a new location, the MDI operator will complete
another reading at this new location.

28.  This procedure continues as the subject of interest travels to other locations.

29.  After completing readings at various locations, the operator will analyze the database
containing the obtained information from the various locations. The analysis is basically
a process of elimination, and in theory, there should only be the target's cellular devices
that are present in all the locations where he travelled.

30. As more readings are completed, and more data is available for analysis, the operator
may choose to focus on certain frequencies, use the DF technique or complete more
readings as he sees necessary in order to ensure that he has positively identified a
cellular device that is in possession of the target.

31.  There are no minimum or maximum number of readings or locations required. This will
vary based on the situation.

32.  The operator may also study the signal strength of possible devices at the time of
capture. The signal strength, known as RSSI (Received signal strength indicator), is a
value measured in decibels that illustrate the strength of a transmitted signal. The higher
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33.

34.

the signal strength, the closer the device is to the MDI. The RSSI will be weaker if the
device is farther away. This signal strength will allow the operator to corroborate what
he is seeing as he is conducting readings. This is similar to the DF technique but based
on the analysis of the data that was obtained by the machine.

In certain circumstances, once a device has been identified using the query mode, the
operator may use the DF mode to further validate his findings.

The operator will conclude that a device is in possession of a person when he has
reasonable grounds to believe so.

Confirming the possession of a known device in a known person’s possession

35. Physical surveillance is established on the person of interest.

36.  The MD! operator may complete a reading using the query mode at the location where
the person of interest is located in order to confirm that the device is in the area and
within range of the MDI.

37.  The operator will then use the DF mode to focus on the signal of a specific device.

38.  The operator will then use techniques common with radio frequency direction finding to
locate the device as well as the indicators in the MDI software.

39.  With these techniques it is possible to precisely locate the targeted device.

40. Based on the circumstances of the how the targeted device was obtained and location of
the person of interest, it is possible to have reasonable grounds to confirm that the
device is in possession of the person of interest or very close proximity of the person of
interest.

The Range of the MDI

41.  The range of the MDI varies depending on physical conditions, environmental conditions
and the characteristics of the cellular network in the area in which it is being operated.
These factors can result in different ranges, for the same equipment, operated with the
same settings, when used in different areas or different times.

42.  The MDI operators use their skill based on training and experience to determine when a
target is within the range of the MDI equipment. An in-depth analysis of how this is done
would allow individuals to develop methods to detect when the equipment is being used
and also prevent their devices from being identified.

43. Information in relation to specific range and distance would allow individuals to use

counter-surveillance techniques that would allow them to identify the location and
whereabouts of MDI equipment. This could not only jeopardize the technique but could
put the safety of the MDI operator, or other peace officers, at risk.

Inconclusive Results
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44, In some cases, the MDI surveillance is not able to identify or locate a mobile device.
This negative result does not exclude the possibility that the person of interest is in
possession of a mobile device. In face, in this particular file, subjects under surveillance
were clearly seen using a mobile device regularly, while the MDI was unable to capture
them. There are many reasons why a mobile phone may not be captured by the MDI
such as: the phone can be turned off or the device is out of the MDI range of operation.

45, In project Clemenza | was the primary operator of the MDI equipment on the following
dates while working on the associated persons of interest:

COLLAPELLE
2012/01/11
2012/01/16
2012/01/17
IACONETTI
2012-01-20

46. | was also present in training as a passenger on the following dates while working the
associated persons of interest:

DESJARDINS:
2011-11-25
2011-11-26

Handling of the captured Data

47.  The data that is captured by the MDI is stored in a database. Operators will save the
database of their surveillance on a USB key which they keep control and possession of
throughout the duration of the file. Atthe end of the file, the databases are consolidated
onto a single media (CD or USB) and kept in a secure location at the RCMP Special |
office.

48. The operator will only give IMSI, IMEI and the associated provider information of a
number for which they had reasonable grounds to believe as in the possession of the
person of interest to the investigating unit. All inconclusive results, information
concerning non-targeted persons or other information gathered in the database are not
given the investigators and are kept under the control of the RCMP Special | unit.

[23] Excepts of the affidavit of Inspector Mark Flynn read as follows: '

3. The MDI is a device that may be described as, and is commonly referred to as, an "IMSI
Catcher". Information with respect to how IMSI catchers work is available on the internet.

¥ EP-32.9.
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The MDI utilized by the RCMP has unique capabilities that are not commonly available
in the public realm. This includes differences that enable the MDI to identify cellular
devices that other IMSI catcher like devices are not capable of identifying;

H

A technical expert, or to a lesser extent any person, who has access to the MDI system
or user interface (software) would learn information that would aid them in developing
techniques that allow them to detect when this techniques is being deployed;

o

These systems are currently being used to support ongoing criminal investigations. The
release of sensitive information has the potential to impact the RCMP’s ability to
successfully conclude these investigations and future investigations;
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[24] Evidence discloses that (N
(T

Reasons why the MDI may fail to identify a cellular phone

[25] Evidence has demonstrated that the MDI may fail to identify a cellular phone in

circumstances where:

1. the device is off;
2. the target was not in possession of the device;
3. the device was out of range;

5. counter-surveillance measures are implemented by the target."’

POSITION OF THE PARTIES

[26] In addition to their initial written arguments as well as oral pleadings, both

Crown'® and defence'® have filed supplementary written arguments with respect to

' Ex parte testimony of Jocelyn Fortin, July 21, 2015, pp. 33-46, 49-50, July 22, 2015, pp. 33-37.

' Qutline of Crown’s final arguments, p.3; MDI technigue targeting, R-32.8, p. 12; R-32.9, p.16; ex parte
testimony of Josh Richdale, July 17, 2015, pp.31-32.

* EP-32.26.

9 R-34.1.
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issues which have been further streamlined since the motions were filed and pleaded at

t.20

the outset.”” The Court briefly summarizes these positions here.

[27] The Court underlines that the Crown and the amicus curiae were present at ex
parte hearings. Neither defence counsel nor the accused were present, thus defence
positions and arguments do not reflect evidence heard or documents filed at those ex

parte hearings.

[28] The Crown’s objection to the disclosure of the information is based on the
common law claim of investigative privilege. Crown counsel, Me Rouleau, advises that
this case is the first in Canada in which the issues raised in the two motions have been

before the courts.?’

[29] The Crown considers that the specific information sought is not publicly

available.

[30] The Crown qualifies the defence disclosure requests as a "fishing expedition"
asserting that the information requested is privileged. The Crown contends that it has
respected the accused’s right to full answer and defence having given satisfactory

answers to most of the accused’s requests.22

[31] In the initial motion R-25, the accused seek an order directing that the Crown
provide any disclosure that it is refusing to disclose on the basis of investigative

privilege.

2 These supplementary arguments followed the filing of a document, R-34, on June 30, 2015 after the

Court requested the parties to present the contentious issues clearly and concisely.
Ex parte hearing, July 2, 2015, p. 17.
Crown’s Reply and Annexes, par. 29.

21
22
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[32] The defence claims that the undisclosed information is relevant to the accused’s

position in meeting the Crown’s case and in exercising a full answer and defence.

[33] The defence maintains that, with respect to undisclosed information, the
accused’s full answer and defence interests outweigh the public interest in effective

police investigation.

[34] Even if the material can properly be said to be privileged, the defence insists that

the right of the accused to make full answer and defence necessitates disclosure.

THE RCMP’S INTERCEPTION OF MESSAGES (R-25) (manner and capabilities)

1. Location on the travel path of the RCMP’s intercept solution, which includes
the actions that are necessary to expose the communications to the RCMP
equipment to facilitate the intercept

[35] The Crown contends that if the location of the equipment and interception points
were known, individuals would, in this high tech internet world, develop ways and

configure devices in order to circumvent interception.

[36] The Crown indicates that disclosure of the travel paths of Pin to Pin messages

would not identify the location of the end user.

[37] The defence is concerned that the travel path of Pin to Pin messages might
never travel through Canada® whereas Criminal Code Part VI authorizations only apply

to the interception of communications in Canada.

[38] The defence is also concerned that the travel path of Pin to Pin messages may

assist the accused in understanding the geographical location of the user.

2 puyblic testimony of Inspector Flynn, November 11, 2014, p.128.
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[39] The defence argues that disclosure of the location of interceptions on the travel
path, at the time of the interceptions, over four years ago, would not reveal information

about the RCMP’s capabilities or interception points at the present time or in the future.

[40] The amicus curiae pleads that the precise locations of the interceptions within

Canada are not privileged and should be disclosed to the defence.

[41] The amicus submits that (G - RI\M/BlackBerry

and Rogers locations and the diversion of communications to RCMP locations are not

privileged and should be disclosed.

2. A demonstration of the interception software that exposes the user interface
and the capabilities of the system, which would show what the RCMP is able and
not able to do.

[42] Crown and defence counsel advise that this question is no longer an issue.

3. Role, if any, of Research in Motion (RIM) in the interception and decoding
process

[43] The Crown confirms that (D thc global key built into

the BlackBerry devices. The RCMP was then able to decode and decrypt intercepted

messages.?*

[44] The Crown states that RIM was (D

% Ex parte testimony of Mark Flynn, November 11, 2014, pp. 24-25, June 30, 2015, pp. 33-37.
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[45] The Crown is reluctant to disclose any RIM involvement, stating that to do so
may have a negative commercial impact on the company. Such disclosure, according to

the Crown, would affect relations between RIM and police investigators.?®

[46] The defence refers to the existence of an assistance order which compels RIM to
assist the police.?® The defence also refers to "comfort letters" 2’ in which the RCMP
requested RIM’s assistance when Pin to Pin messages were intercepted. The defence

presumes that RIM had a role in the interception and decoding process.

[47] The defence is of the view that the RCMP had the global encryption key built into

BlackBerry devices in order to decode the messages.

[48] The defence contends that. "If the key did not come from RIM/BlackBerry or
RIM/BlackBerry was not involved in the process of providing the RCMP with the tools to
unlock or decipher the encrypted messages, the accused cannot have any confidence
that the messages were properly deciphered. The MD5-Hash value ensures that the
pre-decoded data and the post-decoded data are the same, but does not ensure that

the raw data has been accurately decoded".?8

[491 The amicus curiae contends that the scope of the participation of RIM and

Rogers may be disclosed without imperilling police work—

% public testimony of Mark Flynn, November 11, 2014, pp. 81-82.

% R-25.6, Affidavit for confirmation order and sealing order in Ontario; see R-25.14, par. 29-31.
7 R-25.2, R-25.3, R-25.4 and R-25.5.

# R-34.1,p.3.
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[50] The amicus curiae submits that the global key which was used to decode

messages is not privileged and should be disclosed. He states that although-

[51] On September 18, 2015, in final argument, Crown counsel, Me Rouleau,
produced a document conceding that the existence of the global key to code and

decode Pin messages is in the public domain.?

THE RCMP’S USE OF THE MOBILE DEVICE IDENTIFIER (R-32)

1. The manufacturer, make, model and software version for the equipment used

by the RCMP while employing the MDI technique and confirmation that the device
is a cell site simulator

[52] The evidence obtained through police use of the MDI assists the Crown at trial

on the issue of identification.

[53] The Crown objects to the disclosure by raising the investigative techniques

privilege.

[54] The Crown argues that the police use of the MDI will not be led before the jury as
part of the prosecution's case and hence police detection methods should remain

privileged and confidential.

[55] The Crown asserts that the RCMP has never disclosed how it uses MDI devices;

nor has it revealed the make, model or how it operates. Although the Crown eventually

% EP-32.28.
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conceded that certain information regarding the device is in the public domain, some

characteristics are not necessarily known.

[56] The Crown claims that this information would single out the specific device used,
allowing criminals to bypass the police capacities. The public interest in the protection of

investigative techniques should consequently prevail.

[57] The Crown argues that disclosure would tend to identify which devices the
RCMP uses and allow individuals in the criminal milieu to avoid them. The Crown also

raises the security of police MDI operators in the field.

[56) QRO TR i ) W™ eyt (e 81 4 AL o e )
b
e

[59] The defence insists that information regarding the MDI is already public therefore

the privilege is not applicable.*

[60] The defence submits that challenges to the MDI's accuracy and reliability are
central to the accused’s defence. Therefore, even if the information were privileged, it
must be disclosed because it is necessary for the accused to make full answer and

defense.

[61] The defence pleads that the use of the MDI leads to indiscriminate invasions of

non-targeted third party privacy rights as per R. v. Thompson, [1990] 2 S.C.R. 1111.%

% See Tabs in Mirarchi's Application Record.

3 Mirarchi's factum (R-32), par. 36.
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[62] The defence pleads that the disclosure of information related to the MDI would
facilitate the mandating of an expert regarding the functioning of the device and its

reliability.

[63] The defence argues that the information is relevant to the Garofoli issues (in
particular the "resort to" clause) and to the trial (in challenging the Crown’s
circumstantial case of identification).®? It is further argued that disclosure would also
allow the defence to establish the relevance of any independent evidence about the
reliability of the device and its features. As well, disclosure would allow the defence to
assess the undisclosed fourth reason why the technique might have failed to identify
devices in certain accused's possession leading to police testimony that non-

identification is simply inconclusive.

[64] The defence pleads that the information is required to probe whether the affiants
made full and frank disclosure upon applications for the general warrant and the
authorizations (including renewals) to intercept private communications,3* pursuant to

R. v. Araujo, [2000] 2 S.C.R. 992 and R. v. Morelli, [2010] 1 S.C.R. 253.

[65] Although the Crown is not presenting evidence to the jury on police use of the
MDI, the amicus curiae contends that evidence obtained by the police through the MDI
is relied upon by the Crown to construct its case. Therefore, he says, on balance,

evidence with respect to the MDI should not be protected and must be produced.

32 Mirarchi's factum (R-32), par. 33-35; Mirarchi's supplementary factum, par. 31-46.

Mirarchi's supplementary factum, p. 8, par. 13-30.
Mirarchi's factum (R-32), par. 32.
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2. While the RCMP is disclosing the signal strength of the targets’ devices, it will
not disclose the signal strength of the MDI device

3. How the MDI device affects the targeted mobile devices; ie. did it force the
targeted device to use a 2G network connection; did it turn off encryption on the
mobile device; did it force the device to increase its broadcast strength

4. A description of the default settings on the MDI device

[66] According to the Crown, the MDI device (i D
@:'so capavi (D /E' and IMSI numbers. *

[67] The Crown maintains that disclosure of any information related to the signal

strength will disciose (N
I |
[68] The Crown wishes to maintain privilege over such MDI settings and techniques,

as well as those dealing with:

(i) _range specifics;

[69] The Crown has stated that this and other information® is not in the public

domain.

[70] The defence has always claimed that much of this information is public.

¥ Ex parte testimony of Josh Richdale, July 17, 2015, p. 8; ex parte testimony of Jocelyn Fortin, July

21, 2015, pp. 8, 31, July 22, 2015, pp. 31-32, 87-88, 95-97, July 23, pp. 30-35.

% Ex parte testimony of Jocelyn Fortin, July 21, 2015, pp. 31-36, July 22, 2015, pp. 3, 16-23, 31-32, 37-
38; ex parte testimony of Josh Richdale, July 17, 2015, p.12.

% EP-32.27; EP-32.10; EP-32.14; ex parte testimony of Jocelyn Fortin, July 21, 2015, pp. 51-62, July
22,2015, pp. 23-47.
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[71] The defence argues that the disclosure of default settings and the configuration
of the device will assist the accused in fully appreciating the operation and capabilities
of the device and the scope and extent to which the manufacturer envisioned the
capture of cellular phones by the device. Such disclosure is also relevant to the

configuration of the MDI when it was used to target the accused.

[72] The defence further seeks the GPS coordinates when the MDI was used; this
information is relevant with respect to whether the target was out of range when the
cellular phone details were captured. With respect to range, the defence wants
additional specifics of the MDI when using Direction Finding Mode (DFM) in locating a
known cellular phone; i.e., can it locate the phone within 2 meters, 5 meters, etc? The

defence requires as well all reasons why the MDI may fail to identify a cellular phone.

[73] The defence view is that the signal strength and range of the MDI are relevant
and important with respect to the manner of interference and the extent of the invasion
of privacy interests of targeted individuals and/or non-targeted innocent third parties’
rights. The defence further requests disclosure in order to assess the ability of the police
to limit the impact on such third party rights, an issue the accused may pursue in the

context of the s. 8 Charter motions.>®

[74] The amicus curiae submits that:

o the_is a matter of investigative privilege and should
not be disclosed;

. the—is a matter of investigative privilege and should
not be disclosed,;

¢ although the
d is not privileged and may be safely disclosed,

Mirarchi's factum (R-32), par. 36; Mirarchi’'s supplementary factum, par. 44-46.

38
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_is a matter of investigative privilege.

[75] The amicus curiae further submits that:

[ ]
.is not privileged and must be disclosed to the accused;

are subject to disclosure; he maintains that no
privilege attaches to these settings and techniques;

e the use of—is not privileged and must be disclosed to

the accused.

[76] On September 18, 2015, in final argument, Crown counsel, Me Rouleau,

produced a document( N

(iv) MDI have a maximum range of 2 kilometers in a rural setting and an average
range of 500 meters in a city;

5. If they do exist, the Crown is not willing to provide a copy of any non-
disclosure agreement relating to the MDI device

[771 The Crown explains that it does not seek to protect the commercial aspect of the
corporate relationship between the RCMP and the MDI manufacturer. It seeks to protect

the impact of that relationship on the RCMP’s capacities. In the Crown’s view, disclosing

N - . jeopardize the

strength of the relationship and compromise future investigations_

.

¥ Ep-32.28.
40 Ex parte testimony of Mark Flynn, June 30, 2015, pp. 2-4, 25-27.
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[78] The defence view is that the existence - or not - of a non-disclosure agreement
is relevant to the question whether the police are improperly asserting privilege as a
result of a private contract, thereby attempting to fetter the accused’s constitutional

rights and the Court's exercise of discretion.*!

[79] The amicus curiae is of the view that non-disclosure agreements are not
captured by R. v. Stinchcombe, [1991] 3 S.C.R. 326. He submits that they are neither

material nor privileged.

6. The results of research conducted by the RCMP on the effect of the MDI on the
ability of devices within its coverage area to make and receive calls or SMS
messages

[80] The defence raises claims by the police, in general warrants, that the MDI
technique had little impact on third parties and did not interfere generally with the ability
to receive calls or send messages; that this has been tested on an ad hoc basis by the
police. Thus the defence requests any documented information in relation to this issue,

if it exists.

[81] The Crown states that testing was done, but no reports were produced.*

However, the RCMP report43 does refer to disclosure research as outlined above.

“*" Mirarchi's factum (R-32), par. 31.

2 Ex parte testimony of Mark Flynn, July 2, 2015, pp. 104-106, July 14, 2015, pp. 20-21; public
testimony of Mark Flynn, July 16, 2015, pp. 131-134.

“ EP-32.27,p. 4.
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PRINCIPLES

The Crown’s Duty to Disclose

[82] The Supreme Court has established that the Crown is under a general duty to
disclose all information, whether inculpatory or exculpatory, except evidence that is
beyond the control of the prosecution (eg. it is unaware or denies its existence), clearly
irrelevant, privileged, or delayed due to an ongoing investigation; R. v. Stinchcombe,
[1991] 3 S.C.R. 326, pp. 335-336, 339-340, 343; R. v. Dixon, [1998] 1 S.C.R 244; R. v.
Chaplin, [1995] 1 S.C.R. 727, par. 21, 30; R. v. Egger, [1993] 2 S.C.R. 451, pp. 466-
467; R. v. Taillefer, [2003] 3 S.C.R. 307, par. 59.

[83] The Crown must disclose all relevant material whether favourable to the accused
or not and whether the Crown intends to produce it in evidence or not. It must not
withhold information if there is a reasonable possibility that doing so would impair the
accused’s Charter-protected right to make full answer and defence (s. 7), subject to
certain exceptions; R. v. Stinchcombe, supra, pp. 336, 338, 340, 343; R. v. Mills, [1999]
3 S.C.R. 668, par. 69; R. v. Rose, [1998] 3 S.C.R. 262, par. 98; Dersch v. Canada
(Attorney General), [1990] 2 S.C.R. 1505, p. 514; R. v. Hutter (1993), 67 O.A.C. 307;
R. v. Bero, (2000), 137 O.A.C. 336, par. 31-32. |

[84] In Krieger v. Law Society of Alberta, [2002] 3 S.C.R. 372, the Supreme Court
stated (par. 45) that the exercise of prosecutorial discretion is to be treated with
deference by the courts. The Supreme Court indicated (par. 54), however, that while
the prosecutor retains the discretion not to disclose irrelevant information, disclosure
of relevant evidence is not a matter of prosecutorial discretion but, rather, is a

prosecutorial duty.
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[85] In R. v. Anderson, [2014] 2 S.C.R. 167, par. 45, the Supreme Court held that
"the Crown possesses no discretion to breach the Charter rights of an accused", and
that "prosecutorial discretion provides no shield to a Crown prosecutor who has failed to
fulfill his or her constitutional obligations such as the duty to provide proper disclosure to

the defence".

[86] In Stinchcombe, Sopinka J. stated (p. 333):

I would add that the fruits of the investigation which are in the possession of counsel for the
Crown are not the property of the Crown for use in securing a conviction but the property of the
public to be used to ensure that justice is done. In contrast, the defence has no obligation to
assist the prosecution and is entitled to assume a purely adversarial role toward the prosecution.
The absence of a duty to disclose can, therefore, be justified as being consistent with this role.

[87] Failure to disclose undermines the ability of the accused to make full answer and
defence. This common law right to make full answer and defence has been elevated to
a constitutional right by its inclusion as one of the principles of fundamental justice in s.
7 of the Charter, Dersch v.Canada (Attorney General), supra, p. 1514; Stinchcombe,
p. 336; R. v. Chaplin, supra, par. 20-22, 25.

[88] As Sopinka J. pointed out in Stinchcombe (p. 336):

...The right to make full answer and defence is one of the pillars of criminal justice on which we
heavily depend to ensure that the innocent are not convicted. Recent events have demonstrated
that the erosion of this right due to non-disclosure was an important factor in the conviction and
incarceration of an innocent person. ...

[89] The Supreme Court, in Henry v. British Columbia (Attorney General), [2015] 2

S.C.R. 214, raised difficulties facing prosecutors:

I readily acknowledge that disclosure decisions often involve difficult judgment calls. As the
intervener Attorney General of Ontario observes, disclosure decisions may require consideration
of numerous factors, such as whether the information is subject to special protections for sexual
assault complainants, special considerations concerning highly sensitive material, or one of the
various privileges that attach to information obtained in the course of a criminal prosecution.
Even the basic question of relevance may be difficult to assess before the Crown is made aware
of the defence theory of the case, and where disclosure requests are not explained or
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particularized. Furthermore, disclosure obligations are ongoing, which requires prosecutors to
continuously evaluate the information in their possession.

[90] "While the Crown must err on the side of inclusion, it need not produce what is
clearly irrelevant'; R. v. Chaplin, supra, par. 22. The Supreme Court further stated in

Chaplin (par. 22).

... One measure of the relevance of information in the Crown's hands is its usefulness to the
defence: if it is of some use, it is relevant and should be disclosed — Stinchcombe, supra, at p.
345. This requires a determination by the reviewing judge that production of the information can
reasonably be used by the accused either in meeting the case for the Crown, advancing a defence
or otherwise in making a decision which may affect the conduct of the defence such as, for
example, whether to call evidence.

[91] On the question of relevance, the Supreme Court, in Stinchcombe (pp. 345-346)

said:

... If the information is of no use then presumably it is irrelevant and will be excluded in the
exercise of the discretion of the Crown. If the information is of some use then it is relevant and
the determination as to whether it is sufficiently useful to put into evidence should be made by
the defence and not the prosecutor. ...

[92] In R. v. Dixon, supra, par. 23, 50, the Supreme Court held that the fairness of the
trial process would be compromised if the Crown’s failure to disclose "deprived the
defence of opportunities to pursue additional lines of inquiry with witnesses or garner
additional evidence flowing from the undisclosed material'. The Supreme Court
considered the right to disclosure of all relevant material to have a "broad scope”,
however, the Court indicated that material which may have only marginal value to the
ultimate issues at trial may be relevant and subject to disclosure, but could not possibly

affect the overall fairness of the trial process and would not give rise to a remedy.

[93] Relevance must be assessed in relation both to the charge itself and to the

reasonably possible defences; R. v. Taillefer, supra, par. 59.
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[94] With respect to the burden of proof, the Supreme Court stated, in Stinchcombe
(p.340):

The discretion of Crown counsel is, however, reviewable by the trial judge. Counsel for the
defence can initiate a review when an issue arises with respect to the exercise of the Crown's
discretion. On a review the Crown must justify its refusal to disclose. Inasmuch as disclosure of
all relevant information is the general rule, the Crown must bring itself within an exception to
that rule.

and in Chaplin, par. 25:

In situations in which the existence of certain information has been identified, then the Crown
must justify non-disclosure by demonstrating either that the information sought is beyond its
control, or that it is clearly irrelevant or privileged. The trial judge must afford the Crown an
opportunity to call evidence to justify such allegation of non-disclosure. As noted inR. v.
Stinchcombe, supra, at p. 341:

This may require not only submissions but the inspection of statements and other documents and indeed, in
some cases, viva voce evidence. A voir dire will frequently be the appropriate procedure in which to deal with
these matters.

[underlining added]

[95] "This may be done by showing that the public interest in non-disclosure
outweighs the accused's interest in disclosure"; R. v. Durette, [1994] 1 S.C.R. 469, p.
495.

[96] This obligation to disclose is not absolute.** It is subject to Crown discretion with
respect to the withholding of information, the timing of disclosure, the law of privilege
and the relevance of information. As the Supreme Court stated, upon a trial judge’s
review of such discretion the Crown must justify its refusal to disclose and bring itself
within an exception to the general rule to disclose all relevant information; Stinchcombe,

pp. 339-340.

* For some historical perspective on privilege in the context of government documents and the public
interest, see Carey v. Ontario, [1986] 2 S.C.R. 637.



-91-

v. Mirarchi & al, Novembe i

540-01- 28- mmon Law Judge
540-01-063428-141 PAGE: 38
[97] Justification for non-disclosure may be based on grounds of privilege at common

law or under the Canada Evidence Act (sections 37, 38 & 39), in order to protect the

confidentiality of the information or evidence.

[98]

[99]

[100]

[101]

However, the right to make full answer and defence remains a priority.

Sopinka J. stated (Stinchcombe, p. 340):

The trial judge on a review should be guided by the general principle that information
ought not to be withheld if there is a reasonable possibility that the withholding of information
will impair the right of the accused to make full answer and defence, unless the non-disclosure is
justified by the law of privilege. The trial judge might also, in certain circumstances, conclude
that the recognition of an existing privilege does not constitute a reasonable limit on the
constitutional right to make full answer and defence and thus require disclosure in spite of the
law of privilege. ...

Privilege was defined by David Watt, J.A., as follows:*°

A privilege is an exclusionary rule. It bars evidence that is relevant and material. Unlike other
rules of admissibility, for example, hearsay, opinion, and character, a privilege is not grounded
upon concerns about the unreliability, lack of probative value, or susceptibility to fabrication of
the evidence. A privilege is founded upon social values, external to the trial and its process,
which are considered of superordinate importance.

Privileges are few and narrowly confined. Their effect, like other admissibility rules, is to
foreclose from forensic scrutiny, relevant and material evidence more often than not of significant
probative value. They do so on the basis that a social policy, external to the litigation process, is
of such overwhelming importance that it cannot be sacrificed to ascertain truth in litigation.

[underlining added]

The principles were more recently reaffirmed by the Supreme Court in R. v. Basi,

[2009] 3 S.C.R.389, par. 1, a case relating to informer privilege:

Everyone charged with a criminal offence in Canada is constitutionally entitled to full and
timely disclosure of all relevant material under the control of the Crown. To withhold that
material without justification is to jeopardize impermissibly the right of the accused to make full
answer and defence. The entitlement to disclosure must therefore be broadly construed. But it is
neither absolute nor unlimited.

45

Watt's Manual of Criminal Evidence, Toronto, Carswell, 2013, par. 15.01; see also S. Casey Hill,

David M. Tanovich & Louis P. Strezos, McWilliam’s Canadian Criminal Evidence, 5™ ed. Toronto,
Canada Law Book, loose-leaf updated 2015, Part lll, vol 2, ch. 13-14.
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[102] Disclosure is such an important duty that a breach exposes the Crown to Charter

remedies.*°

[103] The Court reminds counsel of the following comments of the Supreme Court in

Stinchcombe (pp. 340-341):

The trial judge may also review the Crown's exercise of discretion as to relevance and
interference with the investigation to ensure that the right to make full answer and defence is not
violated. I am confident that disputes over disclosure will arise infrequently when it is made
clear that counsel for the Crown is under a general duty to disclose all relevant information. The
tradition of Crown counsel in this country in carrying out their role as "ministers of justice” and
not as adversaries has generally been very high. Given this fact, and the obligation on defence
counsel as officers of the court to act responsibly, these matters will usually be resolved without
the intervention of the trial judge. When they do arise, the trial judge must resolve them. ...

Investigative Techniques Privilege

[104] Protection of investigative techniques is a well established common law privilege.
In considering the application of this case by case, content based, privilege,
presumptively admissible information would be subject to review and balancing (public
interest vs. accused’s right to make full answer and defence). The analysis requires that
the policy reasons for excluding otherwise relevant evidence be weighed on a case by
case basis. This differs from a class privilege which is based on communication or
determined by the nature of a relationship, encompassing informer privilege, solicitor-
client privilege and the codified spousal privilege. A class privilege is nearly absolute
and related information will be prima facie inadmissible; this privilege will only be set

aside when the innocence of the accused is demonstrably at stake; R. v. McClure,

S In the context of a civil claim alleging a breach of the Crown’s disclosure duty causing harm to the

plaintiff, the Supreme Court decided that the claimant has the burden with respect to: whether the
prosecutor intentionally withheld information; whether the prosecutor knew or ought reasonably to
have known that the information was material to the defence and that the failure to disclose would
likely impinge on his or her ability to make full answer and defence; whether withholding the
information violated his or her Charter rights; and whether he or she suffered harm as a result; Henry
v. British Columbia (Attorney General), [2015] 2 S.C.R. 214 , par. 85.
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[2001] 1 S.C.R. 445, par. 26-30; R. v. Basi, supra, par. 22, 37; R. v. Gruenke, [1991] 3
S.C.R 263, par. 26; R. v. Thomas, [1998] O.J. No. 1400 (Ct. J.), par. 10; R. v. Trang,
2001 ABQB 825, par. 64, 75; R. v. Trang, 2002 ABQB 19, par. 32-33, 48-51, 55; Pierre
Lapointe, Les priviléges en droit criminel du point de vue du poursuivant dans Service
de la formation continue, Barreau du Québec, vol. 298, Développements récents en

droit criminel 2008, Cowansville, Editions Yvon Blais, 2008, p. 84.

[105] A court’s upholding of investigative techniques privilege may exempt the Crown
from disclosing the privileged information and shield the information affected from being
admitted in open court; either it is excluded from the trial or, notwithstanding the
privilege, the balance may favour disclosure and the information may be subject to

protections, such as non-publication orders and/or in camera hearings.

[106] This privilege may be invoked pursuant to common law or under s. 37 of the
Canada Evidence Act, which mainly codifies the common law (sections 38 and 39 go
further); Pierre Béliveau and Martin Vauclair, Traité général de preuve et de procédure
pénales, 20° éd., Cowansville, Editions Yvon Blais, 2013, p. 332. Section 37 does not
eliminate the common law privilege. The Crown here seeks to invoke the common law
privilege. If the common law privilege claim is upheld, there is no need for a s. 37
application. If the privilege claim is denied, the Crown may invoke s. 37 and seek a
ruling from this Court under s. 37(2); R. v. Chan, 2002 ABQB 287, par. 103, 120; R. v.
Trang, 2002 ABQB 19, par. 48-51; R. v. Lam, 2000 BCCA 545, par. 3; R. v. Pilotte,
(2002), 156 O.A.C. 1, par. 44.

[107] Crown counsel, defence counsel and the amicus curiae agree that there is no

difference between the considerations underlying an analysis pursuant to either s. 37 of



-94 -

R.v. Mirarchi & al, November 18,2015, Michael Stober, J.5.C.
540-01-063428-141 (Common Law Judgement)

540-01-063428-141 PAGE: 41

the Canada Evidence Act or the common law. The distinction, of course, is that appeals
are permitted under the s. 37 procedure on an interlocutory basis, but not under the

common law.¥’

[108] Section 38 of the Canada Evidence Act refers to sensitive information
(renseignements sensibles) and potentially injurious information (renseignements
potentiellement préjudiciables). Section 37 uses different language. The Crown burden
is more onerous. Section 37(5) refers to information which would encroach upon a
specified public interest (est préjudiciable au regard des raisons d’intérét public
déterminées). Thus it is easier to have access to information if s. 37 (public interest) is
invoked, as opposed to s. 38 (international relations, national defence, national security)
or s. 39 (confidences of the Queen’s Privy Council for Canada); R. v. Minisini, 2008
QCCA 2188, par. 53; Babcock v. Canada (Attorney General), [2002] 3 S.C.R. 3, par.
17-19.

[109] However, the Crown does not have to show, under s. 37, that the disclosure of
the information would necessarily encroach upon a specified public interest; R. v.

Minisini, 2008 QCCA 2188, par. 54; R. v. Allie, 2014 QCCS 2381, par. 10, 19.

[110] The mere assertion by the police or the Crown is insufficient to warrant a finding

of privilege. Proof of the allegation is required.

[111] In R. v. Allie, supra, par. 19, Huot J. stated :

Evidemment, une simple affirmation du Ministére public a I’effet que la divulgation de
renseignements risquerait de dévoiler une technique d’enquéte ou de compromettre la sécurité
d’un témoin est insuffisante. Une preuve doit étre faite & cet effet. Il convient cependant de
remarquer que cette derniére n’a pas a démontrer qu’une communication de I’information

47 Crown's Reply and Annexes, R-25c)i),Tab 1, par. 3; Factum of the amicus curiae, September 8,

2015, par. 24.
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entrainerait nécessairement 1’effet pervers appréhendé. ...

[112] Investigative techniques privilege was recognized in R. v. Meuckon, [1990]
B.C.J. No. 1552 (C.A.). An undercover police officer testified that he simulated the
ingestion of cocaine during his contacts with the accused. The defence wanted to show
that it could not be done effectively, that he must have ingested the cocaine, and that
his testimony was not credible. Crown privilege was claimed under s. 37 of the Canada

Evidence Act.

[113] The British Columbia Court of Appeal (par. 25-27) specified the procedure to

follow when the privilege is claimed:

If an objection is made, and the public interest is specified, then the trial judge may examine or
hear the information in circumstances which he considers appropriate, including the absence of
the parties, their counsel, and the public. Whether the trial judge does hear or examine the
information, or whether he does not, the trial judge may then either uphold the claim of Crown
privilege or order the disclosure of the information either with conditions or unconditionally.

In my opinion, if the privilege is claimed in a criminal trial, the trial judge must decide first
whether the information might possibly affect the outcome of the trial. His decision on that
question may well be influenced by whether the trial is being conducted by a judge alone or by a
judge and jury. If a decision to uphold the claim of privilege and to prevent the disclosure of the
information could not affect the outcome of the trial, then the privilege claim should generally be
upheld. But if the decision to uphold the claim of privilege might affect the outcome of the trial,

then the trial judge must consider whether the upholding of the claim of privilege would have the

effect of preventing the accused from making full answer and defence. If the trial judge concludes
that the claim of privilege would have that effect he should then consider giving the Crown the

alternative of either withdrawing the claim of privilege or entering a stay of proceedings. If the
Crown refuses to do either, then the trial judge may permit the introduction of the evidence
though the trial judge may impose whatever safeguards seem appropriate.

In short, the trial judge should consider whether the public interest in allowing the accused to
make full answer and defence to a criminal charge can be overridden by the interest asserted by
the Crown. The ultimate safeguard of the privileged information lies in the Crown's power to
enter a stay of proceedings.

[underlining added]

[114] Meuckon was followed in R. v. Richards, (1997), 100 O.A.C. 215. The Crown

objected to the disclosure of information regarding the location from which a police
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officer observed, from a nearby observation post, the sale of cocaine by the accused to
two undercover officers, as well as their automobile. The accused claimed that the
disclosure was relevant to the issue whether he was the trafficker. On the privilege
procedure under s. 37 of the Canada Evidence Act, the Ontario Court of Appeal stated
that the public interest privilege is a creature of the common law rules of evidence, that

s. 37 provides a mechanism for its resolution. The Court elaborated (par. 11):

...Disclosure of police investigative techniques is subject to a qualified privilege: R. v. Meuckon
(1990), 57 C.C.C. (3d) 193 (B.C.C.A.). Where the claim is made, the judge must first decide
whether the information sought is relevant to an issue in the proceedings. Second, if relevant,
evidence of the investigative techniques used will not be disclosed if the public interest in
effective police investigation and the protection of those involved in, or who assist in such
investigation, outweigh the legitimate interests of the accused in disclosure of the techniques.

[115] Binder J. in R. v. Trang, 2002 ABQB 19, par. 49-50, explained the rationale
behind the privilege:

The jurisprudence clearly supports a common law privilege in relation to investigative
technique, where warranted...

Clearly, disclosure of investigative techniques may in some cases compromise ongoing
investigations and put officers or civilians at risk; it might also cause criminal offenders in the
future to modify their activities in order to avoid detection. There may be other justifications for
non-disclosure of investigative techniques which are specific to the technique in question.

[116] Binder J. then categorized the privilege invoked as a qualified privilege which

means it is subject to review and balancing by the Court (par. 55):

Investigative techniques, ongoing investigations and safety of individuals are well recognized
common law privileges. To distinguish them from communication based privilege and avoid the
confusion created by the use of communication privilege terminology, I would categorize them as
"qualified privileges". In accordance with the jurisprudence, these privileges are subject to review
and balancing by the Court of the public interest served by the privilege against the importance of
the information to the right of an accused to make full answer and defence.

[117] In R. v. Toronto Star Newspapers Ltd., [2005] O.J. No. 5533 (S.C.), par. 14,

Nordheimer J. indicated that allowing the investigative technique to remain concealed
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"is a basis for secrecy that is, however, fairly narrow in its application and one that of

necessity needs to be determined on a case by case basis."

[118] The following cases deal with the investigative technique or a similar public
interest privilege raised in a variety of cases which illustrate the manner in which judges
strike the balance between the public interest in law enforcement and the right of the
accused to make full answer and defence; R. v. Minisini 2008 QCCA 2188; R. v.
Boucher, 2006 QCCA 668; R. v. Pearson, [2002] J.Q. no 3541 (CA) (certain protective
measures agreed to between a witness and/or accomplice and the state);
R. v. Meuckon, [1990] B.C.J. No. 1552 (C.A) (undercover officer’'s simulated ingestion of
cocaine); R. v. J.J., 2010 ONSC 385 (location of concealed police firearm); R. v. Lam,
2000 BCCA 545; R. v. Blair, [2000] O.J. No. 3079 (C.A.); R. v. Richards, (1997), 100
0O.A.C. 215; R. v. Thomas, [1998] O.J. No. 1400 (Ct. J.) (observation post); R. v.
Toronto Star Newspapers Ltd., (2005), 204 C.C.C. (3d) 397 (Ont. S.C.) (forensic
accountants retained by the Crown or the RCMP regarding victim corporation); R. v.
Gerrard, (2003), 56 W.C.B. (2d) 564 (Ont. S.C.) (GPS tracking device); R. v. Allie, 2014
QCCS 2381 (the installation and components of video cameras and the transmission of
images recorded); R. v. Guilbride, 2003 BCPC 176 (the location of a satellite tracking
device and the circumstances of its installation on a boat); Bégin v. R., 2005 QCCA 213;
Hernandez v. R., [2004] J.Q. 11285 (C.A.); R. v. Boomer, (2000) 182 N.S.R. (2d) 49
(N.S.S.C.); R v. Smith, 2009 ABPC 88; Stetson Motors Corp. v. Peel (Regional
Municipality) Police Services Board, [1996] O.J. No. 4632 (C. J.) (secondary locations of
serial (VIN) numbers in automobiles or motorcycles); R. v. Provenzano, [2003] O.J. No.
474 (S.C.) (lack of VINs to establish stolen vehicles and parts); R. v. Desjardins (1990),
61 C.C.C. (3d) 376 (Nfld. S.C.) and R. v. Rizzuto, [1991] N.J. No. 14 (Nfld. S.C.) (police
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wiretap in hotel rooms used for consultations between accused and their lawyers;

privilege raised re withess subpoenas and contents of the packet).

‘Information Already in the Public Domain

[119] Defence arguments have argued that much of the information which the Crown

wishes to protect, with respect to the MDI, is in the public domain.

[120] In R. v. Durette, supra, p. 497, with respect to excerpts of a wiretap affidavit that

were not redacted, hence public, at a previous trial, the Supreme Court held:

.. non-disclosure can only be justified on the basis that disclosure will prejudice the interests of
informants, innocent persons or the law enforcement authorities and that such prejudice overbears
the interests of the accused. If, however, the information has ceased to be confidential, then the
justification for non-disclosure disappears. ...

[121] The Crown urges the Court to follow certain passages of Canada (Attorney
General) v. Commission of Inquiry into the Actions of Canadian Officials in relation to
Maher Arar, 2007 FC 766. In this case, the Attorney General of Canada applied under s.
38.04 of the Canada Evidence Act for an order from the Federal Court prohibiting the
disclosure of certain redacted portions of the public report issued by the Commission,
on the basis that disclosure of this information would be injurious to international

relations, national defence or national security.

[122] Referring to Babcock v. Canada (Attorney General), supra, Noél J. said (par. 54):

Although Babcock, above, deals with section 39 of the CEA, the same principle applies in the

section 38 of the CEA context, namely that information in the public domain cannot be protected
from disclosure. ...

[underlining added]



-99 -

. v, Mirarchi I, November Mi r
40-01-063428-14 mmon Law Judgemen

540-01-063428-141 PAGE: 46

[123] He referred (par. 55) to Attorney General v. Observer Ltd et al, [1990] 1 A.C. 109
(H.L.) in which Lord Brightman wrote (p. 267):

The Crown is only entitled to restrain the publication of intelligence information if such
publication would be against the public interest, as it normally will be if theretofore undisclosed.

But if the matter sought to be published is no longer secret, there is unlikely to be any damage to

the public interest by re-printing what all the world has already had the opportunity to read.

[underlining by Noél J.]

[124] Noél J. pointed out limits to the public domain rule (par. 56):

I note that the rule that information available in the public domain cannot be protected from
disclosure is not an absolute. There are many circumstances which would justify protecting
information available in the public domain, for instance: where only a limited part of the
information was disclosed to the public; the information is not widely known or accessible; the
authenticity of the information is neither confirmed nor denied; and where the information was
inadvertently disclosed.

[underlining added]

[125] But in Arar, the Court was not faced with an individual accused with a crime or
threatened by criminal prosecution and imprisonment. Maher Arar is a Canadian citizen,
who was never charged with any criminal offence. Thus where an individual faces "no
risk of the stigma of conviction, the justification for such a strict standard is accordingly
diminished",*® whereas in the present case, the accused (except Racaniello) are
charged with first degree murder and conspiracy to commit murder and face the most

severe penalties in Canadian criminal law. Therefore, reference to Arar is not helpful.

[126] As the Supreme Court reasoned in Michaud v. Québec, [1996] 3 S.C.R. 3, par.
49:

... Where an individual does not face the jeopardy of the criminal process, I believe that greater
weight must be attached to state's interest in confidentiality. ... Pursuant to this contextual
approach, we have noted that the content of the legal rights of the Charter will often be

48 Michaud v. Québec, [1996] 3 S.C.R. 3, par. 50.
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interpreted more flexibly where the relevant state action does not threaten the individual with the
risk of imprisonment. ...
ANALYSIS

[127] The exclusion of defence counsel from the ex parfe hearings has created an
imbalance; however, the participation of Me Kapoor, a competent security-cleared

counsel, as amicus curiae, has levelled the playing field.

[128] The Court underlines that the cornerstone of the police investigation and the
Crown’s evidence consists of intercepted Pin to Pin communications, as well as cellular

phone identifications captured by the deployment of the MDI device.

[129] In a case such as this one, where all of the accused (except Racaniello) are
charged with the most serious offence in the Criminal Code, the Court must measure
carefully the connection and proximity of crucial relevant information to the ability of the

accused to make full answer and defence in the context of a fair trial.

[130] The Crown has a common law duty and a constitutional obligation to disclose
information in its possession or control that is likely relevant to the charges against the
accused; R. v. Stinchcombe, supra. The accused have a statutory right pursuant to s.
650(3) of the Criminal Code, and a constitutional right under s. 7 of the Canadian
Charter of Rights and Freedoms, to make full answer and defence. Thus the accused’s
right to make full answer and defence and the entitlement to full disclosure are
entrenched in s. 7 of the Charter. The accused also have a constitutional right under s.
11(d) of the Charter to be presumed innocent until proven guilty according to law in a

fair and public hearing by an independent and impartial tribunal.
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[131] Sufficient disclosure leads to meaningful instructions to defence counsel and, it is

expected, a more efficient and fair trial.

[132] Investigative techniques privilege invoked by the Crown would deny such

disclosure of information that the accused would ordinarily be entitled to receive.
[133] The state does not have a constitutional right to privilege.

[134] It is agreed by Crown and defence counsel that the privilege invoked in this
matter is a case by case privilege, which is based on content, rather than a class
privilege which is based on the nature of the relationship (informer privilege; solicitor-

client privilege).

[135] The significance of the police role in the maintenance of law and order and the
protection of the public is indisputable. In carrying out this role "the state's interest in
protecting the confidentiality of its investigative methods and police informers remains
compelling. The reality of modern law enforcement is that police authorities must
frequently act under the cloak of secrecy to effectively counteract the activities of
sophisticated criminal enterprises".*® At the same time, there continues to be a concern

about the limits of acceptable police action.

[136] In determining whether the privilege should apply to the information, in all or in
part, the Court must examine the relevance, and connection or proximity, of the

information in question, to the accused'’s right to make full answer and defence.

49" Michaud v. Québec, [1996] 3 S.C.R. 3, par. 51.
% R v. Mentuck, [2001] 3 S.C.R. 442, par. 51.
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[137] The Crown must do more than simply assert investigative privilege. It is not all

information that is so sensitive that it is worthy of the shield of privilege.

[138] In deciding which - disclosure or privilege - outweighs the other, the Court must
balance the state interests in protecting sensitive investigative techniques in effective
law enforcement against the accused’s right to make full answer and defence at a fair

trial.

[139] The Court underlines that the Crown is not seeking privilege in connection with

an ongoing investigation.

[140] The Crown, in its written reply to the MDI motion,?' comments on case by case
privilege. However, the Crown then supports its argument with quotes from a section
entitled "Le Priviléege de la Protection des Témoins" in an article by Pierre Lapointe, Les
privileges en droit criminel du point de vue du poursuivant, %2 in which the author deals
with informer class privilege. The policy and basis of the two classes of privilege are
fundamentally different. The extent of the trial judge’s power is not the same with
respect to the two classes. Furthermore, the Crown states in its written reply that police
investigative techniques have "consistently, across jurisdictions, been protected by the

Courts".*® This is not accurate.

[141] Investigative techniques privilege has been rejected in certain cases and

accordingly, the investigative technique was disclosed.

51

= Crown'’s Reply to Motions Concerning MDI Technique (R-32 & R-32a), par. 27.

Published in Développements récents en droit criminel 2008, Barreau du Québec, vol. 298,
Cowansville, Editions Yvon Blais, 2008, p. 97.

% Crown’s Reply to Motions Concerning MDI Technique (R-32 & R-32a), par. 27.
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[142] In R. v. Toronto Star Newspapers Ltd., (2005), 204 C.C.C. (3d) 397 (Ont. S.C.),
the Crown invoked investigative technique privilege. Nordheimer J. rejected the

argument (par. 15-16):

In this case, the Crown has adopted an interpretation of investigative technique that is both
remarkably broad in its scope and extremely vague in its boundaries. ...

I do not accept that revealing that forensic accountants have been retained by the Crown or the
RCMP to assist in a case of alleged commercial fraud would come as a surprise to anyone nor do
I see how its revelation would render that investigative technique ineffective in the future. I also
fail to see how the revelation of the analyses done by those accountants could impair this or
future investigations. There is nothing to suggest that BDO Dunwoody is using some novel or
unique form of forensic accounting that has not, until now, been applied to such an investigation.

see also R. v. Provenzano, [2003] O.J. No. 474 (S.C.); R. v. Lam, 2000 BCCA 545, par.
41-44; R. v. Desjardins (1990), 61 C.CC. (3d) 376 (Nfld S.C.) and R. v. Rizzuto, [1991]
N.J. No. 14 (Nfld S.C.).>*

[143] In other cases, for example, the privilege was upheld with respect to the location
of secondary serial or VIN numbers in automobiles or motorcycles, as the evidence of
the secondary VIN number would not affect the ability of the accused to make full
answer and defence. This is a far different situation than that in which information would
allow the defence to challenge the existence and accuracy of the Pin to Pin messages
and the identity of the communicators. These messages go to the core of allegations of

guilt.

[144] The following excerpts from these VIN cases are noteworthy:

In Hernandez v. R., [2004] J.Q. 11285 (C.A.), par. 75-76, the Quebec Court of Appeal®®
reasoned:

Il importe de bien saisir la portée de cette opération manufacturiére; elle permet d'établir la

% Although in another context, see also Montréal (Ville de) v. Perreault, 2013 QCCS 1667, par. 54, with
respect to the public accessibility of safety mechanisms on police holsters.
See also Bégin v. R., 2005 QCCA 213, par.15-18.
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véritable identité du véhicule et de le relier & son propriétaire légitime. En soi, ces numéros de
série secondaires ne font pas la preuve que le véhicule fut volé et encore moins, le cas échéant,
par qui le vol fut commis.

...en soi, le numéro et son emplacement ne permettent pas d'établir la culpabilité de I'accusé.
Similar comments were made by Goodfellow J. in R. v. Boomer (2000), 182 N.S.R. (2d)
49 (N.S.S.C.), par. 59:

It should be noted that the primary purpose of the secondary VIN numbers is not to prove that
the motor vehicle was stolen or that it was stolen by the accused or that it is a stolen vehicle in the
possession of the accused. The primary purpose is to determine the true registered owner and in
so doing, this does not inhibit an accused from asserting the Crown's onus of proof beyond a
reasonable doubt and maintaining the establishment of the true registered owner does not
establish a lack of colour, right or interest of the accused's consent, etcetera, in the possession of
the motor vehicle, nor does it establish the motor vehicle itself has been stolen, ectetera.

[underlining added]
Finally in R. v. Smith, 2009 ABPC 88, (par. 19, 20), Rosborough J. stated:

In the context of the system of secondary VIN identification, the balancing function must take
into account the limited effect of that evidence on the accused's ability to make full answer and
defence. In essence, secondary VIN identification systems operate to establish the true identity of
a motor vehicle. They do not prove that the vehicle was stolen. They do not prove that the
accused knew it was stolen. Thev do not prove that the accused had possession of the motor
vehicle. And they do not prove that the accused took, obtained, removed or concealed anything or
otherwise undertook any dealings with the motor vehicle for a fraudulent purpose or with the
intent to defraud a person. The impact of this evidence on the accused's ability to make full
answer and defence is significantly limited.

The impact of secondary VIN evidence on the right to make full answer and defence is also
more limited than evidence surrounding other confidential police investigative techniques.
Surveillance or observation posts may operate to identify the accused as the perpetrator of a
crime. They may provide proof of commission of the crime itself. It is for this reason that
observation post privilege is qualified so as to permit questioning about, for example, the
observer's distance from the object of his observation or the presence of obstructions to visibility.
See: Ripe for Resolution: A Critique of the Surveillance Post Privilege, op cit.

[underlining added]

[145] These excerpts distinguish the application of investigative techniques privilege in
those cases from the present matter in which the requested privilege would shield

information which is the foundation of the prosecution.
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[146] The effect on full answer and defence in the VIN cases is far different from the
present case where the Crown’s position would block the defence from mounting any
effective challenge to the existence and accuracy of the Pin to Pin messages and the
identity of the communicators. Without this evidence, the Crown has publicly stated that
it has no case and the accused (except possibly Simpson, although the Crown’s
position is unclear) will be acquitted. These messages therefore, are the essence of this
case. If they are inaccurate or unreliable as a result of the decryption process, or if the
identification via MDI of the senders and recipients of messages is unreliable, the

outcome of the trial is affected. These are compelling circumstances.

[147] The Crown asserts that their investigative techniques identified the accused
using specific cell phones at specific times. However, the Crown claims privilege over
interception travel paths, decryption of intercepted messages, the type of MDI device
and its capacities.®® These techniques, particularly the global key and the MDI, may
contain exculpatory information yet the Crown refuses to disclose this information on the

basis of privilege.

[148] Defence counsel should not be compelled, at this stage, to demonstrate the
specific use to which they might put information which they have not even seen.®” Defence

counsel have not seen or heard evidence put forward at the ex parte hearings.

[149] The Crown focuses on the public interest, being "the protection of the capacity of
the state to investigate and fight criminality".°® The prevailing preoccupation of the

police is that those individuals in the criminal milieu will become aware of police

% Mirarchi's Factum (R-32), par. 42.
" R.v.Durette, [1994] 1 S.C.R. 469, p. 499.
% Crown's Reply and Annexes, R-25c¢)i),Tab 1, par. 2.
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investigative methods and will then be able to develop methods to expose and
circumvent law enforcement’s ability to intercept, thereby avoiding detection and

endangering the community.>®

[150] However, when a police technique is a central feature behind evidence obtained
against the accused, the public interest does not weigh the balance in favour of a
privilege overriding the accused’s right to make full answer and defence and their

entitiement to disclosure of all relevant information. °

[151] Moreover, the foundation for invoking investigative privilege is undermined once
the police method or technique is publicly known. While the deployment of a publicly

known technique may'be sensitive, the actual technique itself is not.

[152] Many police techniques, some with a statutory basis, are so well known that a
claim of privilege would not stick. For example, investigative techniques such as
wiretap, various bugs, radar, videos, and breathalyzers, undercover officers and
informers, police infiltration, surveillance, covert entries, and Mr. Big operations have
been in the public domain for many years and involve inherent risk and danger to the
police. Scientific analyses such as DNA and fingerprint comparison have also been in
the public domain for many years. Accused individuals have been challenging the
collection of evidence obtained via these public techniques on an ongoing basis.
Notwithstanding this public knowledge, crimes have been detected as a result of these

techniques for decades. The use of a particular technique may be confidential, but it is

59

. Ex parte testimony of Mark Flynn, June 30, 2015, pp. 2-3.

With respect to security certificates under the scheme in the Immigration and Refugee Protection Act,
see Canada (Citizenship and Immigration) v. Harkat, [2014] 2 SCR 33, par. 56; Charkaoui v. Canada,
[2007] 1 S.C.R. 350, par. 19-20; Charkaoui v. Canada, [2008] 2 S.C.R. 326, par. 50.
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not necessarily privileged. Besides, police investigative techniques in crime detection,
and actions taken by those individuals attempting to avoid crime detection, evolve
alongside changes in technology. What is unknown or novel today is not as time

marches on. The Court points out that this investigation took place four years ago.

[153] At the outset of these proceedings, the RCMP and the Crown asserted that all of
the information over which privilege was claimed was not publicly known. As
proceedings on the motion progressed and police witnesses were challenged on cross-
examination, the RCMP and the Crown now acknowledge that much of the information

is largely public but that its utilization by the RCMP is not known.®"

[154] Upon review of the applicable jurisprudential and doctrinal principles referred to

above, as regards this common law privilege claim, the Court balances the following

factors:

1. the sensitivity of the investigative technique and the impact disclosure
would have on the present case and on future investigations;

2. the length of time that has passed since the investigative technique was
utilized;

3. the circumstances in which, and the extent to which the investigative
technique has been made public; whether the technique is truly public or
whether the accused learned of it through improper means;

4, the good faith or bad faith of law enforcement and/or the Crown in
invoking the privilege; whether the privilege claim is motivated by
something other than a genuine concern for the secrecy of the
information;

5. the nature of the criminal charge weighing against the accused;

6. the effect of disclosure or non-disclosure on the public perception of the
administration of justice;

7. whether the information sought is relevant to an issue in the proceedings

to the extent that it may possibly affect the outcome of the trial;

61 Factum of the amicus curiae, September 8, 2015, par. 29; EP-32.28.
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8. if relevant, whether the public interest in effective police investigation and

the protection of those involved in such investigations, outweigh the
interests (public and individual) in protecting the legitimate right of the
accused to receive disclosure of information with respect to the
investigative police techniques, in the exercise of the accused's right to
make full answer and defence;

9. in considering relevancy, the Court may examine:

(i the proximity and connection of the information to triable issues;

(ii) whether there is other evidence of guilt unrelated to the information;

(iii) whether the information is the source of the sole evidence
incriminating the accused.%?

[155] In deciding whether to disclose information under s. 37 of the Canada Evidence
Act, s. 37(5) requires the Court to balance whether the public interest in disclosure
outweighs in importance the specified public interest that would be encroached upon.
The Court is of the view that the factors referred to with respect to a common law

privilege claim would apply equally under s. 37.%

[156] On the brink of trial, and in the event of a rejection of a claim of investigative
privilege, the Crown has alternatives, such as: conducting the trial and disclosing the
information over which privilege is sought; continuing without the information in
question; or protecting the information in question by measures such as publication

bans and/or in camera hearings, or finally, by staying proceedings.®* Inspector Flynn

%2 R. v. Meuckon, [1990] B.C.J. No. 1552 (C.A.), par. 25-27; R. v. Richards, (1997), 100 O.A.C.

215, par.11; R. v. Trang, 2002 ABQB 19, par. 55; Attorney General of Canada v. Commission
of Inquiry into the Actions of Canadian Officials in relation to Maher Arar and Maher Arar,
2007 FC 766, par. 55 (reference to the judgment of Scoit J. of the Chancery Division, referred
to and upheld by the House of Lords in Aftorney General v. Observer Ltd et al, [1990] 1 AC
109); Alan W. Bryant, Sidney N. Lederman, Michelle K. Fuerst, The Law of Evidence in
Canada, 4th ed., Markham, LexisNexis Canada, 2014, par. 15.46; S. Casey Hill, David M.
Tanovich & Louis P. Strezos, McWilliam’s Canadian Criminal Evidence, 5™ ed. Toronto,
Canada Law Book, 2013, loose-leaf updated 2015, Part 111, vol. 1, ch. 13-14.

Crown's Reply and Annexes, R-25c)i),Tab 1, par. 3; Factum of the amicus curiae, September 8,
2015, par. 24,

8 R.v. Parmar, [1987] O.J. No. 567 (S.C.), par. 47-49, affd by [1989] O.J. No. 2314 (C.A.).

63
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referred to a case where the RCMP preferred to protect police techniques rather than

continue with the prosecution.®®

[157] In the special context of s. 38 of the Canada Evidence Act, the Court refers to
the following remarks of the Supreme Court in R. v. Ahmad, [2011] S.C.R. 110, par. 2,
78:

We acknowledge at the outset that in some situations, the prosecution’s refusal to disclose
relevant (if sensitive or potentially injurious) information in the course of a criminal trial may on
the facts of a particular case prejudice the constitutional right of every accused to “a fair and
public hearing” and the separately guaranteed right “to be tried within a reasonable time”
(Charter , ss. 11 (d) and (b), respectively). Where the conflict is irreconcilable, an unfair trial
cannot be tolerated. Under the rule of law, the right of an accused person to make full answer
and defence may not be compromised. ...

As we have stated, co-operative arrangements between the prosecution and the defence are
to be encouraged, as they have the potential to greatly facilitate complex trials for all parties
involved and to reduce the strain on judicial resources. However, the defence is under no
obligation to cooperate with the prosecution and if the end result of non-disclosure by the Crown
is that a fair trial cannot be had, then Parliament has determined that in the circumstances a stay
of proceedings is the lesser evil compared with the disclosure of sensitive or potentially injurious
information.

THE RCMP’S INTERCEPTION OF MESSAGES (R-25) (manner and capabilities)

1. Location on the travel path of the RCMP’s intercept solution, which includes
the actions that are necessary to expose the communications to the RCMP
equipment to facilitate the intercept

[1568] The Crown has filed, on public record, material in its Reply and Annexes
including a report from Inspector Flynn®® regarding the RCMP BlackBerry intercept

System used to intercept Pin to Pin and BBM communications in Projet Clemenza; as

®  Ex parte testimony of Mark Flynn, July 2, 2015, pp. 49-50.
% R-25¢c)i)a), Tab 2.
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well as an expert report from Sergeant Patrick Boismenu®’ regarding the accuracy of

messages intercepted.

[159] With respect to the location on the travel path of the RCMP’s interceptions, a

review of the evidence at the ex parte hearings demonstrates that interceptions took

place T e v ) S

@ ° n an excerpt of his testimony that was not redacted, Inspector Flynn said

that "information is then forwarded to our Ofttawa office where it is decoded and

rendered intelligible".”

[160] Inspector Flynn testified that "to intercept the communications as they travel a
normal path, is very sensitive to us because if somebody knows where that equipment
is deployed, they would, in this Internet enabled world, be able to develop solutions to

circumvent some of those".”? He later responded:

THE COURT: Q You’re not talking about geographical location, you’re talking about the
systems that are being used regardless of where the RCMP has their equipment.

Inspector Mark FLYNN: That is correct. Sometimes there is geographical consideration, but it is
more the virtual path that is the most signiﬁcant.73

[161] Inspector Flynn further testified that the interception location does not assist in
establishing the location of the user of the BlackBerry device, with respect to Pin to Pin

and BBM communications, and is not relied upon for that purpose.’™

87 R-25c)i)b), Tab 6.

% RCMP report, EP-32.27, pp. 1-2; ex parte testimony of Mark Flynn, June 30, 2015, pp. 42-43.

8 RCMP report, EP-32.27, pp. 1-2.

" RCMP report, EP-32.27, p. 2.

" Ex parte testimony of Mark Flynn, June 30, 2015, p. 43; see also Crown's Reply and Annexes, R-
25c)i)a), Tab 2, par. 11-24 (Inspector Flynn's report, which is not redacted).

Public testimony of Mark Flynn, November 11, 2014, p. 78.

Public testimony of Mark Flynn, November 11, 2014, p. 87.

Ex parte testimony of Mark Flynn, June 30, 2015, pp. 56-57; public testimony of Mark Fiynn,
November 11, 2014, p. 83; public testimony of Mark Flynn, November 17, 2014, pp. 139, 143-145.

72
73
74
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[162] Moreover, four years later in 2015, as Me Kapoor states, "there is no longer an
investigative imperative to have the RCMP equipment installed _

Bl Gl TR L ST

[163] The following exchange at the ex parte hearing explains:

Justice Michael STOBER: Q161. Why did you have to go_

Inspector Mark FLYNN:

We could go anywhere along the
communication path

Justice Michael STOBER: Q162. (i NG

Inspector Mark FLYNN:

Justice Michael STOBER:

Inspector Mark FLYNN: That is correct.’®

Jusice Michacl sTOBER: Q1. (N

Inspector Mark FLYNN:_

Justice Michael STOBER:

Inspector Mark FLYNN: That’s correct.”’

S EP-32.29, (written argument of amicus curiae, September 14, 2015), p. 7.

Ex parte testimony of Mark Flynn, June 30, 2015, pp. 42-43.
7 Ex parte testimony of Mark Flynn, June 30, 2015, p. 43.
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[164] The RCMP requested RIM’s assistance when Pin to Pin messages were
intercepted. The Court refers to the Quebec Authorization to Intercept Private
Communications,’® as well as RCMP Cst. Jason Morton’s affidavit upon an application
for a Confirmation Order and Sealing Order,”® with respect to compliance with the
assistance portion of the Quebec Authorization, in Ontario. Crown and defense counsel
confirm that a confirmation order was issued by the Ontario Superior Court on October
5, 2010. Furthermore, "comfort letters" were sent from the RCMP to RIM, pursuant to
the authorization, requesting RIM’s assistance in taking the appropriate steps and

proceeding with configurations to ensure successful interceptions of certain devices.®

[165] The fact that RIM or telecommunications service providers allowed RCMP
access to equipment to expose target communications to the RCMP BlackBerry

intercept and processing system is not privileged and must be disclosed.

[166] Inspector Flynn testified about the impact of a disclosure _order_

do not give rise to privilege.

[167] Although the RCMP prefers not to d_is_c_:lose_ that interce_pt_ion___(_aquipment was

installed () -d that the

8 R-25.14, par. 12, 29-31.
® R-25.6, par. 12.

% R-25.3, R-25.4, R-25.5.
8 Ex parte testimony of Mark Flynn, November 11, 2014, p. 3, June 30, 2015, pp. 59-60; public

testimony of Mark Flynn, November 11, 2014, pp. 81-82.
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intercepted information was forwarded to Ottawa for decrypting, these are not matters

that fall under the umbrella of investigative privilege and must be disclosed.

[168] The Court finds that disclosure of these facts would allow the defence to evaluate
the scope and impact, if any, of such information. In the Court’s view, this would not
impair law enforcement’s ability to investigate and detect crime, nor would it jeopardize

this or future police investigations.

[169] With respect to police actions that are necessary to expose the communications
to the RCMP equipment to facilitate the intercept, the Court underlines that Crown
counsel and the RCMP have agreed to a demonstration in the presence of defence
counsel. Counsel advise the Court that this demonstration took place on November 4,
2015. Therefore, the Court is of the view that, at least at the present time, its

intervention on this point is not required.

2. A demonstration of the interception software that exposes the user interface
and the capabilities of the system, which would show what the RCMP is able and
not able to do

[170] As mentioned, Crown and defence counsel have agreed to such a
demonstration, thus this question is no longer an issue. Such a demonstration would

assist the defence in understanding how the RCMP equipment intercepted the

communications.

3. Role, if any, of Research in Motion (RIM) in the interception and decoding
process
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[171] As mentioned, the RCMP requested RIM'’s assistance when Pin to Pin messages
were intercepted. The Court has referred to the judicial authorization to intercept, the

application for a confirmation order in Ontario,® and comfort letters.

[172] However, these letters or judicial authorizations did not require RIM-

[173] No court order or comfort letters were produced regarding Rogers.

[174] The Court holds that the extent of the participation of RIM and Rogers, or other
telecommunications service providers, if any, may be disclosed without jeopardizing this

or future police investigations.

[175] A major concern for the RCMP—is to avoid negative

publicity for RIM and to protect its collaborative relationship with RIM on technical

issues which contribute to the interception process. It is not a good marketing to work

with the police, according to Inspector Flynn.3® He stated:_
_ P—— __ el |

[176] Inspector Flynn further stated:

Crown and defence counsel confirm that a confirmation order was issued by the Ontario Superior
Court on October 5, 2010.

Public testimony of Mark Flynn, November 11, 2014, pp. 81-82.

Ex parte testimony of Mark Flynn, June 30, 2015, p. 34.

Ex parte testimony of Mark Flynn, November 11, 2014, p. 3.
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[177] The Court notes that the only witness heard on this issue was Inspector Flynn;

his testimony on this point was self-serving and weak. No witness was called from RIM.

[178] The Court cannot decide the issue of privilege, upon considerations as to
whether an adverse impact on RIM’s business interests or commercial success will
diminish its willingness to cooperate with the RCMP. These concerns must give way to

the accused’s ability to make full answer and defence.

[179] The Court has concerns with testimony of Inspector Flynn when questioned as
regards his view of the various justice system participants and whether they could be
trusted with the information sought. This testimony was in relation to a hypothetical
situation presented by Me Kapoor, the amicus curiae,®® in which information sought by
the defence in R-32 was disclosed, and the part of the proceedings dealing with that
information is held in camera before jury and a publication ban ordered. Inspector Flynn

testified that:

0] with respect to the Crown, he relied on their professional ethics and good
faith;

(ii) he trusted the Court staff;
(i)  he trusted the presiding Judge;

(iv)  with respect to the defence lawyers, he did not know their "histories" or
"personalities" and "would need time to think about it"; even if defence
counsel, had security clearance at the highest level, as is the case with
the amicus, he was still not comfortable;

(v) he does not know who the jury is, the reputation of the jury, the persons
selected;

(vi)  he was concerned with dissemination and future use by the accused.®

8 See EP-32.29 (written argument of the amicus curiae, September 14, 2015), p. 10.
Ex parte testimony of Mark Flynn, July 2, 2015, pp. 68-69, 137-141.
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[180] When asked if the choice were to stay the prosecution or to disclose the
information, he said that he would need more time to think about that. However, upon
further questioning by the amicus, he seemed open to considering disclosure at trial

with the implementation of certain protections.®

[181] Such evidence raises the question, "who are the decision-makers on the

privilege issues - the Crown or the police"?

[182] In his testimony, Inspector Flynn distinguished SMS text messages from BBM,
Pin to Pin and email messages. Both travel through towers but on different pathways.
SMS text messages travel on a cellular telephone data connection pathway;
telecommunications service providers such as Bell or Rogers manage the connectivity -
the pathway of the communication - and the server. BBM, Pin to Pin and email
messages travel on an Internet connection pathway; telecommunications service
providers, such as Bell or Rogers, manage the connectivity - the pathway of the
communication - whereas RIM manages the servers. Wi Fi is another means to send
Pin to Pin, BBM or emails.3® With Pin to Pin and BBM messages sent or received, both

devices used during the period of this investigation had to be BlackBerrys.*

[183] Pin to Pin and BBM messages travelling through BlackBerry Internet Server
(BIS) are encrypted with a global encryption key built into the device. The global key is
the same for all BlackBerry devices. It secures communications between these devices.

Messages from the sender to a recipient are converted by a BlackBerry encrypting

88

s Ex parte testimony of Mark Flynn, July 2, 2015, pp. 140-146.

Public testimony of Mark Flynn, November 11, 2014, pp. 43-52,125-133, November 17, 2014, pp. 79,
83-85, 102.

% Ex parte testimony of Mark Flynn, June 30, 2015, p. 45.
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algorithm. The message is then decrypted through this global key in order to be
readable and comprehensible. PGP is an additional protective security layer.® The
Court notes that the Crown initially objected on privilege grounds to a question as to
whether PGP protected Pin to Pin communications.® However, at a later date,
Inspector Flynn, in cross-examination stated that he was not claiming privilege on this

point; the Crown did not intervene.®

[184] Messages travelling through BlackBerry Enterprise Server (BES) are encrypted
by the BES administrator responsible for those users who are participants in the BES; in

these cases, a different unique key is utilized.®* However, it has been explained at the

ex parte hear s (D

[185] In the present case, the RCMP installed equipment to intercept the accused’s

messages. MD5 Hash tags are an algorithm that established the continuity of the

messages thereby ensuring the integrity of the data as it arrived.—
SIS T _ ST The

RCMP was then able to decrypt digital intercepted messages in order that they be

converted into the readable and comprehensible format in which the originator of the

message created i (D
_ The fact that "[tthe RCMP uses a system to

¥ Crown's Reply and Annexes, R-25c)i)a), Tab 2, par. 5, (Inspector Flynn’s report); public testimony of

Mark Flynn, November 11, 2014, pp. 50-51, November 17, 2014, pp. 86-87.
2 pyblic testimony of Mark Flynn, November 17, 2014, pp. 168-169.
% public testimony of Mark Flynn, July 16, 2015, pp. 66-67.
% Crown's Reply and Annexes, R-25¢)i)a), Tab 2, par. 6, (Inspector Flynn’s report).
%5 Ex parte testimony of Mark Flynn, November 11, 2014, pp. 25-27.
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decode and render the intercepted data into human readable communication" has been

disclosed to the defence.®

[186] In his public testimony, Inspector Flynn said:

...S0, would I properly identify which traffic was associated with a particular device, would intercept that
traffic, forward it to various communication paths where we then had equipment that would verify the
filtering, take that communication, reverse the process that was applied by the device and turn it back into
an intelligible product. ...

...the majority of the components that are involved in intercepting and rendering the communications
readable is developed...by the RCMP.

...We have to reverse the encryption, the encoding and so on, that was applied to the communications
when it was first sent by the sender...%’

11671 Inspector Fiynn testiied trat (R

O - * (rspector Fiynn's

testimony with respect to_as

well as on other matters, is vague and not consistent throughout. In and of itself, it is not

sufficiently reliable to support a privilege claim.

86

Crown’'s Reply and Annexes, R-25c)i)a), Tab 2, par. 8, 11-24, 30-31 (Inspector Flynn’s report); public
testimony of Mark Flynn, November 11, 2014, pp. 5§7-58, 64-72, 119-121, November 17, 2014, pp.
157-167; see also ex parte testimony of Mark Flynn, November 11, 2014, pp. 24-26, June 30, 2015,
pp. 33-37; in another context, see Mirarchi's Application Record, Tab 4, Exhibit L - Daehyun Strobel,
IMSI Catcher, Seminararbeit, Ruhr-Universitat Bochum, July 13, 2007, par. 2.1 & 2.6.

Public testimony of Mark Flynn, November 11, 2014, pp. 58, 60, 68.

Ex parte testimony of Mark Flynn, November 11, 2014, p. 24.

Ex parte testimony of Mark Flynn, June 30, 2015, pp. 33-36.

97
98
99
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[188] The fact that BlackBerry devices contain a global cryptographic key is in the
public domain.'® By resorting to the global key, the RCMP was able to decrypt the

intercepted messages.

[189] No evidence has been produced at either the ex parte or public hearings

[190] The process of decrypting messages is of prime importance to the accused.'®!
Since the global key unlocks Pin to Pin messages containing crucial evidence against
the accused that form the basis of first degree murder charges, an argument contesting

the relevance and proximity of this information is rejected.

[191] The Court adopts the following comments of the amicus curiae in his written

argument:

... Essentially, the Crown will lead PIN to PIN messages before the jury in a translated language,
English. The actual PIN to PIN message was delivered in a foreign language (code). The RCMP
translated those messages to English. The Crown now says that the defence cannot have access to
how the translation occurred. Yet, the Crown will lead the messages to the jury without proving
their accuracy. By suppressing the global key information, any attempt to determine the efficacy
and accuracy of the content of the PIN to PIN messages is frustrated.'®

[192] On balance, the global key must be disclosed and a privilege claim rejected.

[193] The remaining question is how the RCMP obtained the key_,_

:g? R-25.9, p. 4 (Government of Canada document on Security of BlackBerry Pin-to-Pin Messaging).
R-34.1, p. 3.
102 EP.32.29, (written argument of the amicus curiae, September 14, 2015), p. 4.
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— Inspector Flynn, in his disclosed report on the BlackBerry

Intercept System, discusses this RCMP process and compares it to the process of

converting the noises heard on a phone line, when a fax is sent, into a printed image on

paper.'®

[194] The Court fincs that, on baiance, (D
T ) - (roleen b

investigative privilege and must not be disclosed. It is the key itself that is relevant and

closely connected to the core issues and hence to full answer and defence,-

[195] The Court holds that, on balance, the global key - the algorithm and/or formula -
which was applied in order to render intelligible, unintelligible data, is not subject to
investigative privilege and must be disclosed. Without the key, the accused would not
be able to conduct a forensic analysis on their own. They would be required to take a

leap of faith that the "translation" of the intercepted messages by the RCMP is accurate.

[196] In the same way, imagine the scenario where an ancient hieroglyphic or
cuneiform tablet is translated into English or French. Of course, the original version in
the ancient language must be disclosed to the defence. How the translators obtained
the tool to translate the ancient language is not significant; what is significant is the
actual translator's tool, say the Rosetfta Stone or an equivalent which translated

unintelligible messages into English or French. The same reasoning would apply to

% Crown’s Reply and Annexes, R-25¢)i)a), Tab 2, par. 8, 11-24, 30-31; public testimony of Mark Flynn,
November 11, 2014, pp. 47, 60, 68, November 27, 2014, p. 43.
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intercepted Pin to Pin messages - unintelligible in their original form but rendered

intelligible with the global key.

[197] Itis this tool which must be disclosed.

[198] The defence should have the global key - the algorithm and/or formula - in order
to challenge the decryption of the messages obtained and/or to request an analysis by
an expert in order to determine if such an analysis is the same or different as that

carried out by the police.

THE MOBILE DEVICE IDENTIFIER (R-32)

1. The manufacturer, make, model and software version for the equipment used
by the RCMP while employing the MDI technique and confirmation that the device
is a cell site simulator

5. If they do exist, the Crown is not willing to provide a copy of any non-
disclosure agreement relating to the MDI device

[199] The police obtained a general warrant'®

authorizing use of the MDI. As well,
three renewals to a judicial authorization to intercept private communications authorized

the use of the MDI.'%

[200] The Crown is not claiming privilege with respect to the bare fact that the MDI was

used in the investigation of this case.

% No. 500-26-062901-107; see the general warrant (for the period December 17, 2010 to February 4,
2011), and the affidavit contained in Mirarchi's Application Record, Tab 2, Annex B, par. 1, Annex C,
par. 5.2 and 5.3.

1% No. 500-54-000076-105; in the three renewals (for the periods February 4, 2011 to February 25,
2012) referred to at par. 3 in both R-25 and R-32, the affiant obtained authorizations to similarly use
the MDI technique for the same reasons stated in the affidavit for the original general warrant
contained in Mirarchi's Application Record, Tab 2, Annex, B, par. 1, Annex C, par. 5.2, 5.3.
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[201] RCMP documents disclosed at the public hearing of this MDI motion expose its

use by the RCMP generally and in this investigation.'%

200 QR I R R S5 L 5

[203] Defence counsel has filed, in its Application Record, an affidavit of Me Megan

Savard,'®

an associate of Me Addario, in which she outlines material on the MDI which

is available to the public and includes academic literature and conferences,'® media

1 2

reports,'® transcripts of U.S. litigation,'"" U.S. legislation’'? and Harris marketing

material for cell site simulators available on the American Civil Liberties Association

113

website ' '° as a result of a Freedom of Information Act request.

[204] The MDI simulates a cellular tower in order to capture and identify known and
unknown cellular phones in the possession of targeted individuals.''* The MDI may also

capture known and unknown cellular phones in the possession of an untargeted

106 R-32.3, p. 2; Mirarchi's Application Record, Tab 3.

7 EP-32.25.

1% Mirarchi's Application Record, Tab 4.

% Mirarchi's Application Record, Tab 4, Exhibit A - Stephanie K. Pell & Christopher Soghoian, Your
Secret StingRay’'s No Secret Anymore (2014), Vol. 28, No. 1 Harvard J.L. & Tech. 1; R-32, Tab 4,
Exhibit C - Stephanie K. Pell & Christopher Soghoian A Lot More Than a Pen Register, and Less
Than a Wiretap (2013), 16 Yale J.L. & Tech. 134, see also, Tab 4, Exhibit L - Daehyun Strobel, IMS/
Catcher, Seminararbeit, Ruhr-Universitat Bochum, July 13, 2007.

Mirarchi's Application Record, Tab 4, Exhibit H - Jennifer Valentino-Devries, The Wall Street
Journal, September 22, 2011; Tab 4. Exhibit J - Matthew Braga, The Globe and Mail, September 15,
2014, Exhibit K - Ryan Gallagher and Rajeev Syal, The Guardian, October 30, 2011.

Mirarchi's Application Record Tab 4, Exhibit M - Testimony of Tallahassee police officer Christopher
Corbitt, (August 23, 2010) in State of Florida v. James L. Thomas, case no. 2008-CF- 3350A (Circuit
Court, 2" Judicial Circuit, Leon County, Fla.).

Mirarchi’s Application Record, Tab 4, Exhibit N.

Mirarchi's Application Record, Tab 4, Exhibit P.

Mirarchi's Application Record, Tab 2, Annex B, par. 1, Annex C, par. 5.2 and 5.3

(Information to obtain a general warrant); Tab 3, p. 3, par. 4, p. 11, par. 2 (Rapport d’enquéte
technique-RCMP/GRC).

110

M

112
113
114
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individual. The police separate non-searched information.'"®

[205] Investigative privilege cannot be invoked to safeguard the commercial interests

no more than it can be invoked to safeguard the commercial interests of RIM.

[206]

115

116

117

118
119

Mirarchi's Application Record, Tab 2, Annex C, par. 5.2, subpar. 99 ((Information to obtain a general
warrant), Tab 3, p. 6, par. 19 (Rapport d’enquéte technique-RCMP/GRC).

EP-32.14, par. 28-31; ex parte testimony of Josh Richdale, July 17, 2015, pp. 5-9; ex parte
testimony of Jocelyn Fortin, July 21, 2015, pp. 12-14, 56-57.

Ex parte testimony of Mark Flynn, June 30, 2015, pp. 2-17, July 2, 2015, pp.2-3; ex parte testimony
of Jocelyn Fortin, July 22, 2015, pp. 61-77; factum of the amicus curiae, September 8, 2015, pp. 11-
12.

Ex parte testimony of Mark Flynn, November 11, 2014, pp. 17-21.

Factum of the amicus curiae, September 8, 2015, p. 5.
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[underlining added]

[207] The Court refers to par. 8 of Inspector Flynn’s affidavit in which he states:

[underlining added]

pos) R S R
- in cross-examination, Inspector Flynn stated that he was g
_Furthermore, incross-examination, Inspector
Flynn testified that he was (R e A O S
2 He did mention, in cross-examination, _

120

Ex parte testimony of Mark Flynn, November 11, 2014, p. 19.
21 EP-32.9.
22 Ex parte testimony of Mark Flynn, July 2, 2015, pp. 34-35.
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[underlining added]

[209] Inspector Flynn testified in cross-examination that,—

G~ e testifed that (N
—he was assuming without having any personal knowledge to

make the affirmations in examination-in-chief or in his affidavit. This exaggerated,

contradictory testimony is not convincing. Without the precisions raised in cross-

examination by Me Kapoor, the Court would have been left with:

123
124
125

Ex parte testimony of Mark Flynn, July 2, 2015, p. 36.

Ex parte testimony of Mark Flynn, July 2, 2015, pp. 62-63.
Ex parte testimony of Mark Flynn, July 2, 2015, pp. 35-41.
% EP-32.1; EP-32.2.

77 EP-32.4to EP-32.7.

28 EP-32.2,p. 3.
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[211]

[212] Therefore, by signing this document,—

sold to the RCMP could be disclosed in a criminal case as per Supreme Court of

Canada judgments and the Canadian Charter of Rights and Freedoms.

213 (D G G

[underlining added]

[214] The Court underiines (  EGTTNGGEEEEEEEEEE /s informed of

section 37 of the Canada Evidence Act and agreed to be bound by Canadian law. '™’

2% EpP.32.2,p. 3.
%0 Ep_32.5.
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[215] Thus police and prosecutorial authorities are certainly attempting to keep this
information confidential; however, the laws of Canada must prevail with respect to a

Canadian criminal case in which the police have obtained evidence through the use of

[216] The Court rejects the Crown’s argument claiming that

@ ' i< products were so sensitive that confidentiality and non-disclosure

were a sine qua non, and in view of police and Crown reference to involvement of the

—then one would expect the higher-ups and the legal
departments—to have envisaged potential disclosure in criminal

cases, especially considering the uses and purposes for which the products -

(4]
|

[217] The Court notes that the only withesses heard regarding the MDI were police

wiers s oo, R )

[218] Various emails were produced between RCMP representatives, such as Jocelyn
Fortin,—_- o b 2l 133'_

::; Ex parte testimony of Mark Flynn, July 2, 2015, pp. 45-47.

133 EP-32.3; EP-32.8; EP-32.16 to EP-32.22; EP-32.23; EP-32.24.
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—These emails and telephone calls were not protected by

enhanced security any more than any ordinary email transmissions or telephone calls.
According to Jocelyn Fortin’s testimony, high security email or telephone lines were not

used.'

[219] G RS i - o R e o Tho o e R T
TR = S N N N T
—' ' k35

[220] One would think that, if confidentiality and privilege were of utmost importance as
Crown counsel and RCMP witnesses are claiming, special care and strict security
measures would have been utilized in order to avoid any breach and disclosure of such
sensitive communications. lronically, the Court points out the secure channels in which
ex parte exhibits and transcripts have been delivered to the Court, the Crown and the

amicus.

[221] —the guarantee of a fair trial or the right to

make full answer and defence. In criminal cases in which evidence has been obtained

with (e
Y - <t to which privilege

will apply in Canada.

3 Ex parte testimony of Jocelyn Fortin, July 22, 2015, pp. 74-86, July 23, 2015, pp. 19-31.
3% Ex parte testimony of Mark Flynn, July 14, 2015, pp. 25-26.



.V

0-

-129 -

irarchi ! \'/ r18.2 Mich r. J.S.C.
- 28-141 mon Law Judgemen
540-01-063428-141 PAGE: 76

[222] G T R i & A A e )

—do not trigger investigative techniques privilege. '

[223] Accordingly, (D

are not privileged. However, they are not subject to disclosure rules laid out in R. v.
Stinchcombe, supra, pp.335-336, 338-340, 343, as they are not relevant to full answer
and defence. In other words, is there a reasonable possibility that this information will be
useful to the accused in making full answer and defence? | think not; see also R. v.
Chaplin, supra, par. 22, 30; R. v. Dixon, supra; R. v. Raza, [1998] B.C.J. No. 3246
(B.C.S.C)).

[224] In R. v. Egger, supra, p. 467, the Supreme Court stated:

One measure of the relevance of information in the Crown's hands is its usefulness to the
defence: if it is of some use, it is relevant and should be disclosed -- Stinchcombe, supra, at
p. 345. This requires a determination by the reviewing judge that production of the information
can reasonably be used by the accused either in meeting the case for the Crown, advancing a
defence or otherwise in making a decision which may affect the conduct of the defence such as,
for example, whether to call evidence.

[225] This specific issue therefore is moot. Any questions to witnesses on such topics

at trial would have to be relevant.

[226] As mentioned, while the Crown retains the discretion not to disclose irrelevant
information, disclosure of relevant evidence is not a matter of prosecutorial
discretion but, rather, is a prosecutorial duty; Krieger v. Law Society of Alberta, supra,

par. 54.

%8 R v. Toronto Star Newspapers Ltd., [2005] O.J. No. 5533 (S.C.), par. 30.
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) R SR R )

[228] The Crown has disclosed that the police used the MDI; any further disclosure
with respect to the specifications and manner of use, it claims, is said to be privileged.
Much of this information over which protection is sought is in the public domain,™® the
Crown and the police objecting to disclosure of its use in the police investigation of this
case. As Me Kapoor states in his oral argument, that is the equivalent of stating that
they used a car without stating it has an engine; or, in the Court’s view, if they disclosed

the engine, without stating the specifics of the engine.

[229] The evidence obtained through police use of the MDI assists the Crown at trial
on the issue of identification. The Crown states that it is not relying upon the MDI in
order to make its case before the jury. The Crown argues that the police use of the MDI
will not be led before the jury and hence police detection methods, such as the specifics
of the MDI, should remain privileged, secret and confidential. The Court rejects this

argument.

[230] The Crown intends on presenting to the jury the fruits of this police technique. It

is therefore relevant and is captured by Stinchcombe rules of disclosure.

il = parte testimony of Mark Flynn, July 2, 2015, p. 2.
138 Ex parte testimony of Mark Flynn, June 30, 2015, p. 11.
13° Ep-32.28; EP-32.25; Mirarchi’'s Application Record.
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[231] Again how could such crucial evidence on questions of identity, and authorship
and reception of Pin to Pin messages, not be subject to challenge by the defence.
Defense counsel, Me Addario, has demonstrated, during the hearings, how challenging
the MDI is significant to the issue of identification and thus to a fair trial and full answer
and defence.® The defence should have the possibility to mandate an expert in order

to analyze and challenge the accuracy of MDI-obtained information and evidence.

[232] Thus, the Court holds that the Crown must disclose the following information,
with respect to the MDI used in the police investigation of this case. This information is
not protected by investigative privilege: the manufacturer, make, model and software

version for the equipment used by the RCMP while employing the MDI technique.

2. While the RCMP is disclosing the signal strength of the targets’ devices, it will
not disclose the signal strength of the MDI device

3. How the MDI device affects the targeted mobile devices; ie. did it force the
targeted device to use a 2G network connection; did it turn off encryption on the
mobile device; did it force the device to increase its broadcast strength

4. A description of the default settings on the MDI device

[233] Much of the information —and their

specifications is in the public domain; as demonstrated in documents filed by the

defence,™! and the Crown.'*?

[234] Inspector Flynn acknowledges the public nature of the MDI in documents filed by

the defence.'*® However, he testifies that this information does not include all of the

"0 pyblic testimony of Josh Richdale, July 23-24, 2015; see also R-32.8; R-32.9.
' Mirarchi’s Application Record.
2 R-32.28.
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details regarding the deployment of the device. Inspector Flynn does not give details

about the public nature of_Other witnesses do provide such

details.

[235] Jocelyn Fortin compared_ He recognizes

that much of the operation of the MDI is public with the exception of the following -

[236] Although Mr Fortin asserted that the covert nature of the RCMP use of an MDI

would be compromised by disclosure, he acknowledged that the RCMP has no

empirical basis for that position and notwithstanding information in the public domain,

— he confirmed that the MDI remains an effective

device. ¢

[237] In the circumstances, Mr Fortin's assertion is not a proper basis upon which the
defence can be denied information that the Crown is constitutionally obliged to

provide. '

143
144
145

Mirarchi's Application Record.

Ex parte testimony of Mark Flynn, July 14, 2015, pp. 5-20.

Ex parte testimony of Jocelyn Fortin, July 21, 2015, pp. 58-62, July 22, 2015, p. 27, July 23, 2015,
pp. 54-62.

Ex parte testimony of Jocelyn Fortin, July 22, 2015, pp.103-105.

Factum of the amicus curiae, September 8, 2015, p. 7.

146
147
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CERTAIN QUESTIONS WITH RESPECT TO THE MDI

. Er— ———

[239] Corporal Richdale initially claimed that the (R
_ - was not in the public domain. This explains the redacting of

paragraphs related to these techniques in his affidavit. Upon questioning by Me Kapoor,

amicus curiae, Corporal Richdale in his ex parte testimony, was confronted-

—Corporal Richdale had not been aware of -
N - the

public domain. Corporal Richdale then candidly conceded that the redacted paragraphs
7-9, 16-17 in his affidavit,’' over which privilege was invoked, contain information that is

publicly known."? He added that the RCMP did not want people to know that -

[240] Jocelyn Fortin also said (GG t=cnique are in the
public domain. (N * However, he

feels that privilege attaches because people do not know of certain features of the

48 EP-32.14, par. 28-31; ex parte testimony of Jocelyn Fortin, July 21, 2015, pp. 12-14, 56-57.

49 EP.32.13 [2009] EWHC 418 (Pat).

%0 EP-32.12; [2012) EWCA Civ 7.

ST EP-32.10.

%2 gee Corporal Richdale’s PowerPoint, EP-32.11a.

%8 EP-32.10; Ex parte testimony of Corporal Richdale, July 17, 2015, pp. 42-65.

%% Ex parte testimony of Jocelyn Fortin, July 21, 2015, pp. 56-57, July 22, 2015, pp. 99-103.
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manner of deployment in this case or that the RCMP uses the device. He wants to

ensure that the police cannot be detected.’®®

[241] Me Kapoor indicated that, he easily found (D himself, the

previous evening while preparing for the hearing the next day. The Court was surprised
that the witness had not been made aware, with prior assistance of RCMP lawyers or

researchers,— The Court was more surprised that a team of

eight Crown lawyers were either not aware, or chose not to bring this information

forward.

[242] Pursuant to evidence at the hearing and the unredacted paragraphs 12 and 18 of

Corporal Richdale’s affidavit,"® Query Mode and Direction Finding Mode are in the

public domain. Corporal Richdale acknowledged_
G G © T Court

underlines Me Addario’s cross-examination of Corporal Richdale, an MDI operator in
this case. It was demonstrated how a functioning MDI did not capture a BlackBerry

cellular phone which was in use at the same time.'*®

(2431 Accorcingy,

—is not privileged and must be disclosed to the accused. The fact that the

55 Ex parte testimony of Jocelyn Fortin, July 22, pp. 99-103, July 23, 2015, pp. 30-36, pp. 54-61.
%8 EP-32.10.

::: Ex parte testimony of Josh Richdale, July 17, 2015, pp. 16-17, 47-53.

5% Public testimony of Josh Richdale, July 23-24, 2015; see also R-32.8; R-32.9.
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mD! (R s not privieged and has been disclosed to the

accused.®®

[244] (P - o O U, 1 P I R WY 1 )

61

|

are not privileged and must be disclosed.

[245] On the other hand,—is not publicly known and

disclosure, according to Mr Fortin, would facilitate detection of the MDI.'®® Such
information, although ordinarily subject to disclosure, does not sufficiently affect full
answer and defence or the outcome of the trial, and is privileged. In practical terms,
knowing this fact would not have any impact because the MDI operator could-

it is not, as Me Kapoor says, "baked " into the MDI device.

(iii) Range

[246] Police witnesses have explained how certain factors such as environmental

conditions, buildings, and tunnels, may interfere with reception in the utilization of the

160
R-32.28.

'8! Factum of the amicus curiae, September 14, 2015, p. 12; ex parte testimony of Jocelyn Fortin, July
21, 2015, pp. 51-55; EP-32.14, par. 22-27.

182 Ex parte testimony of Jocelyn Fortin, July 21, 2015, pp. 51-56, July 22, 2015, pp. 24-27, 43-44.
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MDI. Range was also outlined but in general terms both in testimonies and in the RCMP

report (maximum of 2 km in a rural setting; an average of 500 m in a city).'®® Corporal

Richdale testified (N

[247] The Crown has raised how disclosing range specifics affects the security of
police MDI operators in the field. Other than vague generalities, evidence does not
support this concern.®® Police work is known to have inherent risks. Police undercover

and infiltration methods are dangerous but they are utilized nonetheless.

[248] It would be entirely unfair for the accused to be unable to know the range of the
MDI in more specific detail in order to challenge the capturing of cellular phones and the
resulting identification of such devices which, in turn, led to intercepted Pin to Pin
messages which are the foundation of these first degree murder and conspiracy

charges.

[249] Consequently, the range of the MDI is subject to disclosure and on balance,

investigative techniques privilege is rejected.

183 EP.32.27, p. 4; ex parte testimony of Mark Flynn, July 2, 2015, pp. 3-12.
1% Ex parte testimony of Josh Richdale, July 17, 2015, pp. 15-17, July 20, 2015, pp. 11-12; EP-32.28.
1% Ex parte testimony of Jocelyn Fortin, July 22, 2015, p. 6.
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166

[252]

168

1 ——

N

| [9)]
| @

169

[254] _ provides an additional explanation for the non capture, by the

MDI, of accused’s cellular phones. Whilst the Crown wants to protect a technique that
benefits police investigations, such information is subject to disclosure rules. Although
there is a cogent argument for investigative techniques privilege, the technique and its

frailties go to the heart of full answer and defence; it is relevant and closely linked to

issues in this case. Furthermore,

- disclosure of_technique would allow the Crown to answer defence

188 Ex parte testimony of Jocelyn Fortin, July 21, 2015, p. 17.

%7 Ex parte testimony of Jocelyn Fortin, July 21, 2015, pp. 10-11, 14-15, 27-31, July 22, 2015, pp. 27-

. 28.

% This is the fourth undisclosed reason in R-32.8, p.12; R-32.9, p. 16; and in Mirarchi's Supplementary
Factum, par. 13; ex parte testimony of Corporal Richdale, July 20, 2015, pp. 7-12.
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arguments that the MDI did not identify the accused’s cellular phone because the phone

was not at the location in question.'”

[255) (T R R o) o e P~ et )

on January 16, 2012.—

. Therefore, since that

date, this issue may be hypothetical.

—
N
n
(2]

[ S}

172

7% Factum of the amicus curiae, September, 14, 2015, p. 14.

! Ex parte testimony of Corporal Richdale, July 20, 2015, pp. 9-11.
2 EP-32.14, p. 3; ex parte testimony of Jocelyn Fortin, July 21, 2015, pp. 20-27, 33-34, July 22, 2015,
pp. 33-37, 41.
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[257] Such information would ordinarily be subject to disclosure. The Court finds that

that, on balance, (N - iar phones is not

material, at the present time, in a way that would affect the right to full answer and

defence or the outcome of the trial. Therefore,—should be protected by

investigative techniques privilege and must not be disclosed.

G
[255) (NI Vi G0 ¢ et RO IG T TR S0 L AN )

73 EP-32.14, par. 31-34; ex parte testimony of Jocelyn Fortin July 21, pp. 56-62, July 22, 2015, p. 27.
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oo (RS T e A P T X)
(™
-

[262] After balancing, (N - - o<

not sufficiently affect the ability to make full answer and defence or the outcome of the

trial. Accordingly, it is protected by investigative techniques privilege.

(vii) MDI detection devices

[263] Testimony and affidavits explain that the —

- Furthermore, such devices are in the public domain as confirmed by Jocelyn

Fortin. Mr Fortin searched these devices on the Internet and elsewhere.'®
[264] Information relating to these devices must therefore be disclosed.

[265] There is no valid reason to attach investigative techniques privilege to -

CONCLUSIONS

[266] The Crown claims that police investigative techniques utilized in this case are

subject to a qualified privilege applied on a case by case basis.

74 Ex parte testimony of Jocelyn Fortin, July 21, 2015, pp. 57-61.

75 Ex parte testimony of Corporal Richdale, July 20, 2015, p. 12.

% Ex parte testimony of Jocelyn Fortin, July 21, 2015, pp. 31-34, July 22, 2015, pp. 14-23; EP-32.14,
par. 36-51.



-141 -

. v. Mirarchi I, November 18,2015, Michae r
40-01-063428-14 mmon Law

540-01-063428-141 PAGE: 88

[267] For the Crown to suggest that the accused are conducting a "fishing

expedition"'"’

as they do not need the material that the Crown seeks to protect with the
cloak of investigative techniques privilege, or that it is not relevant, would suggest
gutting the flesh and bones of a fair defence. The Court has no difficulty rejecting this

position.

[268] Trial judges are under a duty to protect the accused’s constitutional right to a full

and fair defence.'”®

[269] The Court finds that the investigative techniques in question are the principal, if
not the only source of the sole evidence proving the guilt of the accused. Without the
evidence which is derived from these techniques, the Crown has conceded it has no
case (except perhaps regarding Simpson, although the Crown’s position has varied and

seems uncertain).

[270] The Court concludes that the accused have a legitimate interest in receiving
disclosure of information that goes to the heart of this prosecution and may affect the

outcome of this case.

[271] Such information may affect defence strategy, for example, the extent of cross-

examinations and whether to tender evidence.

[272] Having regard to all the circumstances, the Court concludes, subject to what

follows, that the interests of the accused in having a fair trial where the accused is able

7 Crown’s Reply and Annexes, p. 7, par. 21, p. 8, par. 29.
® R v. Ahmad, supra, par. 34.
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to make full answer and defence, outweighs the public interest in protecting police

investigative techniques.

[273] To decide otherwise and allow the interest asserted by the Crown and the police
to override the accused’s right to make full answer and defence would impact negatively

on the administration of justice and how the public perceives it.

[274] With respect to the location on the travel path of the RCMP'’s interceptions, the
Court has stated that the information does not fall under the umbrella of privilege and
would not impair law enforcement'’s ability to investigate and detect crime. Although the
RCMP prefers not to disclose that interception equipment was installed at locations
referred to_and that the intercepted information was
forwarded to Ottawa for decrypting, the Court holds that this information must be

disclosed.

[275] The Court concludes that the extent of the participation of RIM and Rogers, or
other telecommunications service providers, if any, is not subject to privilege and must

be disclosed.

[276] The fact that RIM or telecommunications service providers allowed RCMP
access to equipment to expose target communications to the RCMP BlackBerry

intercept and processing system is not privileged and must be disclosed.

[277] In view of a police demonstration referred to above (par. 169-170 of this
judgment), the Court will not rule, at least at the present time, with respect to actions
that are necessary to expose the communications to the RCMP equipment to facilitate

the intercept.
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[278] The Court has found that Research in Motion (RIM) (i NG
it is not privileged and must be disclosed.

[279] The Court concludes that the RCMP (G
-is subject to investigative techniques privilege and must not be disclosed.

[280] However, the global key itself - the algorithm and/or formula -—

—is not protected by investigative techniques privilege and must be

disclosed.

[281] With the exception_of (D
(N th Court concludes that

the information sought by the defence concerning the mobile device identifier (MDI) is

not subject to investigative techniques privilege and must be disclosed.

[282] Being mindful of the rights of the accused to make full answer and defence, the
Court concludes that the public interest asserted by the Crown weighs in favour of

applying the investigative techniques privilege in order to protect information with

sepest o A i T )

[283] In order for the accused to make full answer and defence, if convincing evidence

arises, for example, through a defence expert with respect to areas in which the Court
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has maintained investigative techniques privilege, counsel may seek leave of the Court

to revisit these specific issues at that time, as the trial unfolds.

[284] The Court holds that with respect to non-disclosure clauses_
— the Court is of the view that the balance weighs in favour of
rejecting privilege. However, it has not been shown how—

have the relevance required, that they are meaningful to the accused in making full
answer and defence. If not relevant, the Crown is not compelled to disclose this

information pursuant to the rules laid out in R. v. Stinchcombe, supra.

[285] Even if the Court were to consider as privileged that information which it holds in
this judgment is not privileged, the Court would still conclude that disclosure is required
as the accused’s right to make full answer and defence and to establish innocence by

raising reasonable doubt remain paramount. An unfair trial is not an option.'”

[286] In order to avoid any uncertainty, the Court will order that the RCMP disclose to

the accused any research which the RCMP claims has already been disclosed. '

[287] In view of the Court’'s conclusions, counsel may jointly agree or make separate
submissions as to whether evidence or information, upon which the investigative
techniques privilege has not been upheld, will be presented or raised at trial in camera
or in public (s. 486 Cr. C.), whether counsel should be required to make undertakings
with respect to the disclosed information in question and/or whether non-publication

bans or other measures should be ordered.

% R, v. Ahmad, supra, par. 68, 65; R. v. Stinchcombe, supra, p. 340; R. v. Meuckon, supra, par. 26.
% EP-3227,p. 4.
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FOR THESE REASONS, THE COURT:
[288] GRANTS the motions, in part;

[289] DECLARES that the following information sought by the accused in motion R-25,
with respect to the periods in which these investigative techniques were deployed, is not

protected by investigative techniques privilege pursuant to common law:

(i) the location on the travel path of the RCMP'’s intercept solution;

(i) the role, if any, of Research in Motion (RIM) in the interception and
decoding process;

(i) the global key (G

save and except. (H
— investigative techniques privilege applies to

information relating thereto.

[290] ORDERS the disclosure, by the Crown, of the following information sought by the
accused in motion R-25, with respect to the periods in which these investigative

techniques were deployed:

(i) the location on the travel path of the RCMP’s intercept solution;

(i) the role, if any, of Research in Motion (RIM) in the interception and
decoding process;

(i) the global key (GG

save and except: (it | < Sl L auialtis R W L o i)
_ investigative techniques privilege applies to

information relating thereto.
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[291] DECLARES that the following information sought by the accused in motion R-
32, regarding the mobile device identifier (MDI), with respect to the periods in which this
investigative technique was deployed, is not protected by investigative techniques

privilege pursuant to common law:

(i) the manufacturer, make, model and software version for the equipment
used by the RCMP while employing the MDI technique and confirmation
that the device is a cell site simulator;

(i) the signal strength of the MDI device;
(iii)  how the MDI device affected targeted mobile devices;
(iv)  adescription of the default settings on the MDI device;

(v) the results of research conducted by the RCMP on the effect of the MDI
on the ability of devices within its coverage area to make and receive calls
or SMS messages;

save and except:( T T )

- investigative techniques privilege applies to information relating thereto.

[292] ORDERS the disclosure, by the Crown, of the following information sought by
the accused in motion R-32 regarding the mobile device identifier (MDI), with respect to

the periods in which this investigative technique was deployed:

(i) the manufacturer, make, model and software version for the equipment
used by the RCMP while employing the MDI technique and confirmation
that the device is a cell site simulator;

(i)  the signal strength of the MDI device;
(i) how the MDI device affects targeted mobile devices;
(iv)  adescription of the default settings on the MDI device;

cave and excep:: ()

- investigative techniques privilege applies to information relating thereto.
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[293] ORDERS the disclosure, by the Crown, of the following research referred to in
the RCMP report: '’

a. the MDI may impact the ability of a cellular phone operating within its
range to dial 911;

b. the MDI may impact the ability of cellular phones to make and receive
calls while the MDI is operating;

the MDI does not impact any ongoing calls;
the practical range of the device.

MICHAEL STOBER, J.S.C.

¥ EP-32.27, p. 4.
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PROVINCE OF QUEBEC HER MAJESTY THE QUEEN
REGISTRY OF MONTREAL
APPELLANT - Plaintiff
No.:
C.A.:
C.S.: 540-01-063428-141 V.

VITTORIO MIRARCHI
CALOGERO MILIOTO
STEVEN FRACAS
FELICE RACANIELLO
JACK SIMPSON
PIETRO MAGISTRALE
STEVEN D’ADDARIO

RESPONDENTS - Accused

APPEAL FROM AN ORDER OF DISCLOSURE RENDERED BY A SUPERIOR
COURT UNDER S. 37 OF THE CANADA EVIDENCE ACT AND NOTICE OF APPEAL

(Article 37.1 of the Canada Evidence Act and Articles 21 et seq. of the Rules of the

Court of Appeal in Criminal Matters)

1.

On November 24, 2011, shortly after 10 a.m., Salvatore Montagna, a reputed
member of the New York Bonanno crime family, died of gunshot wounds just
outside Jack Simpson’s residence in Charlemagne. Mr. Simpson’s truck was
seen leaving the scene minutes after gunshots were heard. The murder
investigation was handed over to the Siireté du Quebec (SQ) and named project
Inertie.

2. Afew hours later, SQ investigators received valuable information from their Royal

Canadian Mounted Police (RCMP) partners. They were informed that since
October 2010, in the course of the investigation project Clemenza, the Combined
Forces Special Enforcement Unit of the RCMP had been investigating a web of
criminal organizations involved in drug trafficking and violent offences in
Montréal. Several judicial authorizations to intercept encrypted Blackberry PIN-to-
PIN messages and monitor the communications of a group of suspects had been
obtained in this project.

1
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3. Targets of the latest authorization obtained on October 29, 2011, included
Giuseppe Colapelle (shot to death on March 1, 2012), Vittorio Mirarchi, Raynald
Desjardins, Calogero Milioto and BlackBerry users known, at that time, under the
pseudonyms Géteau (later identified as Steven Fracas), Aaaaaaacounts (later
identified as Pietro Magistrale), Shadow (later identified as Felice Racaniello),
and JJ (later identified as Jack Simpson). Clemenza investigators had reasonable
grounds to believe that these individuals were also involved in the murder of Mr.
Montagna.

4. On November 25, 2011, the Parole Board of Canada issued an apprehension
warrant for Jack Simpson. Mr. Simpson, on parole until March 2016, was wanted
for questioning by investigators in relation to Mr. Montagna’s murder but would
not report to the Correctional Services.

5. On November 28, 2011, Jack Simpson was arrested in Ottawa for a parole
violation. Meanwhile, INERTIE investigators continued to gather evidence on him
and on the other suspects. The pace of the investigation rapidly increased, as
intercepted PIN-to-PIN messages now revealed that the suspects were planning
attacks on close associates of Mr. Montagna.

6. During the month of December 2011, the Crown Prosecutor assigned to the case
reviewed all the evidence gathered by the SQ and the RCMP. On December 19,
2011, Jack SIMPSON, Raynald Desjardins, Vittorio Mirarchi and Felice
Racaniello were each charged with one count of conspiracy to commit murder in
relation to the death of Salvatore Montagna. Raynald Desjardins was also
charged with one count of first degree murder.

7. On January 11, 2012, Jack Simpson, Raynald Desjardins, Vittorio Mirarchi, Felice
Racaniello and Calogero Milioto were charged with one count of first degree
murder and one count of conspiracy to commit murder in relation with the death
of Mr. Salvatore Montagna. Pietro Magistrale was charged of the same two
counts on March 28, 2013.

8. On November 18, 2013, a direct indictment (exhibit P-1) was preferred against
Raynald Desjardins', Vittorio Mirarchi, Jack Simpson, Calogero Milioto and Pietro
Magistrale, as well as Steven Fracas and Steven D’'Addario in file number 705-
01-082114-135 (district of Joliette). They were accused of first degree murder
and of conspiracy to commit murder in the death of Salvatore Montagna:

' Raynald Desjardins plead guilty, on July 6, 2015, to the charge of conspiracy with his 6 co-accused to
commit murder in the death of Salvatore Montagna in file 500-01-123367-150. Consequently, the charges
against him in the present file (540-01-063428-141) were stayed on July 16, 2015.

2
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1) On or about November 24™, 2011, in Charlemagne, district of Joliette, did
cause the death of Salvatore Montagna, committing thereby a first
degree murder, an indictable offense pursuant section 235 of the
Criminal Code;

2) Between September 16™, 2011 and November 24™, 2011, in Charlemagne,
district of Joliette, in Montréal, district of Montréal, and elsewhere in
Canada, did conspire amongst themselves and with other individuals to
commit the murder of Salvatore Montagna, committing thereby a first
degree murder, an indictable offense under subparagraph 465(1)a) of
the Criminal Code;

9. Felice Racaniello, in the same indictment, was charged of being an accessory
after the fact to murder in the death of Salvatore Montagna:

1) Between November 24", 2011 and November 28" 2011, in Montréal,
district of Montréal, and elsewhere in Canada, has been an accessory
after the fact to the murder of Salvatore Montagna, committing thereby
an indictable offense pursuant to section 240 of the Criminal Code.

10.A change of venue was ordered by Superior Court Justice Marc David on January
17, 2014 for the trial to occur in the district of Laval.

11.The Honourable Justice Michael Stober of the Québec Superior Court was
appointed as case management and trial judge in February 2014. Pre-hearing
conferences were held, and many motions were filed and scheduled as well as
heard since April 2014.

12.0n August 22, 2014, the Accused presented the Notice of Application for
disclosure of information that the Crown acknowledges is in its possession or
control and that the Crown has not disclosed on the basis of “investigative
techniques privilege” (exhibit P-2, hereinafter Motion R-25). They sought
disclosure of information related to the manner of interception of the BlackBerry
PIN-to-PIN messages the Crown intends to adduce at trial as evidence.

13.After some evidence was heard in the fall of 2014, the parties agreed that the
following 2 items were still the object of litigation, having come to an agreement
concerning the presentation by the Crown of the software designed and used by
the RCMP to manage the messages once they had already been intercepted and
decoded:

1) Location on the travel path of the RCMP’s intercept solution, which
includes the actions that are necessary to expose the communications
to the RCMP equipment to facilitate the intercept;

2) Role, if any, of RIM in the interception and decoding process;

14.In December 2014, an amicus curiae was appointed to assist in the ex parte
proceedings and the matter was adjourned (exhibit P-3).
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15.0n May 5, 2015, the Accused presented the Notice of Application for disclosure
of information that is “likely relevant” in relation to a mobile device identifier
(MDI/IDM) (exhibit P-4, hereinafter Motion R-32). The disclosure being objected
to by the Crown on the same grounds, the police investigative techniques
privilege, it was agreed by the parties that both motions should be joined, and
that the amicus curiae’s appointment would stand for both.

16.Evidence on both motions was heard in June and July 2015. As for Motion R-32,
the following issues were the object of litigation:

1) The manufacturer, make, model and software version for the equipment
used by the RCMP while employing the IDM technique and
confirmation that the device is a cell site simulator;

2) While the RCMP is disclosing the signal strength of the targets’ devices, it
will not disclose the signal strength of the MDI device;

3) How the MDI device affects the targeted mobile devices, ie. did it force the
targeted device to use a 2G network connection, did it tumn off
encryption on the mobile device, did it force the device to increase its
broadcast strength;

4) A description of the default settings on the MDI device;

5) If they do exist, the Crown is not willing to provide a copy of any non-
disclosure agreement relating to the MDI device;

6) The results of research conducted by the RCMP on the effect of the MDI
on the ability of devices within its coverage area to make and receive
calls or SMS messages;

17.The parties listed those issues in a document filed in front of the Court (exhibit P-
5).

18.0n motion R25, on the last day of ex parte submissions, the amicus curiae
recommended that the Court should consider privileged how the RCMP came
into possession of the BlackBerry global encryption key, but order the disclosure
of the key/algorithm to the Respondents.

19.After having heard the evidence, the submissions of both parties in public, the
submissions of the Crown and amicus curiae ex parte and reserved its decision,
the Court, on November 18, 2015, rendered an oral judgement, filed on
December 9, 2015 (exhibit P-6), ordering disclosure of the following:
A. On motion R-25:

1) The location on the travel path of the RCMP’s intercept solution;

2) The role, if any, of Research in Motion (RIM) in the interception
and decoding process;

3) The global key;

B. On motion R-32:

1) The manufacturer, make, model and software version for the
equipment used by the RCMP while employing the MDI technique
and confirmation that the device is a cell site simulator;
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2) The signal strength of the MDI device;

3) How the MDI device affects targeted mobile devices;

4) A description of the default settings on the MDI device;

5) The practical range of the device;

6) The result of research conducted by the RCMP on the effect of
the MDI on the ability of devices within its coverage area to dial
911, to make and receive calls or SMS messages, and the fact
that it does not impact any ongoing calls.

20.The Appellant filed a section 37(1) of the Canada Evidence Act objection to
disclosure (exhibit P-7) and, considering the last minute suggestion of a
disclosure of the global encryption key, declared its intention to adduce further
evidence. The parties jointly agreed that this new evidence could be filed by way
of two affidavits and a report.

21.Both the Respondents and the amicus curiae, having received and taken
cognizance of this new evidence, conceded that the disclosure of the global key
was not required to ensure full answer and defence and was, therefore,
appropriately the object of privilege by the Appellant.

22.Furthermore, to answer some of the Court concerns on the relevance of the new
evidence on all questions previously debated, a document encompassing the
parties’ common answer was filed.

23.No further new arguments were raised, and the Court ordered disclosure of the
same items on December 4, 2015, save for the global key, accepting the parties’
joint submission on the matter. A written judgment was filed on December 9,
2015 (exhibit P-8).

24.0n appeal, the Appellant objects to the disclosure of the following information:
A. On motion R-25:

1) The location on the travel path of the RCMP’s intercept solution;

2) The role, if any, of Research in Motion (RIM) in the interception
and decoding process;

B. On motion R-32:

1) The manufacturer, make, model and software version for the
equipment used by the RCMP while employing the MDI technique
and confirmation that the device is a cell site simulator;

2) The signal strength of the MDI device;

3) How the MDI device affects targeted mobile devices;

4) A description of the default settings on the MDI device;

5) The practical range of the device;

6) The result of research conducted by the RCMP on the effect of
the MDI on the ability of devices within its coverage area to dial
911, to make and receive calls or SMS messages, and the fact
that it does not impact any ongoing calls.
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| from an r of disclosure rendered by a erior r 7 of anada evidence act and noti |

Grounds for appeal

Judge's Application of the Law to the Facts

25.The Appellant submits that the first judge erred in his appreciation of the
evidence, leading him to the conclusion that most of the information for which the
Appellant-Crown was seeking privilege was in the public domain and unworthy of
protection.

26.The Appellant will demonstrate that those errors had a direct impact on the first
judge’s appreciation of the evidence from the get go.

27.The Appellant will argue that the first judge also misapprehended the nature of
the balancing exercise that he had to embark upon, giving a disproportionate
importance to the Respondents’ right to full answer and defence. Considering the
following, the relative usefulness of the information sought to exercise the
Respondents’ constitutional rights could not weigh as much in the balancing
exercise:
A. On motion R25 (interception of communications)

1) The Appellant will present, at trial, expert evidence to demonstrate
the integrity of the decryption and decoding process, from the
sending device to the evidence adduced;

B. On motion R32 (use of the mobile device identifier)

1) The Appellant will not use the MDI in its case against the
Respondents at trial;

2) The fruits of the MDI were sometimes used as grounds to connect
PIN numbers pursuant to Part VI of the Criminal Code wiretap
authorizations, which them form the core of the evidence of the
Crown’s case, and their usefulness to the Respondents must be
assessed in that light.

Overview of the Applicable Legal Principles

28.The Appellant objects to disclosure of information for reasons of specified public
interest, namely the privilege awarded to police investigative techniques. This
qualified privilege has been recognized by case law? and its existence is debated
on a case-by-case basis>.

2 R. v. Meuckon (1990), 57 C.C.C. (3d) 193 (BC C.A.), at p. 5. See also R. v. Richards, [1997] O.J. 2086
(Ont. C.A.), par. 11. Applied by this Court in Hernandez c. R., [2004] J.Q. 11285 (CA Qué.), par. 67-78.
*R. v. Trang, 2002 ABQB 19, par. 32-33; R. v. Chan, 2002 ABQB 287, par. 49-51.



- 155 -

Appeal from an order of disclosure rendered by a superior court under s, 37 of the Canada evidence act and notice of appeal

29.The Crown’s discretion in not disclosing certain elements requested by the
Respondents is not arbitrary, but supported by case law and by the specific facts
of this case. The question then becomes whether information sought is relevant
to an issue in the proceedings, and if relevant, the Court shall not disclose the
information if the public interest in its protection as privileged outweighs the
Respondents’ legitimate interest in disclosure.

30.In both motions, the Appellant — Crown invokes privilege pertaining to police
investigative techniques and shows two main reasons for it. The Appellant
believes that (1) there is material that is not publically available or of limited public
knowledge and that (2) the information sought would tend to identify the RCMP’s
methods and give a way to circumvent them. Disclosure on both grounds would
hinder the RCMP’s capabilities to lead criminal investigations.

31.As a general proposition, the Appellant does not object to the disclosure of what
was collected, but to the specifics of how that collection was done.

32.The Appellant argues that two principal questions are raised by the
aforementioned issues:

A. What is the nature of the balancing exercise to be conducted when Courts
are faced with a situation where some of the information concerned
appears to be in the public domain (Maher Arar Inquiry* test and
importance of the mosaic effect), and

B. Considering the safguards offered by the Appellant's evidence, and
considering as well as the relative utility for the Respondents of some of
the information sought in light of its real use, the first judge awarded a
disproportionnate importance to the nature of the charges and
underestimated the value to be given the the societal interest in
protecting techniques for present and future investigations.

33.The present appeal is well founded in facts and at law.

34.In first instance, the Appellant was represented by:
Criminal and Penal Me Robert Rouleau Directeur des poursuites criminelles et pénales
Prosecutors et 2050 rue de Bleury, bureau 8.88,
Me Marie-Christine Godbout  Montréal (Québec), H3A2J5

Téléphone : (514) 873-3922
Fax : (514) 864-0847
robert.rouleau@dpcp.gouv.qc.ca
marie-christine.godbout@dpcp.gouv.qc.ca

Prosecutor Me Alexis Gauthier Public Prosecution Service of Canada

* Attorney General of Canada v. Commission of Inquiry into the Actions of the Canadian Officials in
relation to Maher Arar and Maher Arar, 2007 FC 766 [Maher Arar Inquiry).
7



Complexe Guy-Favreau, Tour est, Siéme
étage, 200, boul. René-Lévesque ouest,
Montréal (Québec) H2Z 1X4

Téléphone : (514) 283-3826

Fax : (514) 496-7372
alexis.gauthier@ppsc-sppc.gc.ca

35.In first instance, the amicus curiae was:

Amicus curiae Me Anil Kapoor Kapoor Barristers
235 King Street East, 2nd Floor
Toronto (Ontario) M5A 1J9
Telephone: (416) 363-2700
Fax: (416) 363-2787
akk@kapoorbarristers.com

36.1n first instance, the Respondents were represented by:

Vittorio Mirarchi Me Frank Addario Addario Law Group
and 171 John Street
Me William Thompson Suite 101

Toronto (Ontario) MST 1X3
Telephone: (416) 649-5055
Fax: (866) 714-1196

faddario@addario.ca
wthompson@addario.ca
Me Michael W. Lacy Greenspan Partners
and 144 King Street East, 2nd Floor
Me Maxime Hébrard Toronto, Ontario M5C 1G8

Telephone : (416) 366-3961 / 514-868-9090
Fax : (416) 366-7994

mlacy@ 144king.com
mhebrard@144king.com

Calogero Milioto Me Dominique Shoofey 338, rue Saint-Antoine, bureau 300
Montréal (Québec) H2Y 1A3
Telephone: (514) 523-7676
Fax: (514) 866-2929
dshoofey@videotron.ca

Steven Fracas Me Giuseppe Battista, Ad. E.  Shadley, Battista, Costom, s.e.n.c.
et 1100, av. des Canadiens-de-Montréal Ouest
Me Mathieu Corbo 10° étage, boites 17

Montréal (Québec) H3B 252
Telephone: (514) 866-4043 poste 208
Fax: (514) 866-8719



Felice Racaniello

Jack Simpson

Pietro Magistrale

Steven D’Addario

Me Jeffrey K. Boro

Me Bruce Engel

Me Ronnie MacDonald

Me Robert Polnicky

Me Annie Emond

gbattista@shadleybattista.com
mcorbo@sbclegal.com

Boro, Polnicky, Lighter

500, place D'Armes, # 2350
Montréal (Québec) H2Y 2W2
Telephone: (514) 288-0444
Fax: (514) 288-7772
jboro@borogroup.com

116 Lisgar Street, Suite 210
Ottawa (Ontario) K2P 0C2
Telephone: (613) 235-6324
Fax : (613) 235-3159
bruce@bruceengel.com

Raby, Dubé, Leborgne, Rougeau

404, rue Saint-Dizier, Bureau A-06
Montréal (Québec) H2Y 3T3
Telephone: (514) 840-9119, poste 206
Fax : (514) 840-0177
eronniemacdonald@yahoo.ca

Boro, Polnicky, Lighter

500, Place d'Armes, # 2350
Montréal (Québec) H2Y 2W2
Telephone: (514) 288-0444
Fax: (514) 288-7772
rpolnicky@borogroup.com

Boro, Polnicky, Lighter

500, place D'Armes, # 2350
Montréal (Québec) H2Y 2W2
Telephone: (514) 288-0444
Fax: (514) 288-7772
aemond@borogroup.com
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al from an order of disclosure r I rior court under s, 37 of the Canada evi n ice of eal

FOR THESE REASONS, MAY IT PLEASE THE COURT TO:

GRANT the appeal;

RECOGNIZE the Crown's objection to disclosure pursuant to s. 37 of the Canada
Evidence Act,;

UPHOLD the Crown’s claim of privilege based on the investigative techniques;

ANNUL the disclosure order rendered on December 4, 2015 by the Superior Court;
PROHIBIT the disclosure of information;

and

RENDER any ruling deemed appropriate by this Honourable Court in the circumstances;

THE WHOLE without costs.

Montréal, December 14, 2015.

Alexis Gauthier, Marie-Christine
Godbout and Robert Rouleau
Counsel for the Appellant
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Diract indictment, November 18, 2013
ACTE D'ACCUSATION DIRECT DIkiCT INDICTMENT
CANADA . CANADA
PROVINCE DE QUEBEC PROVINCE OF QUEBEC
COUR SUPERIEURE, CHAMBRE CRIMINELLE
District Joliette District of
Dossier 705-01-082114-135 Record
La Reine =2 o2} (934:)2 A The Queen
Contre V.
Go | Raynald DESJARDINS

né(e)le 1953-10-02 PR born on

permis de driver's

condulre licence

adresse address

y Vittorio MIRARCHI #5254 5
1977-10-10

3 Calogero MILIOTO /<- 77§
1971-05-01

L Steven FRACAS /Y345
1984-08-21

006 Jack SIMPSON A, 24’52
1942-03-11

oo 7 Pietro MAGISTRALE AP 7212
1952-01-03

Steven D'ADDARIO /.lé.jzz/

o0
g 1977-12-23

CFelice RACANIELLO /4 - /o5 #
1984-10-18

Concernant Raynald DESJARDINS, Vittorio MIRARCHI, Jack SIMPSON, Calogero MILIOTO, Pietro MAGISTRALE,
Steven FRACAS et Steven D’ADDARIO

m

2)

Le ou vers le 24 novembre 2011, & Charlemagne, district de Joliette, ont causé la mort de Salvatore Montagna,
commettant ainsi un meurtre au premier degré, l'acte criminel prévu a I'article 235 du Code criminel,

On or about November 24"‘. 2011, in Charlemagne, district of Joliette, did cause the death of Salvatore Montagna,
committing thereby a first degree murder, an indictable offence pursuant section 235 of the Criminal Code;

Entre le 16 septembre 2011 et le 24 novembre 2011, 4 Charlemagne, district de Joliette, et ailleurs au Canada, ont
comploté entre eux et avec d'autres personnes de commettre le meurtre de Salvatore Montagna, commettant ainsi

l'acte criminel prévu a l'article 465 (1 )a) du Cade criminel;

Between September 18" 2011 and November 24% 2014, in Charlemagne, district of Joliette, in Montreal, district of
Montreal, and elsewhere in Canada, did conspire among themselves and with others individuals to commit the
murder of Salvatore Montagna, committing thereby an indictable offence under subparagraph 465(1)a) of the

Criminal Code;

ancernant Felice RACANIELLO (présentement détenu dans le district de Joljette)

Joliette, le 18 novembre 2013

éntre

&t 2 FBN0J 20U,
l-o-ou-uasa:le 24 novembre 2011,a Mantréal, district de Montréal, et ailleurs au Canada, a été complice aprés le fait

*du meurtre de Salvatore Montagna, commettant ainsi I'acte criminel prévu a larticle 240 du Code criminel.

Between November 24™ 2011 and November 28™ 2011, in Montreal, district of Montreal, and elsewhere in Canada,
has been an accessory after the fact 1o the murder of Salvatore Montagna, committing thereby an indictable offence

pursuant to section 240 of the Criminal Code.

Directeur des poursuites criminelles et pénales

. 1. GREFFE T: COURT OFFICE
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CANADA

CONSOLIDATION CODIFICATION

Canada Evidence Act Loi sur la preuve au
Canada
R.S.C., 1985, c. C-5 L.R.C. (1985), ch. C-5
Current to May 25, 2015 A jour au 25 mai 2015
Last amended on March 9, 2015 Derniére modification le 9 mars 2015

Published by the Minister of Justice at the following address: Publié par le ministre de la Justice a I’adresse suivante :
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proving documents given by any existing Act
or existing at law.

RS,c E-10,s 36

INTERPRETATION

36.1 In sections 37 to 38.16, “official” has
the same meaning as in section 118 of the
Criminal Code.

2001,c. 41,5 43

SPECIFIED PUBLIC INTEREST

37. (1) Subject to sections 38 to 38.16, a
Minister of the Crown in right of Canada or
other official may object to the disclosure of in-
formation before a court, person or body with
jurisdiction to compel the production of infor-
mation by certifying orally or in writing to the
court, person or body that the information
should not be disclosed on the grounds of a
specified public interest.

(1.1) If an objection is made under subsec-
tion (1), the court, person or body shall ensure
that the information is not disclosed other than
in accordance with this Act.

(2) If an objection to the disclosure of infor-
mation is made before a superior court, that
court may determine the objection.

(3) If an objection to the disclosure of infor-
mation is made before a court, person or body
other than a superior court, the objection may
be determined, on application, by

(a) the Federal Court, in the case of a person
or body vested with power to compel pro-
duction by or under an Act of Parliament if
the person or body is not a court established
under a law of a province; or

(b) the trial division or trial court of the su-
perior court of the province within which the
court, person or body exercises its jurisdic-
tion, in any other case.

(4) An application under subsection (3) shall
be made within 10 days after the objection is
made or within any further or lesser time that
the court having jurisdiction to hear the appli-
cation considers appropriate in the circum-
stances.

loi existante, ou qui existent en droit, de prou-
ver des documents.

SR,ch E-10, art 36

DEFINITION

36.1 Aux articles 37 a 38.16,
« fonctionnaire» s’entend au sens de [’article
118 du Code criminel.

2001, ch 41, art 43

RENSEIGNEMENTS D’ INTERET PUBLIC

37. (1) Sous réserve des articles 38 a 38.16,
tout ministre fédéral ou tout fonctionnaire peut
s’opposer a la divulgation de renseignements
auprés d'un tribunal, d’un organisme ou d’une
personne ayant le pouvoir de contraindre a la
production de renseignements, en attestant ver-
balement ou par écrit devant eux que, pour des
raisons d’intérét public déterminées, ces rensei-
gnements ne devraient pas étre divulgués.

(1.1) En cas d’opposition, le tribunal, I’orga-
nisme ou la personne veille a ce que les rensei-
gnements ne soient pas divulgués, sauf en
conformité avec la présente loi.

(2) Si l'opposition est portée devant une
cour supérieure, celle-ci peut décider la ques-
tion.

(3) Si ’opposition est portée devant un tri-
bunal, un organisme ou une personne qui ne
constituent pas une cour supérieure, la question
peut étre décidée, sur demande, par :

a) la Cour fédérale, dans les cas ot 1’orga-
nisme ou la personne investis du pouvoir de
contraindre a la production de renseigne-
ments sous le régime d’une loi fédérale ne
constituent pas un tribunal régi par le droit
d’une province;

b) la division ou le tribunal de premiére ins-
tance de la cour supérieure de la province
dans le ressort de laquelle le tribunal, I’orga-
nisme ou la personne ont compétence, dans
les autres cas.

(4) Le délai dans lequel la demande visée au
paragraphe (3) peut €tre faite est de dix jours
suivant I’opposition, mais le tribunal saisi peut
modifier ce délai s’il I’estime indiqué dans les
circonstances.
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(4.1) Unless the court having jurisdiction to
hear the application concludes that the disclo-
sure of the information to which the objection
was made under subsection (1) would encroach
upon a specified public interest, the court may
authorize by order the disclosure of the infor-
mation.

(5) If the court having jurisdiction to hear
the application concludes that the disclosure of
the information to which the objection was
made under subsection (1) would encroach up-
on a specified public interest, but that the pub-
lic interest in disclosure outweighs in impor-
tance the specified public interest, the court
may, by order, after considering both the public
interest in disclosure and the form of and con-
ditions to disclosure that are most likely to limit
any encroachment upon the specified public in-
terest resulting from disclosure, authorize the
disclosure, subject to any conditions that the
court considers appropriate, of all of the infor-
mation, a part or summary of the information,
or a written admission of facts relating to the
information.

(6) If the court does not authorize disclosure
under subsection (4.1) or (5), the court shall, by
order, prohibit disclosure of the information.

(6.1) The court may receive into evidence
anything that, in the opinion of the court, is re-
liable and appropriate, even if it would not oth-
erwise be admissible under Canadian law, and
may base its decision on that evidence.

(7) An order of the court that authorizes dis-
closure does not take effect until the time pro-
vided or granted to appeal the order has expired
or, if the order is appealed, the time provided or
granted to appeal a judgment of an appeal court
that confirms the order has expired and no fur-
ther appeal from a judgment that confirms the
order is available.

(8) A person who wishes to introduce into
evidence material the disclosure of which is au-
thorized under subsection (5), but who may not
be able to do so by reason of the rules of admis-
sibility that apply before the court, person or
body with jurisdiction to compel the production
of information, may request from the court hav-
ing jurisdiction under subsection (2) or (3) an
order permitting the introduction into evidence

(4.1) Le tribunal saisi peut rendre une or-
donnance autorisant la divulgation des rensei-
gnements qui ont fait I’objet d’une opposition
au titre du paragraphe (1), sauf s’il conclut que
leur divulgation est préjudiciable au regard des
raisons d’intérét public déterminées.

(5) Si le tribunal saisi conclut que la divul-
gation des renseignements qui ont fait I’objet
d’une opposition au titre du paragraphe (1) est
préjudiciable au regard des raisons d’intérét pu-
blic déterminées, mais que les raisons d’intérét
public qui justifient la divulgation 1’emportent
sur les raisons d’intérét public déterminées, il
peut par ordonnance, compte tenu des raisons
d’intérét public qui justifient la divulgation ain-
si que de la forme et des conditions de divulga-
tion les plus susceptibles de limiter le préjudice
au regard des raisons d’intérét public détermi-
nées, autoriser, sous réserve des conditions
qu’il estime indiquées, la divulgation de tout ou
partie des renseignements, d’un résumé de
ceux-ci ou d’un aveu écrit des faits qui y sont
liés.

(6) Dans les cas ou le tribunal n’autorise pas
la divulgation au titre des paragraphes (4.1) ou
(5), il rend une ordonnance interdisant la divul-
gation.

(6.1) Le tribunal peut recevoir et admettre
en preuve tout élément qu’il estime digne de foi
et approprié — méme si le droit canadien ne
prévoit pas par ailleurs son admissibilité — et
peut fonder sa décision sur cet élément.

(7) L’ordonnance de divulgation prend effet
aprés P’expiration du délai prévu ou accordé
pour en appeler ou, en cas d’appel, aprés sa
confirmation et I’épuisement des recours en ap-

pel.

(8) La personne qui veut faire admettre en
preuve ce qui a fait P’objet d’une autorisation
de divulgation prévue au paragraphe (5), mais
qui ne pourrait peut-tre pas le faire a cause des
régles d’admissibilité applicables devant le tri-
bunal, ’organisme ou la personne ayant le pou-
voir de contraindre a la production de rensei-
gnements, peut demander au tribunal saisi au
titre des paragraphes (2) ou (3) de rendre une
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of the material in a form or subject to any con-
ditions fixed by that court, as long as that form
and those conditions comply with the order
made under subsection (5).

(9) For the purpose of subsection (8), the
court having jurisdiction under subsection (2)
or (3) shall consider all the factors that would
be relevant for a determination of admissibility
before the court, person or body.

RS, 1985 ¢ C-5,s 37,2001, c 41, ss 43, 140, 2002, c.
8,s 183,2013,¢. 9,5 17(E)

37.1 (1) An appeal lies from a determina-
tion under any of subsections 37(4.1) to (6)

(a) to the Federal Court of Appeal from a
determination of the Federal Court; or

(b) to the court of appeal of a province from
a determination of a trial division or trial
court of a superior court of the province.

(2) An appeal under subsection (1) shall be
brought within 10 days after the date of the de-
termination appealed from or within any further
time that the court having jurisdiction to hear
the appeal considers appropriate in the circum-
stances.

2001, c 41,55 43, 141

37.2 Notwithstanding any other Act of Par-
liament,

(a) an application for leave to appeal to the
Supreme Court of Canada from a judgment
made under subsection 37.1(1) shall be made
within 10 days after the date of the judgment
appealed from or within any further time that
the court having jurisdiction to grant leave to
appeal considers appropriate in the circum-
stances; and

(b) if leave to appeal is granted, the appeal
shall be brought in the manner set out in sub-
section 60(1) of the Supreme Court Act but
within the time specified by the court that
grants leave.

2001,c 41,5 43
37.21 [Repealed, 2004, c. 12,s. 18]

37.3 (1) A judge presiding at a criminal trial
or other criminal proceeding may make any or-

ordonnance autorisant la production en preuve
des renseignements, du résumé ou de I’aveu
dans la forme ou aux conditions que celui-ci
détermine, pourvu que telle forme ou telles
conditions soient conformes a 1’ordonnance
rendue au titre du paragraphe (5).

(9) Pour I’application du paragraphe (8), le
tribunal saisi au titre des paragraphes (2) ou (3)
prend en compte tous les facteurs qui seraient
pertinents pour statuer sur I’admissibilité en
preuve devant le tribunal, I’organisme ou la
personne.

LR (1985), ch. C-5, art. 37, 2001, ch 41, art 43 et 140,
2002, ch 8, art 183,2013,ch 9, art. 17(A)

37.1 (1) L’appel d’une décision rendue en
vertu des paragraphes 37(4.1) a (6) se fait :

a) devant la Cour d’appel fédérale, s’agis-
sant d'une décision de la Cour fédérale;

b) devant la cour d’appel d’une province,
s*agissant d’une décision de la division ou du
tribunal de premiére instance d’une cour su-
périeure d’une province.

(2) Le délai dans lequel I’appel prévu au pa-
ragraphe (1) peut étre interjeté est de dix jours
suivant la date de la décision frappée d’appel,
mais le tribunal d’appel peut le proroger s’il
I’estime indiqué dans les circonstances.

2001.ch. 41, art 43 et 141

37.2 Nonobstant toute autre loi fédérale :

a) le délai de demande d’autorisation d’en
appeler a la Cour supréme du Canada du ju-
gement rendu au titre du paragraphe 37.1(1)
est de dix jours suivant ce jugement, mais le
tribunal compétent pour autoriser I’appel
peut proroger ce délai s’il ’estime indiqué
dans les circonstances;

b) dans le cas ol |'autorisation est accordée,
I’appel est interjeté conformément au para-
graphe 60(1) de la Loi sur la Cour supréme,
mais le délai qui s’applique est celui que fixe
le tribunal ayant autorisé I’appel.

2001, ch 41, art 43

37.21 [Abrogé, 2004, ch. 12, art. 18]

37.3 (1) Le juge qui préside un proces cri-
minel ou une autre instance criminelle peut
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der that he or she considers appropriate in the
circumstances to protect the right of the ac-
cused to a fair trial, as long as that order com-
plies with the terms of any order made under
any of subsections 37(4.1) to (6) in relation to
that trial or proceeding or any judgment made
on appeal of an order made under any of those
subsections.

(2) The orders that may be made under sub-
section (1) include, but are not limited to, the
following orders:

(a) an order dismissing specified counts of
the indictment or information, or permitting
the indictment or information to proceed on-
ly in respect of a lesser or included offence;

(b) an order effecting a stay of the proceed-
ings; and

(c) an order finding against any party on any
issue relating to information the disclosure of
which is prohibited.

2001, c 41,s 43,2015,¢ 3,s 14(F)

INTERNATIONAL RELATIONS AND NATIONAL
DEFENCE AND NATIONAL SECURITY

38. The following definitions apply in this
section and in sections 38.01 to 38.15.

“judge” means the Chief Justice of the Federal
Court or a judge of that Court designated by the
Chief Justice to conduct hearings under section
38.04.

“participant” means a person who, in connec-
tion with a proceeding, is required to disclose,
or expects to disclose or cause the disclosure
of, information.

“potentially injurious information” means in-
formation of a type that, if it were disclosed to
the public, could injure international relations
or national defence or national security.

“proceeding” means a proceeding before a
court, person or body with jurisdiction to com-
pel the production of information.

“prosecutor” means an agent of the Attorney
General of Canada or of the Attorney General
of a province, the Director of Military Prosecu-
tions under the National Defence Act or an in-
dividual who acts as a prosecutor in a proceed-

ing.

rendre I’ordonnance qu’il estime indiquée dans
les circonstances en vue de protéger le droit de
I’accusé & un procés équitable, pourvu que telle
ordonnance soit conforme a une ordonnance
rendue au titre de ’'un des paragraphes 37(4.1)
a (6) relativement a ce procés ou a cette ins-
tance ou a la décision en appel portant sur une
ordonnance rendue au titre de ’un ou [’autre de
ces paragraphes.

(2) L’ordonnance rendue au titre du para-
graphe (1) peut notamment :

a) annuler un chef d’accusation d’un acte
d’accusation ou d’une dénonciation, ou auto-
riser Pinstruction d’un chef d’accusation ou
d’une dénonciation pour une infraction
moins grave ou une infraction incluse;

b) ordonner I"arrét des procédures;

c¢) étre rendue a ’encontre de toute partie sur
toute question liée aux renseignements dont
la divulgation est interdite.

2001, ch 41, art. 43, 2015, ch. 3, art. 14(F).

RELATIONS INTERNATIONALES ET DEFENSE ET
SECURITE NATIONALES

38. Les définitions qui suivent s’appliquent
au présent article et aux articles 38.01 4 38.15.

«instance» Procédure devant un tribunal, un
organisme ou une personne ayant le pouvoir de
contraindre la production de renseignements.

«juge» Le juge en chef de la Cour fédérale ou
le juge de ce tribunal désigné par le juge en
chef pour statuer sur les questions dont est saisi
le tribunal en application de I’article 38.04.

«participant» Personne qui, dans le cadre
d’une instance, est tenue de divulguer ou pré-
voit de divulguer ou de faire divulguer des ren-
seignements.

« poursuivant» Représentant du procureur gé-
néral du Canada ou du procureur général d’une
province, particulier qui agit a titre de poursui-
vant dans le cadre d'une instance ou le direc-
teur des poursuites militaires, au sens de la Loi
sur la défense nationale.

«renseignements  potentiellement  préjudi-
ciables» Les renseignements qui, s’ils sont di-
vulgués, sont susceptibles de porter préjudice
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