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Solicitor General's Enforcement Standards
for Law ful Interception of
Telecommunications (Rev.Nov.95)

Law Enforcementagencies require access to the
entire telecom munications transm itted, or causecd
to be transm itted, to and from the numberor
other identifier of the target service used by the
interccption subject. Law enforcement agencies
also require access to the call-associated data that
is generated to process the call.

Law enforcement agencies require access to all
m obile interception subjccts operating

tem porarily or permanently within a

teleccom munications system .

Law enforcement agencies requirec access in cases
w here the interception subject may be using
features to divertcalls to other

telccom munications service or term inal
equipment, including calls that traverse more
than one nctwork or are processed by more than
one network operator/service provider before
completing.

Law enforcementagencies require that the
telecom munications to and from a targect service
be provided to the exclusion of any

telecom munications thatdo not fall within the
scope of the interception authorization.

Law enforcementagencies require access to
available call associated data such as:
- Signaling of access ready status
- Called party number foroutgoing
conncctions even if there is no successful
connection established
- Calling party number forincoming
conncctions ecven if there is no successful
connection establish
- Alldigits dialed by the target, including post
-connection dialed digits used to activate
features such as conference calling and call
transfer
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- Beginning, end, and duration of the
conncction

- Actual destination and interm ediate directory
numbers if call has becen diverted

know n to thc netw ork t'or m‘obllc subscrlbers

Law enforcementagencics require data on the
specific service uscd by the interception subjecct
and the technical paramcters for thattype of
com munication.

Law enforcement agencics requirc airea

time,

CfulStim e mionitoring capability for the

interception of tclccom munications. Call
associated data should also be providecd in real-
time. Ifcall associated data cannotbe made
available in real timec, law enforcement agencies
require the data to be available as soon, as
possiblc upon call termination.

Law cnforcementagencies require netw ork
operators/service providers to provide one or

m ore.dnterfaces from which the intercepted

com munications can be transm itted to the law
enforcement monitoring facility. These interfaces
have to be commonly agreed on by the
interception authorities and the netw ork
operators/service providers. O thecr issues
associated w ith these intcrfaces will be handled
according to generally accepted practices.

Law cnforccmentagencies require netw ork
operators/service providers to provide call
associated data and call content from the
target service in a way thatallows for the
accurate correlation of call associated data
w ith call content.

Law enforcementagencies require that the
format for transm itting the intercepted
communications to the monitoring facility be
a generally available form at.

\
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If network operators/service providers initiate
cncoding, compression or ‘encrypition of
communications traffic, law enforcement
agencies require the network
operators/service providers to provide
intcrcepted com munications :

Law enforcementagencies require network
operators/service providers to be able to

transm it the intcrcepted com munications to
the law enforcement monitoring facility via

“fixed orsw.itchedoconnections.

Law enforcementagencies require that the
transm ission of the interceptecd

com munications to the monitoring facility
meet applicable Governmentof Canada
security requirem cnts.

Law enforcementagencies require
interceptions to be implemented so that
neither the interception targetnor any other
unauthorized person is aware of any changes
m ade to fulfil the interception order. In
particular, the operation of the target scrvice
must appearunchanged to the interception
subject,

Law enforcementagencies rcquire the
interception to bec designed and implemented
to preclude unauthorized or improper usc and
to safeguard the inform ation related to the
interception,

Law enforcementagencics require netw ork
opcralors/service providers to protect
information on which and how many
interceptions are being or have bcen
performed, and not disclose inform ation on
how interceptions are carried out.

Law enforcementagencies require nctw ork
opcrators/service providers to ensure that
intercepted com munications are only
transm itted to the m onitoring agency
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specified in the interception authorization.

Based on a law ful inquiry and before

implem entation of the interception, law
enforcement agecncies require (1) the
intcrception subject’s identity service num ber
or other distinctive identifier, (2) inform ation
on the services'and features of the

telecom munications system used by the
interception subjecctand delivercd by network
opecrators/scrvice providers, and (3)

inform ation on the technical param eters of
the transm ission to the law cnforcement
monitoring facility.

During the interception law enforcement
agencies may require inform ation and/or
assistance from the network operators/service
providers to ensure that the com m unications
acquired at the interception interface are
those com munications associated w ith the
target service.,

Law enforcement agencies require netw ork
operators/service providers to make
provisions for implementing a number of
simultaneous intecrcepts. M ultiple
interceptions may be required for a single
target service Lo allow monitoring by more
than one law enforcementagency. In this
case, network operators/service providers
should take precautions to safeguard the
identities of the monitoring agencies and
ensure the confidentiality of the
investigations.

Law enforcementagencies require netw ork
operators/service providers to implement

;:mterceptxons as quxckly as posssblc (o uiEgen t

: ; ‘oursiorm m‘j
response rcqu:rcm ents of law enforccm ent
agencies will vary by the type of target
scrvice to be intercepted.
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For the duration of the interception, law
enforcementagencies rcquire that the
rcliability of the scrvices supporting the
interception at least equals the reliability of
the target services provided to the
interception subject. Law enforcement
agencies require the quality of scrvice of the
intercepted transm issions forwarded to the
m onitoring facility to com ply with the
pcrformance standards of the netw ork
opcrators/service providers.
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GLOSSARY

Access

Thec technical capability to interface with a
communications facility, such as a com munications
line or switch, so that a law enforcement agency can
acquirc and monitor com munications and | call
associated data carried on the facility.

Call

Any conncction (fixed or tem porary) capable of
transferring inform ation bectween two or more users
of a telecom munications system .

Call Associated Data

Signaling inform ation passing between a target
service and the network or another user. Inclodes
signaling inform ation used to establish the call and to
control its progress (e.g. call hold, ccll handover).
Call associated data also includes inform ation about
the call thatis available to the network
opcrator/service provider (e.g., duration of
connection).

Interception

Asused here, the statutory-based action of providing
acccss and delivery of 2 subject’s telecom munications
and call associated data to law enforcem cnt.

Interception Interface

The physical location within the scrvice provider's
teleccom munications facilitics w here access to the
intecrcepted com munications or call associated data is
provided. The interccption interface is not neccssarily
a single, fixed point.

Interception Order .

Anorder placed on a network opecrator/scrvice
provider for assisting a law enforcementagency with
a law fully authorized telecom munications
interception.

Interception Subject

Pcrson or persons identified in the law ful
authorization and whose incoming and outgoing
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com munications arc to be intercepted and monitorcd.

Law Enforcement Agency

A service, including national security agencies,
authorized by law to carry out telecom munications
interceptions.

Law Enforcement Monitoring Facility

A law enforcement facility designatcd as the
transm ission destination for the intercepted
communications and call associated data of a
particular interception subject. The site w here
monitoring/recording equipment is located.

Lawful Authorization

Authorization granted to a law enforcementagecncy
under certain conditions to intercept specified
tclecom munications. Typically this refers to an order
or warrant issued by a judge.

Network Operator/service Provider

"nctw ork operator”™ = the operator of a public
telecom m unications infrastructure which permits the
conveyance of signals between defined netw ork
term ination points by wire, by microwave, by optical
mcans or by other clectrom agnetic means”™;

“service provider” = the natural or legal person
providing a public tclecom munications service(s)
whose provision consists wholly or partly in the
transm ission and routing of signals on a
telecom m unications netw ork.

Quality of Service

The quality specification of a com munications
channel, system, virtual channel, com puter

com munications session, etc. Quality of secrvice may
be measured, forexam ple, in terms of signal-to-noisc
ratio, bit error rate, mecssage throughputrate, or call
blocking probability.

Reliability

The probability thata system or service will perform
in a satisfactory manncr for a given period of time
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when used under specified opcrating conditions.

Roaming

The ability of subscribers of mobile

telecom munications services to place, maintain, and
receive calls when they are located outside of their
designated home serving area.

Target Service

A service associated w ith an interception subjectand
usually specified in a law ful authorization for
intcrception.

Telecommunications

Any transfer of signs, signals, writing, images,
sounds, data, or intelligence of any nature transm itted
in whole orin partby a wire, radio, clectrom agnetic,
photoelectronic, or photooptical system .

( Rev.Nov.95)
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