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SUMMARY Allocation of Funding
201112 201213 2013-14 201415 2015-16 Ongoing
FTE Salaries O&M Total FTE Salaries O&M Total FTE Salaries O&M Total FTE Salaries O&M Total FTE Salaries O&M Total FTE Salaries O&M Total
Direct Costs:
CMB 1.00 53,711 165,693 219,404 1.00 53,711 80,075 133,786 1.00 53,711 66,647 120,358 1.00 53,711 66,647 120,358 1.00 53,711 66,647 120,358 1.00 53,711 66,647 120,358
IT 7 31,975 36,197 33 A4 33,444 y 33,444 : 33,444 000 / 2 /; 33,444
Accomodations 187,429 97,589 86,914 86,914 86,914 4 ////// 32207 86,914
ol ! / ! / ! / . . / / .
EMNS 7.00 618,283 282,406 900,689 10.00 876,178 230,773 1,106,951 11.00 956,086 183,310 1,139,396 12.00 1,035,994 217,386 1,253,380 12.00 1,035,994 202,884 1,238,878 12.00 1,035,994 202,884 1,238,878
LPB 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - -
CSP 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - -
SPB 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - -
IGCSIS 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - -
Comms 0.50 44,301 87,494 131,795 0.50 44,301 2,494 46,795 0.50 44,301 52,494 96,795 0.50 44,301 52,494 96,795 0.50 44,301 2,494 46,795 0.50 44,301 2,494 46,795
Audit 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - -
Legal 0.00 - 206,344 206,344 0.00 - 300,705 300,705 1.00 53,711 305,691 359,402 1.00 53,711 355,691 409,402 1.00 53,711 305,691 359,402 1.00 53,711 305,691 359,402
OGD 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - -
Total Direct Costs 8.50 716,295 741,937 1,458,232 11.50 974,190 614,047 1,588,237 13.50 1,107,809 608,142 1,715,951 14.50 1,187,717 692,218 1,879,935 14.50 1,187,717 577,716 1,765,433 14.50 1,187,717 577,716 1,765,433
Standard Costs:
CMB 0.77 48,121 200,163 248,284 1.04 65,106 137,222 202,328 1.22 76,428 134,295 210,723 1.31 82,090 128,118 210,208 1.31 82,090 112,620 194,710 1.31 82,090 112,620 194,710
IT 68,181 68,181 65,334 65,334 71,879 71,879 73,568 73,568 70,402 70,402 70,402 70,402
Accomodations 125,131 125,131 62,619 62,619 51,535 51,535 42,863 42,863 30,531 30,531 30,531 30,531
HR 4,250 4,250 5,750 5,750 6,750 6,750 7,250 7,250 7,250 7,250 7,250 7,250
ADM * 0.77 48,121 2,601 50,722 1.04 65,106 3,519 68,625 1.22 76,428 4,131 80,559 1.31 82,090 4,437 86,527 1.31 82,090 4,437 86,527 1.31 82,090 4,437 86,527
SPB 0.31 24,307 8,232 32,539 0.43 32,885 11,189 44,074 0.50 38,605 12,776 51,381 0.54 41,465 13,701 55,166 0.54 41,465 13,701 55,166 0.54 41,465 13,701 55,166
Comms 0.20 17,172 664 17,836 0.26 23,233 899 24,132 0.31 27,273 1,056 28,329 0.33 29,294 1,134 30,428 0.33 29,294 1,134 30,428 0.33 29,294 1,134 30,428
Audit 7,163 7,163 9,742 9,742 11,078 11,078 11,877 11,877 11,877 11,877 11,877 11,877
Legal - - - - - - - - - - - -
Total Standard Costs| 1.28 89,600 216,222 305,822 1.73 121,224 159,052 280,276 2.03 142,306 159,205 301,511 2.18 152,849 154,830 307,679 2.18 152,849 139,332 292,181 2.18 152,849 139,332 292,181
Total of all Costs 9.78 805,895 958,159 1,764,054 13.23 1,095,414 773,099 1,868,513 15.53 1,250,115 767,347 2,017,462 16.68 1,340,566 847,048 2,187,614 16.68 1,340,566 717,048 2,057,614 16.68 1,340,566 717,048 2,057,614
Notes:
* Includes CMB's portion of the following Corporate Support Costs: Cost for Corporate Support Staff, Transport and Ci and Other Costs. These costs are allocated to the ADM and will be reallocated to fund pressures.
SUMMARY Allocation by Branch
2011-12 201213 2013-14 201415 2015-16 Ongoing
FTE Salaries O&M Total FTE Salaries O&M Total FTE Salaries O&M Total FTE Salaries O&M Total FTE Salaries O&M Total FTE Salaries O&M Total
CMB 1.77 101,832 365,856 467,688 2.04 118,817 217,297 336,114 331,081 2.31 135,801 194,765 330,566 .31 135,801 179,267 315,068 2.31 135,801 179,267 315,068
IT 00 100156 100,156 00 10 105,323 0D 010 107,012 ) 0. 00 0 103,846
. e ’ 0 o : , : 0 o . o . :
Accomodations 5511 2 //// 312,560 /// 531 138,449 129,777 ' 531 /// / / A / 531 5 / 117,445
HR ) // /;///; 4,250 000 // 5 6,750 90 7,250 00 _ 2 0 00 - ///// 7,250
ADM 771 4812 2601 50722 | 104 65106 1519 1 80559 3 44 86,527 3 82,090 4457 3 82,090 4437 86527
EMNS 7.00 618,283 282,406 900,689 10.00 876,178 230,773 A 1,139,396 12.00 1,035,994 217,386 1,253,380 A 1,035,994 202,884 1,035,994 202,884 1,238,878
LPB 0.00 - - - 0.00 - 0.00 - - - 0.00 - - - 0.00 - - - - - H
CSP 0.00 - - - 0.00 - 0.00 - - - 0.00 - - - 0.00 - - - - - -
SPB 0.31 24,307 8,232 32,539 0.43 32,885 0.50 38,605 12,776 51,381 0.54 41,465 13,701 55,166 0.54 41,465 13,701 55,166 41,465 13,701 55,166
IGCSIS 0.00 - - - 0.00 - 0.00 - - - 0.00 - - - 0.00 - - - - - -
Comms 0.70 61,473 88,158 149,631 0.76 67,534 0.81 71,574 53,550 125,124 0.83 73,595 53,628 127,223 0.83 73,595 3,628 77,223 73,595 3,628 77,223
Audit 0.00 - 7,163 7,163 0.00 - 9,742 9,742 0.00 - 11,078 11,078 0.00 - 11,877 11,877 0.00 - 11,877 11,877 - 11,877 11,877
Legal 0.00 - 206,344 206,344 0.00 - 300,705 300,705 1.00 53,711 305,691 359,402 1.00 53,711 355,691 409,402 1.00 53,711 305,691 359,402 53,711 305,691 359,402
OGD 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - - 0.00 - - - . - - -
Total of all Costs 9.78 805,895 958,159 1,764,054 13.23 1,095,414 773,099 1,868,513 156.63 1,250,115 767,347 2,017,462 16.68 1,340,566 847,048 2,187,614 16.68 1,340,566 717,048 2,057,614 16.68 1,340,566 717,048 2,057,614
EBP 161,179 219,083 250,023 268,113 268,113 268,113
Accommodation 104,766 142,404 162,515 174,273 174,273 174,273
Grand Total 2,029,999 2,230,000 2,430,000 2,630,000 2,500,000 2,500,000

Annex 2 - CMB Annex 2 - C-52.xls

000002



Processed under the provision of the Access to Information Act / Révisé en vertu de la loi sur I'accés & I'information

Bill C-51 - Minister of Justice

An Act to amend the Criminal Code, the Competition Act and the Mutual Legal
Assistance in Criminal Matters Act which can be referred to as the Investigative
Powers for the 21st Century Act

Introduced November 1, 2010.

Bill Narrative / Descriptor:

The bill proposes to amend the Criminal Code to ensure that law enforcement
officials have the authority and ability to fight crime in the current computer and
telecommunications environment by updating certain existing offences as well as
by creating new investigative powers. This includes specific provisions to obtain
the routing data related to a telecommunication or to a service provider involved
in the transmission of such a telecommunication, the possibility for police to
preserve data, and it enhances the privacy protections with respect to the
tracking of the location of a person, as opposed to when a vehicle or thing is
tracked. The legislation would clarify that no information shall be disclosed to the
police without a judicial authorization.

The proposed legislative amendments would also create the legislative
framework necessary for Canada to ratify the Council of Europe's Convention on
Cybercrime and its Additional Protocol Concerning the Criminalization of Acts of
a Racist and Xenophobic Nature Committed through Computer Systems.

Additional Details

The proposed amendments would allow police to obtain “transmission data.”
Transmission data relates to the underlying means of telecommunication used by
a suspect to communicate by telephone or Internet. It can provide information

on the type, date, time, origin, destination or termination of a communication, but
would not include the content of a private communication.

As is currently the case in the Criminal Code, a judicial order would be required
before police could obtain transmission data. Two different types of orders would
permit this — a warrant (when the suspect’s data is intercepted in real-time) or a
production order (to obtain stored transmission data from the service providers
involved). Judicial authorizations for this type of data may only be obtained when
there are “reasonable grounds to suspect” that the data will assist in the
investigation of a crime.

To permit law enforcement officers to trace a communication back to the
suspect’s original service provider. The proposed legislation would allow police
to obtain a limited amount of “transmission data” for the purposes of identifying
all of the service providers involved in the transmission of emails or other
communications. This would help trace cybercrime domestically, as well as
enhance international cooperation.

Page 1 of 5
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The amendments would create a preservation order that would require a
telecommunication service provider to safeguard and not delete its data related
to a specific communication or a subscriber when police believe the data will
assist in an investigation. A preservation order is a “quick-freeze” temporary
order, and would only be in effect for as long as it takes law enforcement to
return with a search warrant or production order to obtain the data.

(This is not data retention. The amendments would not require custodians of
data to collect and store data for a prescribed period of time for all subscribers,
regardless of whether or not they are subject to an investigation. A preservation
order would be restricted to the data that would assist in a specific investigation.)
In light of new technologies, amendments would improve the existing tracking
warrant’s privacy protections with respect to the tracking of the location of
people, while continuing to allow for the tracking of objects, including vehicles.
The warrant would allow police to remotely activate existing tracking devices that
are found in certain types of technologies (cell phones and telematics devices in
some cars, e.g. a GPS). Real-time tracking data could be obtained under this
warrant, while historical tracking data could be obtained via a production order.
The amendments would update section 342.2 of the Criminal Code in two ways:
making it illegal to possess a “device” for the purposes of committing the offence
of mischief and indicating that computer programs — such as viruses — are now to
be considered as “devices.” Currently only the actual or attempted mischief
created by the spread of a computer virus is punishable.

The proposed amendments to the Mutual Legal Assistance in Criminal
Matters Act would widen the scope of assistance that Canada could provide to
its treaty partners in fighting serious crimes, including computer and computer-
related crime, at an international level.

Amendments to the Competition Act would allow the Competition Bureau to
better address significant technology-related challenges that affect its ability to
obtain evidence, especially for the violations of deceptive marketing practices
and false or misleading representation provisions.

The proposed legislative amendments would also create the legislative
framework necessary for Canada to ratify the Council of Europe's Convention on
Cybercrime and the Additional Protocol to the Convention on Cybercrime,
Concerning the Criminalisation of Acts of a Racist and Xenophobic Nature
Committed through Computer Systems.

These multilateral treaties, which were signed by Canada in November 2001 and
July 2005 respectively, are the only instruments that provide for broad-based
international cooperation for the investigation and prosecution of computer-
related crimes. Increasing and strengthening the tools available will assist in
obtaining evidence to advance criminal investigations and prosecutions. This
reflects the recognition that effective and evolving international assistance
mechanisms are vital in combating the ever-growing threat of international
criminality.

Page 2 of 5
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assumptions, for each of the bills and Acts, conducted in accordance with
the Treasury Board Guide to Costing?

Investigative Powers for the 215! Century and Ratification of the Council of
Europe’s Convention on Cybercrime and its Additional Protocol.

Background

Since 2000, through the lawful access initiative, the Government of Canada
has been reviewing its lawful access laws, including the Criminal Code, to
bring them up to date with issues arising from new technologies. Lawful
access consists of the lawful interception of communications and the search
and seizure of information used by law enforcement and national security
agencies to conduct investigations and to gather intelligence.

There are two distinct components that have emerged as a result of the lawful
access initiative:

e Public Safety Canada and Industry Canada have primary
responsibility for developing new legislation that would compel
communication service providers to procure and maintain intercept
capable equipment and provide for access to subscriber
information;

e Justice Canada has primary responsibility for Criminal Code
amendments as well as related amendments to other statutes.

The Investigative Powers for the 21 Century ( IP21C) initiative pertains to the
second component of the lawful access initiative. The proposals contained in
the IP21C initiative specifically address the ability to investigate and
prosecute cyber-crime and, more broadly, to collect evidence associated with
new technologies.

21% Century’s Computer and Telecommunications Environment

Emerging and evolving communications technologies clearly benefit
Canadian society, however their use for illicit purposes creates significant
public safety challenges. In order to improve the safety of Canadians,
including children, in the 21% century’s computer and telecommunications
environment, new investigative powers are required.

Many of today’s crimes involve criminals using mobile cell phones or
computers to send messages through the Internet using new
telecommunications capabilities. Unlike forensic evidence localized at a
murder scene, digital evidence is scattered across dozens of devices at
locations sometimes in different jurisdictions. Moreover, electronic data can
exist along an entire spectrum of permanence, from being very volatile and
transient to being stored on long term storage media. Consequently,
specialized investigative powers should be designed to obtain digital evidence
not only for high-tech computer crimes, but also to deal with everyday
offences, when a criminal sends an email or uses their cell phone.

Page 4 of 5
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The Legislation

The legislation includes proposed amendments to the Criminal Code, the
Mutual Legal Assistance in Criminal Matters Act and the Competition Act.
The proposed amendments would provide police with more precise and less
cumbersome investigative tools.

In addition to updating certain existing offences that are facilitated by the
Internet, including child sexual exploitation, the reforms will create new
production and preservation orders to address today’s computer and
telecommunications environment.

All of the new legislative provisions are necessary in order to meet domestic
needs. However, they would also allow Canada to ratify the Convention and
its Additional Protocol, which are the only existing instruments at the
international level to combat computer-related crime. Ratification of this
Convention and its Additional Protocol would also Canada to cooperate with
other signatory countries in the investigation of cybercrime and help access
evidence that, due to the nature of Internet technology, can actually be found
on a different continent.

Overview of Investment
The legislative provisions will have funding implications for Justice Canada,
the ODPP, the RCMP, and DFAIT. New resources will be required to support
the implementation of the legislative provisions and the ratification of the
Convention and its Additional Protocol. Specifically, new resources will be
required for:
e Criminal Code and Mutual Legal Assistance in Criminal Matters Act
Amendments
*Legal and Policy Advice and Litigation
*Training
*Technical Assistance or Investigation
*Mutual Legal Assistance and Extradition
e _Ratification of the Convention and its Additional Protocol
«Implementation of the Convention and its Additional Protocol
International Assistance
*Mutual Legal Assistance and Extradition
o Evaluation and Annual Reporting

Listing of Supporting Information / Documentation to Question 4:

See attached annexes
Annex A RCMP
Annex B ODPP
Annex C Justice
Annex D DFAIT

Page 5 of 5
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Bill C-50 — Minister of Justice

An Act to amend the Criminal Code (interception of private communications and
related warrants and orders) also known as the Improving Access to Investigative
Tools for Serious Crimes Act

Introduced October 29, 2010

Bill Narrative / Descriptor:

The amendments are designed to streamline the application process when
specific court orders or warrants need to be issued in relation to an investigation
for which a judge has given a wiretap authorization.

In response to recent court decisions in British Columbia and Ontario,
amendments are also proposed to section 184.4 of the Criminal Code, which
provides authority for wiretapping without a warrant in exceptional circumstances,
such as a kidnapping or a potential bomb threat. The amendments being
proposed would enhance privacy safeguards by adding requirements to notify
persons who were intercepted under this provision and to report annually on the
number of intercepts being done when private communications are intercepted in
these exceptional circumstances. Such requirements already exist in relation to
other Criminal Code wiretap authorities. (The amendments were previously
included in Bill C-31 introduced in the Second Session of the 40" Parliament.)

Bill C- 50 would provide law enforcement with access to the technical tools in
order to investigate serious crime, including kidnapping and murder.

First, it would provide for a single process for obtaining court orders relating to an
investigation for which a wiretap authorization was obtained. Under this process
the contents of all the applications would be sealed in a single package in order
to maintain secrecy for the purpose of not jeopardising and undermining the
ongoing investigation. Second, the Bill will create new safeguards for section
184. 4 of the Code to permit the interception of private communications in
exceptional circumstances. These safeguards will remedy Charter defects of the
current provisions noted by the Courts.

Explanation of any Omissions to the Questions Below:

No detailed cost information is available because there are no costs
associated with this bill

The bill will ensure that an existing provision (re: wiretaps in exceptional
circumstances) fully respects the Charter. The streamlined application process
for other court orders should improve investigative powers and not add costs.

Page 1 of 2
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What are the incremental cost estimates broken down by Capital,
Operations & Maintenance and Other categories?

Not applicable. An explanation has been provided under the heading
"Explanation of any Omissions to the Questions below".

What is the baseline departmental funding requirement excluding the
impacts of the bills and Acts, broken down by Capital, Operations and
Maintenance and Other categories?

Not applicable within the context referred to in the overview document.

What are the total departmental Annual Reference Level (ARL), including all
quasi-statutory and non-quasi-statutory items, including Capital,
Operations and Maintenance and Other categories, including the
incremental cost estimates?

Not applicable. Reference is to be made to the overview document and
comments in relation to Annual Reference Levels.

What are the detailed cost accounting, analysis and projections, including
assumptions, for each of the bills and Acts, conducted in accordance with
the Treasury Board Guide to Costing?

As noted above, no detailed cost information is available because there are no
costs associated with this bill.

The bill will ensure that an existing provision (re wiretaps in exceptional
circumstances) fully respects the Charter. The streamlined application process
for other court orders should improve investigative powers and not add costs.

Page 2 of 2
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RCMP ANNEX
Royal Canadian Mounted Police

A significant part of the IP21C initiative will rely on personnel having a specific
expertise hired by the RCMP in due time to respond to the workload pressure
once new legislative provisions will come into effect.

The Amendments

The proposed amendments to the Criminal Code and the Mutual Legal
Assistance in Criminal Matters Act (MLACMA) as will impact the RCMP Special
“I” program (units in the RCMP that are responsible for electronic surveillance).

In particular, the proposed new Transmission Data Warrant (TDW) and MLACMA
modifications will result in the need for additional human and financial resources
to meet the increased demand from domestic and foreign law enforcement for
Special “I” services.

Resource Requirements:

Technological Crime Program:

The RCMP’s Technological Crime Program (TCP) has teams located throughout
Canada. The TCP does not presently have the capacity to address the requests
for assistance and/or conduct the investigations which are anticipated to be
forthcoming as a result of these amendments. Delivering on and/or supporting
the additional investigations, requests for analysis and/or requests for assistance
stemming from the proposed changes at the current resourcing levels will not be
possible without a base minimum increase in resources. An increase in offences
and scope at this juncture for the TCP must be resourced to ensure that the TCP
is able to deliver on the promises and intent of the legislative changes.

By ensuring the RCMP has the capacity to support the proposed changes, the
RCMP will be in a position to provide timely and effective response and services
to investigations in direct support of the amendments proposed.

& l'information
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The RCMP’s TCP has two mandates:

. Investigate pure computer crimes where the computer or the data therein
are the target of the offence as opposed to being used to facilitate the offence.

. Provide specialized technical investigative services in all other
technologically facilitated crimes (e.g., online fraud).

Front line service delivery pertaining to digital evidence processing as well as the
investigations of pure computer crimes are provided through eight Integrated
Technological Crime Units (ITCUs) located strategically through out the country
as well as through dedicated program areas located within the Technological
Crime Branch (TCB).

The TCP provides a number of services which will be impacted by the proposed
changes through an increase in:

. demand for forensic analysis of new technologies and related storage
device;
. requests for analysis of mobile devices such as cellular phones and

Personal Digital Assistants;

. need for acquisition of digital information and/or intelligence through
execution of general warrants and covert entries (both computers and mobile
devices);

. need for online covert research through the monitoring and recording of
Web Sites of interest in support of the new offences or broader definitions of
offences;

. requests for consultation with respect to Part VI authorization under the
Criminal Code and general warrant or Order preparation and information which
may be available via digital transmissions, covert penetration of target
technologies;

. requests for consultation and dialogue with respect to investigational and
operation planning;

. requests for preparation and/or assistance with respect to preservation
orders, production orders and other court documents as well as in search
preparation and execution where computers are involved;

. requests for technical assistance with interviews involving technically
knowledgeable persons;

. preparation of digital evidence for disclosure purposes and presentation to
the crown and the courts;

. costs for technological education of members of the TCP;

. need for research, development, verification and validation of new tools,

techniques, methodologies and processes relating to new technologies;

. costs for implementation of new tools, techniques, methodologies and
processes relating to new technologies;

000011
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. a number of investigations of pure technological crimes as the definitions
within the Criminal Code are broadened to factor in new technologies;

. need to develop standards, policies, coordinate training, provide strategic
planning resulting from the broadening of the definitions within the Criminal Code
to factor in new technologies;

. need to develop standards, policies, coordinate training and provide
strategic planning resulting from the proposed changes to the MLACMA,

. need to provide advanced search and seizure of digital evidence from new
technologies with open and embedded systems; and

. need to provide increased data analysis and digital data extraction.

Technology plays a major role in crime, more so today than ever before. The use
of personal computer/laptops, the internet and handheld devices has exploded at
an exponential rate. They have become staples in today’s society. As
technology evolves, its usage will continue to grow, resulting in further strains on
the RCMP TCP’s capacity to service both domestic and international requests in
an effective and timely manner.

cees a I'information
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To summarize:

e The proposed legislative amendments contained in IP21C initiative will
provide law enforcement with new powers to address crime in the 21
century’s computer and telecommunications environment. The proposed
Transmission Data Warrant (TDW) will allow for the real time collection of
communications transmission data from service providers located in
Canada. This new tool will help law enforcement fight against technically
savvy criminals who exploit advances in technology to commit crimes with
relative impunity.

e Torespond to the anticipated impact these amendments will have, the
RCMP is requesting resources to cover the costs associated with the
anticipated increase in human and technical resources from domestic and
international law enforcement agencies.

e The requested resources will be used primarily to shore up the Special “I’
and Technological Crime (TCP) programs. It is anticipated that both
Special “I” and TCP will require resources.
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B. Technological Crime Program:

Digital evidence processing as well as the investigations of pure computer
crimes are provided through eight (8) Integrated Technological Crime
Units (ITCUs) located strategically through out the country and the
Technological Crime Branch (TCB) located in Ottawa.

These specialized teams are seeing unprecedented assistance requests
for digital evidence analysis, R&D and custom software tool creation and
support. The proposed amendments will exacerbate an already difficult
situation. The necessity of increasing the capabilities and capacity of the
TCP cannot be over-emphasized.

TCP will require resources in the Policy and International Coordination
area (Ottawa) to address the standards, protocols, policy, liaison and
training as well as in the Technical Analysis Team (Ottawa) to provide
research, development, verification, validation and/or open and embedded
systems analysis.

cees a I'information
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Annex B

Office of the Director of Public Prosecutions

Funding requirements, specifically in support of the bill, and earmarked in the
Fiscal Framework for the ODPP:

Organization Name / Nom de | organisme : Office of the Director of Public Prosecutions / Bureau du directeur des poursuites pénales

Input Factor / Facteur d’intrant Fiscal Year / Exercice Total Ongol
20102011 | 20112012 | 2012-2013 | 20132014 | 20142015 going
Vote 35/ Crédit 35 (Operating Expenditures / Dépenses de fonctionnement)
Personnel 2702458 2.618.006] 2,618,006  2533,554] 2,533,554 2,533,554
Operations and Maintenance / 832,449 639,831 645,290 629,177 629,177 629,177

Fonctionnement et entretien

EBP /RASE (20%) 540,491 523,601 523,601 506,711 506,711 2,601,115 506,711
Total -Vote 35 / Total du crédit 35 4,075398]  3,781438] 3,786,807  3.669442]  3.669.442 3,669,442

Accommodation / Locaux (13% 351,320 340,341 340,341 329,362 3203620 1,690,726 329,362}

The ODPP is requesting $20.67M over five (5) years and $4M ongoing to cover
the costs related to the anticipated increase in legal advice requests, increased
involvement in the pre-charge stage, an increase in the number of cases referred
for prosecution, constitutional challenges, as well as the costs related to the
development of new precedents and the training of police officers and
prosecutors.

It is anticipated that the use of these new provisions by the police may increase
litigation workload in medium and high complexity cases: the defence is expected
to challenge the procedure followed by the police in obtaining the new orders
with a view to having the evidence excluded.

The ODPP expects that these new provisions may result in more effective
investigations and therefore will result in an increase in the number of cases
referred to ODPP for prosecution.

Due to the complex and technical nature of these amendments, the ODPP will
also dedicate resources to the training of federal prosecutors and the RCMP on
the practical impact of the new legislative provisions on investigations and
prosecutions. Thus will entail the development of training materials and the use
of senior prosecutors and the police. Ongoing and updated delivery of such
workshops will be required as the new provisions are adopted into practical use
and interpreted by the courts, and as new investigators join units, such as drug
squads and Combined Forces Special Enforcement Units (CFSEU), which
commonly use these investigative techniques.
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ODPP Costing Model

The ODPP estimates that the total impact is 16.8 FTEs of counsel time for the
first year (with some reductions with each successive year to 15.7 FTE’s in the
4™ year and ongoing).

Applying the standard ODPP ratios in costing its litigation workload of the ratio of
paralegal and clerical support to Counsel, and iCase data entry support to
Counsel and paralegal combined, and in turn, corporate DOJ support, produces
a total of 26.2 FTEs when all are included. Note the paralegal and clerical
support are directly related to the litigation cases.

Based on the ODPP costing model approved by Treasury Board for use in
relation to ODPP cost estimates, these FTEs are then converted to salary and
O&M costs, including the ODPP corporate and regional corporate costs. The
estimated financial impact on ODPP of amendments of sections 492.1 and 492.2
of the Criminal Code and the creation of new production and preservation orders
based on the preceding analysis is estimated to be the following:

5 Year
2007-2008 2008-2009 2009-2010 2010-2011 2011-2012 Total

$4,407,324 $4,100,391 $4,106,391 $3,978,629 $3,978,629 | $20,571,906

This is based on the costs for the ODPP beginning after the entry into force of
the legislation. It should be noted that the cost drops from 2007/08 to 2008/09
since 2007/08 includes the one-time accommodation costs for the new FTEs
added in 2007/08, the first full year. In addition, the cost of development of
precedents is only a factor for the first full year. The costs associated with
constitutional challenges generated by the amendments are reflected in the first
three full years, after which the issues should be settled by appellate decisions.
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Input Factor / Facteur d’intrant Fiscal Year / Exercice lotal Onsoin
20102011 | 20112012 | 2012-2013 | 2013-2014 | 20142015 gotng

Vote 1/ Crédit 1 (Operating Expenditures / Dépenses de fonctionnement)

Personnel 211,200 211,200 211,200 211,200 211,200 211,200

Operations and Maintenance / 69,104 69,104 69,104 69,104 69,104 345,520 69,104

Fonctionnement et entretien

EBP / RASE (20%) 42,240 42,240 42,240 42,240 42,240 211200 42,240
Total -Vote 1/ Total du erédit 1 322,544 322,544 322,544 322,544 3544 16120 322,544
Vote 10 / Crédit 10 (Tranfer Payments / Paiements de transfert)

Grants / Subventions 0 0 0 0

Contributions 300,000 300,000 300,000 300,000 300,0000 1,500,008 300,000
Total -Vote 10 / Total du crédit 10 300,000 300,000 300,000 300,000 3000000 1500.000]

Accommodation / Locaux (13% 27,456 27,456 27,456 27,456 27456 13728%0]  27.454

Ratification of the Convention and its Additional Protocol

Implementation of the Convention and its Additional Protocol

The International Crime and Terrorism Division (ICT) and the Criminal, Security
and Treaty Law Section (JLA) at the DFAIT will be involved in the implementation
of the Convention and its Additional Protocol and other activities related to it.
DFAIT is increasingly being called upon to coordinate Canadian policy and
positions on cybercrime for international fora, without dedicated personnel to play
this role. In particular, DFAIT will be responsible for ensuring that Canadian
policy and law are consistent with requirements of the Convention and its
Additional Protocol and Canada's international obligations. DFAIT will also be
responsible for providing advice to other departments on the interpretation of the
Convention and its Additional Protocol, and managing the disparate interests of
the inter-departmental community to ensure consistent and coordinated foreign
policy. DFAIT will respond to requests for assistance and information from other
countries; coordinate Canada’s reporting obligations to the Convention and its
Additional Protocol, and lead Canadian delegations to the regular Multilateral
Consultation meetings among Contracting States to the Convention and its
Additional Protocol to exchange views, review implementation of the Convention
and its Additional Protocol and advise on international legal and policy issues
(including on possible amendments to the Convention and its Additional
Protocol). DFAIT will also comment on reports on other States' implementation
of the Convention and its Additional Protocol. ICT expects to be called upon to
provide technical assistance and capacity building to other Parties. Most of
these activities involve international travel. In addition, DFAIT will be called upon
to provide international legal and policy advice in respect of future related
international initiatives and international instruments at meetings of a number of
international organizations, where the concepts found in the Convention and its
Additional Protocol can migrate into, such as: the UN, the G8, the OAS and the
APEC, and also participate in a number of their working groups and committees,

14
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where cybercrime is increasingly discussed. Enhanced anti-cybercrime activity
in the hemisphere, for example, will support the advancement of the Americas
Strategy.

DFAIT would use the allocated resources to implement the Convention and its
Additional Protocol, to coordinate Canadian positions regarding cybercrime for
international fora, and to provide policy advice to technical assistance
programmes. Such programming activities will also further Canada’s efforts to
combat crime, consistent with the objectives of the Americas Strategy. DFAIT
will manage the disbursement of funds for cybercrime programming, in
collaboration with other government departments, particularly JC, RCMP, and
PS, and relevant international partners, under the terms and conditions of the
Anti-Crime Capacity Building Program (ACCBP).

International Assistance

An additional $300,000 is being sought for contributions to provide technical
assistance to foreign countries to build capacity to combat cyber-crime and/or to
facilitate ratification/implementation of the concepts and ideas outlined in the
Convention and its Additional Protocol. Such programming activities will also
further the objectives of combating crime within the Americas Strategy. DFAIT
will manage the cybercrime programming as a supplement to crime and drug
programming currently underway. DFAIT will coordinate the development
evaluation of anti-cybercrime programming in cooperation with other government
departments (particularly Justice Canada, RCMP, Public Safety Canada) as well
as other international partners.

15
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Organization / Portfolio: Summary

Revised: June 2006

COST MODEL - SUMMARY sriamzoon "

TITLE OF INITIATIVE: Investigative Power of the 21st Century

Activity / Area: Criminal Code Amendments Initiative DATE novembre 8, 2007
Other Staff e Salary  Performance Pay  Increment current | ¢ rrent Year + 1 | CUTent | Cument | oing 2010111 | 2011112 2012113 | 2013/14 | 2014/15
Year Year+2 | Year+3
Maximum 4% 5% Salaries as a Function of FTEs
AS-1 48,430 - - - - -
AS-2 51,989 - - - - -
AS-3 55,724 - - - - -
AS-4 61,047 - - - - -
AS-5 72,919 - - - - -
AS-6 81,046 - - - - -
AS-7 90,420 4,521 0.0 0.0 0.0 0.0 0.0 - - - - -
AS-5 ¥o,111 4,500 Ay Ay Ay LAY Ay - - - - -
CR-2 34,101 0.0 0.0 0.0 0.0 0.0 - - - - -
CR-3 39,040 0.0 0.0 0.0 0.0 0.0 - - - - -
CR-4 43,286 0.0 0.0 0.0 0.0 0.0 - - - - -
CR-5 47,447 2.0 2.0 2.0 2.0 2.0 94,894 94,894 94,894 94,894 94,894
CS-1 59,817 0.0 0.0 0.0 0.0 0.0 - - - - -
CS-2 72,077 0.0 0.0 0.0 0.0 0.0 - - - - -
CS-3 86,270 0.0 0.0 0.0 0.0 0.0 - - - - -
CS-4 98,803 0.0 0.0 0.0 0.0 0.0 - - - - -
CS-5 118,974 0.0 0.0 0.0 0.0 0.0 - - - - -
ES-1 48,222 0.0 0.0 0.0 0.0 0.0 - - - - -
ES-2 53,207 0.0 0.0 0.0 0.0 0.0 - - - - -
ES-3 64,033 0.0 0.0 0.0 0.0 0.0 - - - - -
ES-4 76,145 0.0 0.0 0.0 0.0 0.0 - - - - -
ES-5 86,681 1.8 1.8 1.8 1.8 1.8 151,692 151,692 151,692 151,692 151,692
ES-6 96,946 0.0 0.0 0.0 0.0 0.0 - - - - -
ES-7 104,938 0.0 0.0 0.0 0.0 0.0 - - - - -
ES-8 112,307 0.0 0.0 0.0 0.0 0.0 - - - - -
IS-1 48,430 0.0 0.0 0.0 0.0 0.0 - - - - -
IS-2 51,989 0.0 0.0 0.0 0.0 0.0 - - - - -
IS-3 61,047 0.0 0.0 0.0 0.0 0.0 - - - - -
IS-4 72,919 0.0 0.0 0.0 0.0 0.0 - - - - -
IS-5 81,046 0.0 0.0 0.0 0.0 0.0 - - - - -
IS-6 90,420 0.0 0.0 0.0 0.0 0.0 - - - - -
———|
SI-1 48,222 0.0 0.0 0.0 0.0 0.0 - - - - -
SI-2 53,207 1.0 1.0 1.0 1.0 1.0 53,207 53,207 53,207 53,207 53,207
SI-3 58,000 0.0 0.0 0.0 0.0 0.0 - - - - -
SI-4 64,033 0.0 0.0 0.0 0.0 0.0 - - - - -
SI-5 76,145 0.0 0.0 0.0 0.0 0.0 - - - - -
SI-6 86,681 0.0 0.0 0.0 0.0 0.0 - - - - -
SI-7 96,946 0.0 0.0 0.0 0.0 0.0 - - - - -
SI-8 104,938 0.0 0.0 0.0 0.0 0.0 - - - - -
[Sub-total - Other Staff FTEs 4.8 4.8 4.8 438 4.8 299,793 299,793 299,793 299,793 299,793
[Adjustment for Other Salary Cost Factors
Bilingual Bonus
Derived from supporting sheets 7,920 7,920 7,920 7,920 7,920
Overtime Derived from supporting sheets 14,990 14,990 14,990 14,990 14,990
Northern Allowance - Salary component Derived from supporting sheets - - - - -
Total - Initiative-specific Salary Costs & FTEs 1,303,173 1,303,173 1,303,173 1,303,173 1,303,173
INEW "bodies" requiring DOJ workspace (first year only) [ 70 ] 0.0 [ 00 [ o0 [ 00 ]
|2] Initiative-specific 0&M Costs

LA FTE O&M cost factors Derived from supporting sheets 32,955 32,955 32,955 32,955 32,955
General FTE-related O&M cost factors Derived from supporting sheets 120,542 120,542 120,542 120,542 120,542
Northern Allowance - O&M component Derived from supporting sheets - - - - -
[ Training Derived from supporting sheets 39,095 39,095 39,095 39,095 39,095
Other Exceptional O&M Cost Factors

Evaluation 22,500 25,000 70,000 27,500 27,500

Audit - - - - -

Travel 15,000 16,250 22,500 20,000 20,000

Printing 5,000 5,000 5,000 5,000 5,000

Communications 5,000 5,000 5,000 5,000 5,000

EDP / Furniture - - - - -

Consultants 45,000 45,000 25,000 25,000 25,000

Other 86,475 86,248 83,300 81,130 81,130
Total - Initiative-specific O&M Costs 371,568 375,091 403,393 356,223 356,223

|31 Initiative-specific Grants and Gontributions (ot 5)

Grants [ -] -] -] -] -
Contributions | -] -] -] -] -

Total Grants and Contributions

The following sections are formula driven based on information input above.

4) Regional Overhead
Regional Overhead - Salary

Derived from supporting sheets

Bilingual Bonus

| Derived from supporting sheets | - - @ = ‘.

Total - regional overhead Salary Costs & FTEs

0.0 0.0 0.0 0.0 0.0 - - - - .

Regional Overhead - O&M

General FTE-related O&M cost factors
Training

Accomodation first year fit-up costs

Derived from supporting sheets - - - = =
Derived from supporting sheets - - = - =
Derived from supporting sheets - - - = =

Total - regional overhead O&M

6] Corporate Costs
Corporate o Salary
re: provison of services and functional support

Derived from supporting sheets
75,040 75,040 75,040 75,040 75,040

Total Corporate Costs - Salary 75,040 75,040 75,040 75,040 75,040
Corporate 0 O & M Derived from supporting sheets 21,841 22,053 23,751 20,920 20,920
Accomodation first year fit-up costs Derived from supporting sheets 63,734 - - - -
IMB - Help Desk costs Derived from supporting sheets 19,834 19,834 19,834 19,834 19,834
Total Corporate Costs - 0&M 105,409 41,886 43,584 40,754 40,754
6118BS - mandated costs

TBS-mandated Employee Benefit Plan factor | Derived from supporting sheets | 275,643 275,643 275,643 275,643 275,643
TBS PWGSC dation costs | Derived from supporting sheets | 179,168 179,168 179,168 179,168 179,168
Total TBS-mandated costs 454,810 454,810 454,810 454,810 454,810

Summary

FTE's and SALARY

Specific

Regional Overhead

Corporate Costs

[Total FTE and Salary Costs
JEmployee Benefit Plan

[Total Salary Costs (including EBP)

0&M

Initiative Specific

Regional overhead

Corporate costs

[Total O&M (excluding Accommodation)

TBS. d PWGSC dation costs

e\[C-51 Justice summary cost model.xIs]Sheet1

FTE'S Dollars

132 13.2 132 13.2 132 1,303,173 1,303,173 1,303,173 1,303,173 1,303,173
1.0 1.0 1.0 1.0 1.0 75,040 75,040 75,040 75,040 75,040
14.2 14.2 14.2 14.2 14.2 1,378,213 1,378,213 1,378,213 1,378,213 1,378,213
20% of salary costs 275,643 275,643 275,643 275,643 275,643
1,653,856 1,653,856 1,653,856 1,653,856 1,653,856
371,568 375,091 403,393 356,223 356,223
105,409 41,886 43,584 40,754 40,754
476,977 416,977 446,977 396,977 396,977
Total salary and O&M (VOTE 1) 2,130,833 2,070,833 2,100,833 2,050,833 2,050,833

Total Grants and Contributions (VOTE 5) - - - - -
TOTAL FOR DEPARTMENT OF JUSTICE 2,130,833 2,070,833 2,100,833 2,050,833 2,050,833
13% of salary costs 179,168 179,168 179,168 179,168 179,168

TOTAL SUBMISSION (DOJ plus PWGSC) 2 000 2,250,000 2,280,000 2,230,000
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Gendarmerie royale du Canada

Royal Canadian Mounted Police

INVESTIGATING AND PREVENTING
CRIMINAL ELECTRONIC COMMUNICATIONS ACT (PREVIOUSLY BILL C-52)

ISSUE: To provide information on the status of the Investigating and Preventing
Criminal Electronic Communications Act (Previously Bill C-52).

BACKGROUND:

The Government of Canada’s Lawful Access Initiative has two distinct components:

e Public Safety Canada and Industry Canada have primary responsibility for
developing new legislation that would compel telecommunication service
providers to procure and maintain intercept capable equipment and provide for
access to subscriber information;

e Justice Canada has primary responsibility for Criminal Code amendments as well
as related amendments to other statutes.

Law enforcement agencies face difficulties in consistently accessing subscriber
information from telecommunication service providers required to pursue investigations.

Currently, telecommunication service providers (wireline, wireless and internet services)
are not required to build interception capability into existing or new networks.
Consequently the government must negotiate with and regularly pay telecommunication
service providers to create interception solutions for their networks. Additionally, police
must often engineer tactical intercept solutions internally before they are able to execute
a lawful interception court order. As a result, police are at times unable to execute
these court orders.

The proposals contained in the Investigating and Preventing Criminal Electronic
Communications Act would compel telecommunication service providers to build and
maintain intercept capable equipment and provide basic subscriber information to
designated police, the Canadian Security Intelligence Service, and Competition Bureau
officials upon request.

STRATEGIC CONSIDERATIONS:

The Investigating and Preventing Criminal Electronic Communications Act went through
first reading in the House of Commons in November, 2010, but subsequently died on
the Order Paper. It could be reintroduced in the next session of Parliament. It is
expected that warrantless access to subscriber information may be a controversial
issue.
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Gendarmerie royale du Canada

Royal Canadian Mounted Police

INVESTIGATIVE POWERS FOR THE 21°T CENTURY INITIATIVE
(PREVIOUSLY BILL C-51)

ISSUE: To provide information on the status of the Investigative Powers for the 21st
Century Initiative — Previously Bill C-51 (Lawful Access).

BACKGROUND:

The proposals contained in the Investigative Powers for the 21st Century Initiative
(previously Bill C-51) specifically address the ability to investigate and prosecute
cybercrime and to collect evidence associated with new technologies.

The Government of Canada’s Lawful Access initiative has two distinct components:

e Public Safety Canada and Industry Canada have primary responsibility for
developing new legislation that would compel communication service providers to
procure and maintain intercept-capable equipment and provide access to
subscriber information;

e Justice Canada has primary responsibility for Criminal Code amendments as well
as related amendments to other statutes.

The use of evolving communications technologies for illicit purposes creates significant
public safety challenges. Today’s criminal activity often involves the use of mobile
phones or computers to send messages through the internet, and digital evidence is
often scattered across many devices at various locations. Although there are
investigative powers in existing laws that can be utilized, these are out-of-date with the
current technology. The Investigative Powers for the 21st Century Initiative will provide
better tools for law enforcement, including: preservation demands and orders;
transmission data warrants; and new warrants to track transactions, individuals and
goods.

The Investigative Powers for the 21st Century Initiative will also allow Canada to ratify
the Council of Europe Convention on Cybercrime, an international effort to deal with the
global nature of the internet and criminal use of this medium.

CURRENT STATUS:

The Investigative Powers for the 21st Century Initiative was introduced in the House of
Commons in November 2010, but subsequently died on the Order Paper. It may be
reintroduced in the next session of Parliament.

cees a I'information
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Royal Canadian Mounted Police Gendarmerie royale du Canada

STRATEGIC CONSIDERATIONS: While the RCMP is not the lead agency, this
legislation is critical for combating organized crime. The legislation is aimed at
providing police the capability of securing key elements of communications between
criminals which has been enhanced through modern technological advancements. It is
an important tool for law enforcement, which has lagged behind in its ability to keep
pace with technology, and as such should be addressed at the earliest possible
opportunity.

NEXT STEPS: The RCMP will continue to work with lead agencies to ensure that they
have the necessary information to advance this legislative initiative. Our specific
involvement will be based on the requirements identified by the lead agencies.
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Royal Canadian Mounted Police Gendarmerie royale du Canada

INVESTIGATIVE POWERS FOR THE 215" CENTURY INITIATIVE
(PREVIOUSLY BILL C-51)

ISSUE:

To provide information on the status of the Investigative Powers for the 21% Century
Initiative — previously Bill C-51 (Lawful Access).

'BACKGROUND:

The proposals contained in the “Investigative Powers for the 21st Century Initiative”
specifically address the ability to investigate and prosecute cybercrime and to collect
evidence associated with new technologies.

The Government of Canada’'s Lawful Accegs initiative has two distinct components:

e Public Safety Canada and Industry Canada have primary responsibility for
developing new legislation that would compel communication service providers to
procure and maintain intercept-capable équipment and provide access to subscriber
information; and,

e Justice Canada has primary responsibility for Criminal Code amendments as well as
related amendments to other statutes.

The use of evolving communications technologies for illicit purposes creates significant
public safety challenges. Today's criminal activity often involves the use of mobile
phones or computers to send messages through the Internet, and digital evidence is
often scattered across many devices at various locations. Although there are
investigative powers in existing laws that can be utilized, these are out-of-date with the
current technology. The Investigative Powers for the 21% Century Initiative will provide
better tools for law enforcement, including preservation demands and orders,
transmission data warrants, and new warrants to track transactions, individuals and
goods. ' :

1

The Investigative Powers for the 21 Century Initiative will also allow Canada to ratify

the Council of Europe Convention on Cybercrime, an international effort to deal with the
global nature of the internet and criminal use of this medium.
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CURRENT STATUS:

?
The Investigative Powers for the 21 Century Initiative was introduced in the House of
Commons in November 2010, but subsequently died on the Order Paper It may be
reintroduced in the next parllamentary session.

STRATEGIC CONSIDERATIONS:

While the RCMP is not the lead agency, this legislation is critical for combating
organized crime. The legislation is aimed at providing police with the capability of
securing key elements of communications between criminals, which has been
enhanced through modern technological advancements. This is an important tool for the
law enforcement community, which struggles to keep pace with technological
advancements.

NEXT STEPS:

The RCMP continues to work with lead agencies to ensure that they have the
necessary information to advance this legislative initiative. The RCMP’s specific
involvement will be based on the requirements identified by the lead agencies.
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Royal Canadian Mounted Police ‘Gendarmerie royale du Canada

THE INVESTIGATING AND PREVENTING -
CRIMINAL ELECTRONIC COMMUNICATIONS ACT (PREVIOUSLY BILL C-52)

ISSUE:

To provide information on the status of the Investigating and Preventing Criminal
Electronic Communications Act (previously Bill C-52).

BACKGROUND:

The Government of Canada’s Lawful Access initiative has two distinct components:

o Public Safety Canada and Industry Canada have primary responsibility for
developing new legislation that would compel telecommunication service providers
to procure and maintain intercept capable equipment and provide for access to
subscriber information; and,

o Justice Canada has primary responsibility for Criminal Code amendments as well as

related amendments to other statutes.

. Law enforcement agencies face difficulties in consistently accessing subscriber

information from telecommunication service providers required to pursue investigations.

Currently, telecommunication service providers (wireline, wireless and Internet services)
are not required to build interception capability into existing or new networks.
Consequently, the government must negotiate with, and regularly pay,
telecommunication service providers to create interception solutions for their networks.

Additionally, police must often engineer tactical intercept solutions internally before they
are able to execute a lawful interception court order. As a result, police are at times
unable to execute these court orders.

The proposals contained in the act would compel telecommunication service providers
to build and maintain intercept-capable equipment and provide basic subscriber
information to designated police, as well as the Canadian Security Intelligence Service
and Competition Bureau officials, upon request.
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STRATEGIC CONSIDERATIONS:

The Investigating and Preventing Criminal Electronic Communications Act went through
first reading in the House of Commons in November 2010, but subsequently died on the
Order Paper. It could be reintroduced in the next parliamentary session. It is expected
that warrantless access to subscriber information will be a controversial issue.

'
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BRIEFING NOTE TO NOTE D'INFORMATION
THE COMMISSIONER AU CONMMISSAIRE

REINTRODUCE, FUL ACCESS LEGISLATION TO REDUCE

LAWE?’EJL ACCESS AND ELECTRONIC SURVEILLANCE
DEFICIENCIES AND OBSOQLESCENCE

ISSUE: To brief the Commissioner on the Canadian Association of Chiefs of Police (CACP)
Resolution in support of the Investigative Powers for the 21st Century (1IP21C)
legislation (formerly Bill C-51) for the CACP Conference in August 2011.

BACKGROUND:

e Current Criminal Code provisions in respect to police powers to conduct judicially
authorized electronic interceptions and seizures are outdated, especially with the advent of
new and evolving technologies.

s The proposals contained in IP21C specifically address the ability to investigate and prosecute
cybercrime and to collect evidence associated with new technologies.

e The legislation impacts two specific programs within the RCMP, %pemal “P* and the
Technological Crime Program.

o IP21C will also allow Canada to ratify the Council of Europe Convention on Cybercrime, an
international effort to deal with the global nature of the Internet and the criminal use of this
medium.

CURRENT STATUS:

s [P21C went through a first reading in the House of Commens in November 2010, but died on
the Order Paper when Parliament was dissolved in March 2011, 1t could be reintroduced at
any time during the next session of Parliament.

STRATEGIC CONSIDERATIONS:

¢  Without modernization, the current legislation chalienges police investigative techniques and
compromises public safety. Urgent amendments are required to allow the police to lawfully
and effectively investigate serious offences; particularly those commitied by organized crime
and terrorist groups. This applies to interception capabilities as well as the ability to
investigate cybercrime incidents which are both addressed in this proposed legislation.

¢ The RCMP has worked diligently over many vears with Public Safety Canada in an attempt
to fill this legislative void.

Submitted by - Rédigé par Date Recommended by ~ Recommandé par Date
Stan Burke, C/Supt. Antoine Babinsky, A/C |
SUan Durke, Uup 301 108 ngine Savinsky, AfCommr, 201 1-08-04
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File No. . Security Classification/Designation
N° de dossier ‘Classification/désignation sécuritaire

Protected A

RECOMMENDATIONS/STRATEGIC ADVICE:

e The RCMP should support the CACP Resolution to endorse the passage of this legislation.

BN Identification # TechOps 11-041 CCM# 11- 003054
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' BRllEFING NOTE TO ! NOTE D’INFORMATION
) THE COMMISSIONER . !f- AU COMMISSAIRE
!NTRODUCE ELECTRONIC COUNTERMEASURES LEGISLATION
ISSUE: ; To provide the Commissioner with an update for the Canadian Association of Chiefs
| of Police (CACP) Conference in August 2011 on the Radio Frequency Electronic
! Counter Measures program as it relates to the CACP Resolution to introduce
j electronic countermeasures legislation
BACKGROUND
. Thé: Radiocommunication Act prohibits the possession, installation or operation of

|
jamiing/interference technological appa(ratus as well as the interference or obstruction of
an)ll radiocommunication.

|1
CURRENT STATUS:

. C.BRNE Operations is actively working with Industry Canada, Pubhc Safety Canada, and
“A” Division Federal Enforcement Section (FES) to formulate an efficient prosecution
po I|C}’
Submitted by : Réd;igé par Date Recommended by - Recommandé par Date
S -
Kenneth Fau‘lknleg, AQIC Antoine Babinsky, A/Commr.
CBRNE Operations 2011-08-03 Technical Operations 2011-08-03
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et M ' ' ig v
Policing Support !Servnces ‘| 2011-08:03
CONSULT A0271017_60-000065
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File No Security Classification/Designation
N° de dossier Classification/désignation sécuritaire

Protected A

I '
CBRNE Operations recommends that TCRI pohcles be reviewed and upgraded to properly
formulate the investigational procedures reqmred for successful prosecutlons CBRNE
Operanons will update the existing operational policy, and will assist FES in updating the

_ RCMP s related investigative policies.

: Canada Border Services Agency (CBSA) is interested in assnstmg and participating actively

to resolve the influx of illegal jammers entering Canada via the points of entry.

Indu;try Canada has identified an urgent need to enhance enforcement capabilities and is
seeking the creation of an integrated- mvest: gative unit. The RCMP has taken a leadership
role{to develop a joint-partnership initiative and supports the creation of an integrated unit
between its CBRNE Operations, Federal Enforcement Sections (FES) and the CBSA.

STRATEGIC CONSIDERATIONS:

. The| Ipossessnon and use of commercially purchased RF jamming units by the criminal

elerlnent and the general public place pohce personne! and the community at risk.
Unauthorized RF interference impacts on the ability of the RCMP and provincial/municipal
poliCe agencies to perform their lawful duties.

RECOMMENDATIONS/STRATFGIC ADVICF

The RCMP supports and encourages the CACP to adopt the resolution to introduce
electromc countermeasures leglslatxon :
|

BN Identification # TechOps 11-038 CCM# 11- 003054

CONSULT A0271017_61-000066
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Total Pages
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1

Protected “A”

BRIEF|NG NOTE TO - ~NOTE D’INFORMATION
THE COMMISSIONER - AU COMMISSAIRE

CANADIAN TRAINING STANDARDS FOR

CHILD EXPLOITATION INVESTIGATORS

ISSUE: l"o brief the Commissioner on the Canadian Association of Chiefs of Police (CACP)
' E Crime Committee’s Resolution on Canadlan training standards for child
explortanon investigators for the CACP Conference in August 2011.

BACKGROUND:

¢ Although standardized training programs exist, disparities exist amongst Canadian law
enforcernent agencies in the application and enforcement of standardized training for child
explontatlon investigators.

CURREN'I! STATUS: ‘

o The Ca:n;adian Police College (CPC) provides:training courses which are necessary to enable
all pollce organizations to provide child exploitation investigation services. These courses
must be ‘properly funded and equipped to provrde this specialized training in both official
languagles as required.

STRATEGIC CONSIDERATIONS: .

o The mvestrgatlon of child exploitation cases by untrained, partially tramed or self-trained
mvestrgators who do not follow training standards and methodologies can potentially be a
srgmﬁcant risk for the Canadian law enforcement community. Issues could include a loss of
public Iconﬁdence in the investigative capabtllty of police agencies and questions surrounding
procedural fairness, possrbly bringing the administration of justice into disrepute.

o Child exploitation crimes have become an issue of national and intemnational significance,

!
demandmg the attention of law enforcement agencies and the crrmmal justice system.

STRATEGIC ADVICE: ‘

¢ The RCMP should support the E-Crime Commlttee s resolution to ensure a safe and secure
Inteémet! for Canadians.

e Law erltforcement agencies initiating child exploitation investigations should be encouraged
to undertake these functions only with personnel who have met the recommended training
standards of the CPC Technological Crime Learning Institute Program or other validated

training.
BN Identification #: TechOps 11-039  CCM# 11- 003054
Submitted by — Rédigé par Date Recommended by - Recommandé par Date
! .
C/Supt. Stan Burhe’ 08. Antoine Babinsky, A/Commr. -08-
D.G. Technical Investrgatlve Services » 2011-08-03 Technical Operations 2011-08-03

Approved by — Approuvé par Date 1 ’
l o S o
PR y 2wl Ao

Line Carbonneau; D/Comnir.
Policing Support Services

CONSULT A0271017_73-000078
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Thank you, Mr. Chairman, for the invitation to
appear before this committee. It’s always a pleasure

to be here. I'm especially happy that you have asked

me here today to assist with your review of Bill C-47,

an Act Regulating Telecommunication Facilities to
Support Investigations. With me are senior officials

from the Portfolio. [Introduce officials.]

Bill C-47, of course, is designed primarily to do one
thing — help victims of crime. That-includes many
children who today remain vulnerable to exploitation
by sexual predators online because the laws now in
place don’t give law enforcement officials the tools

they need to do their jobs. Hon. Committee members

2

[
L
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may have heard of the case where Germany alerted
Canadian law-enforcement officials that 200 IP
addresses were associated with online child
exploitation as part of a massive world-wide

investigation of child pornography. The RCMP

requested information from Internet service providers =~

to help them identify potential suspects.

,,,,,,

Unfortunately, 47 of those requestsiwere refused

R AR o " 0 e e s

since it was deemed:that there was insufficient

and today countless .~

children remain at risk.

000052



Suove e ey - -~ _Processed under the provision of the Access to Information Act / Révisé en vertu de la loi sur 'accés 4 I'information

Some Hon. Committee members might also know
about another international criminal investigation
involving 78 Canadian IP addresses linked to the
purchase of child pornography. In that case, requests
for customer name and address information were
submitted to the relevant Internet Service Providers
and there were several arrests and charges. But again,
18 of the original 44 suspects have not been

identified since ISPs refused to provide the relevant

information without a warrant = something normally;

granted only after the'identify of aisuspect is

establisheds|
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Such cases clearly demonstrate the need for reforms.

They show the need to bring our laws up to date with

the realities of the 21% century. That’s what Bill C-47 S

will do. The legislétion before us today will first and
foremost help victims ny ensuring ¢riminals such as
sexual predators can’t remain anonymous and escape
prosecution. Today, some ISPs comply with rcquesfs
for customer information without a warrant. Many

don’t. What Bill C-47 therefore proposes is to

establish a uniform requirement for all ISPs to - | -

provide law enforcement officials with quick and
timely access to subscriber information without the
need for a warrant. The courts have come down in

favour of allowing this.
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Stakeholders, victim’s advocacy groups and police
associations have asked for ahd support these
changes — as do many ordinary Canadians. Bill C-47
delivers on our commitment to them, while also
ensuring privacy riAghts are protected through a series
of figorous safeguards which reinforc¢ the
considerable legal protection currently afforded to
Canadians with respect to privacy or freedom from

unreasonable search and seizure.

Bill C-47, of course, also proposes to help victims by
doing away with so-called “safe havens” which
éu_rr'ently allow sexual predators, perpetrators of hate

crime, organized crime groups, and Internet fraud
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artists to operate freely Without any fear of detection
and apprehension. Specifically, the Bill before us
today will ensure that when law enforcement and
security officials have a warrant to intercept
messagés by criminals or terrorists, they are not
previented from doing so due to a lack of technical

ability.

The previous government introduced similar

provisions, recognizing‘ the need to give public safety SRR
officials the tools they require to do their jobs. While . L

it was a good start, Bill C-47 builds on that effort and )

strengthens it further.
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The proposals we are putting forward are not new or

even revolutionary. In modernizing Canada’s lawful

access laws, e arenot providing new'powersor .-
expanding bn existing interception authorities that

- have been in place since 1974. Nor are we
compromising individuals’ personal information or
putting' an undﬁe burden on busiﬁes's. We are simply

| bringing our couhtry’s legislation oﬁt of the Cold

War era and into the 21 Century.

Together with the changes proposeci in Bill C-46,
which this committee will soon have a chance to
review, the message that we are sending with these

proposed changes is that helping victims is our
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number one priority. We're sayiné that the rights of

victims should come ahead of those of criminals who e el
are currently able to exploit technologies to their

advantage. Standing up for the victims of crime has

always been at the heart of this government’s public

safety and justice agenda. Our government 1s

conimitted to ensuring that théir voices are heard and

that their concerns are taken seriously. That is one of S T
our highest priorities and why we’ve takén action on

a number of fronts. Bill C-47 builds on and

strengthens this track record and I know in this regard i . N
has the support of all Hon. Committee Members as |

well as Canadians right across this country. I

therefore look forward to working with this
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committee over the coming weeks to ensure speedy
passage of this vitally important legislation.

Thank you.

10
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From: "Sellers, Philip" <Philip.Sellers@ps-sp.gc.ca>

To: "'Susan.Alter@rcmp-gre.ge.ca™ <Susan.Alter@rcmp-gre.ge.ca>, "Brigitte.Min
eault@rcmp-gre.ge.ca™ <Brigitte. Mineault@rcmp-gre.ge.ca>, ""Roberta.Sincla
ir@rcmp-gre.ge.ca" <Roberta.Sinclair@remp-gre.ge.ca>

CC: "Goguen, Taunya" <Taunya.Goguen@ps-sp.gc.ca>, "'Bernard. Tremblay@rcmp-gre.g
c.ca" <Bemnard.Tremblay@rcmp-gre.ge.ca>, "Desnoyers, Christine" <christine
.desnoyers@rcmp-gre.gc.ca>, ""Debra.Robinson@rcmp-gre.ge.ca™ <Debra.Robins
on@rcmp-gre.ge.ca>, "'Elisa.Bernstein@rcmp-gre.ge.ca™ <Elisa.Bernstein@rcm
p-gre.ge.ca>, "Spendlove, Jim" <Jim.Spendlove@recmp-gre.ge.ca>, "john.bilin
ski@rcmp-gre.ge.ca™ <john.bilinski@tcmp-gre.ge.ca>, "'Luc.Vidal@rcmp-gre.g
c.ca™ <Luc.Vidal@rcmp-gre.ge.ca>, "'"Mike.Gaudreau@remp-gre.ge.ca™ <Mike.G
audreau@rcmp-gre.ge.ca>, "'Ray. Bonnell@rcmp grc.ge.ca™ <Ray.Bonnell@rcmp-g
rc.gc.ca>, ""Tom.Pownall@rcmp-gre.gc.ca™ <Tom.Pownall@rcmp-grc.gc.ca>

Date: 11/16/2009 6:33 PM

Subject: Re: RE: Minister of PS Speaking Notes

Ps

Many thanks again for all the input

As explained to Roberta, the MO in this case has some very definite 1deas on the messaging and examples they want
to use and again after my chat with Roberta she can probably provide you with morr info than I can from an email
Again if you want to talk with me directly don't hesitate to call me Tuesday .

Many thanks again!!

----- Original Message -----

From: Sellers, Philip .

- To: 'Susan.Alter@rcmp-gre.ge.ca' <Susan. Alter@rcmp gre.ge.ca>; 'Brigitte. Mineault@rcmp-gre.ge.ca'
<Brigitte. Mineault@rcmp-grc.gc.ca>; 'Roberta. Smclalr@rcmp gre.ge.ca' <Roberta.Sinclair@remp-gre.ge.ca>
Cc: Goguen, Taunya; '‘Bernard. Tremblay@rcmp-gre.ge. ca <Bemard. Tremblay@rcmp-gre.ge.ca>;
‘christine.desnoyers@rcmp-gre.gc.ca' <christine. desnoyers@rcmp-gre.ge.ca>; 'Debra.Robinson@rcmp-gre.ge.ca'
<Debra.Robinson@rcmp-gre.ge.ca>; ‘Elisa.Bernstein@rcmp-gre.ge.ca’ <Elisa.Bernstein@rcmp-gre.ge.ca>;
‘Jim.Spendlove@rcmp-gre.ge.ca' <Jim.Spendlove@rcmp-gre.ge.ca>; 'john.bilinski@rcmp-gre.ge.ca'
<john.bilinski@rcmp-grc.gc.ca>; 'Luc. Vidal@remp-gre.ge.ca' <Luc.Vidal@rcmp-gre.gc.ca>;
‘Mike.Gaudreau@rcmp-gre.ge.ca' <Mike. Gaudreau@rcm‘b -gre.ge.ca>; 'Ray.Bonnell@remp-gre.ge.ca'
<Ray.Bonnell@rcmp-gre.ge.ca>; 'Tom. Pownall@rcmp grc.ge.ca' <Tom. Pownall@rcmp gre.ge.ca>

Sent: Mon Nov 16 18:19:27.2009

Subject: Re: RE: Minister of PS Speaking Notes

Ms. Alter

I have spoken with Roberta

Please touch base with her w1th regard to the speech.
Many thanks

----- Orlgmal» Message -----

From: Susan Alter <Susan.Alter@rcmp-gre.gc.ca>

To: Sellers, Philip; Brigitte Mineault <Brigitte. Mmeault@rcmp gre.gc.ca>; Roberta Sinclair
<Roberta.Sinclair@rcmp-gre.ge.ca>

Cc: Goguen, Taunya; Bernard Tremblay <Bernard. Tremblay@rcmp gre.ge. ca> Desnoyers, Christine; Debra
Robinson <Debra.Robinson@rcmp-gre.gc.ca>; Elisa Bernstein <Elisa.Bernstein@rcmp-gre.ge.ca>; Spendlove, Jim;
John Bilinski <john.bilinski@rcmp-gre.ge.ca>; Luc Vidal <Luc.Vidal@rcmp-gre.ge.ca>; Mike Gaudreau
<Mike.Gaudreau@rcmp-gre.ge.ca>; Ray Bonnell <Ray.Bonnell@rcmp-gre.ge.ca>; Tom Pownall
<Tom.Pownall@rcmp-gre.gc.ca>

Sent: Mon Nov 16 16:59:18 2009

Subject: RE: RE: Minister of PS Speaking Notes

Mr. Sellers,
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Bést regards, -

Susan .
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Susan Alter, Senior Counsel /
Avocate-conseil

RCMP Legal Services /

Services juridiques GRC

Department of Justice /

Ministére de la Justice

Ottawa, Canada K1A OR2
susan.alter@rcmp-gre.ge.ca
Telephone /Téléphone 613-990-9090
Facsimile /Télécopieur 613-990-2343
Government of Canada / Gouvernement du Canada

>>> "Sellers, Philip" <Philip.Sellers@ps-sp.gc.ca> 11/16/2009 2:39 PM
>>> o

Sorry. Not sure what all this refers to. The one example which RCMP
highlighted needed amending has been changed as per thé attached and
according to your suggested wording. Public Safety has the lead on this
file and this has now been signed off at the ADM level. We had forwarded
this to Jim to ask that the examples only be looked at and ‘as mentioned
changes have been incorporated according to your suggestions.

Philip Sellers .

Senior Speech Writer - Rédacteur de discours principal
Public Safety Canada - Sécurité Publique Canada
11C-3400 .

269 Laurier Ave. West

Ottawa, ON... = ..

Phone: 613-949-1672

Philip.sellers@ps-sp.gc.ca

----- Original Message----- » .

From: Roberta Sinclair [mailto:Roberta.Sinclair@rcmp-gre.ge.cal

Sent: November 16, 2009 2:26 PM

To: Brigitte Mineault

Cc: Sellers, Philip; Goguen, Taunya; Bernard Tremblay; Desnoyers,
Christine; Spendlove, Jim; John Bilinski; Luc Vidal; Ray Bonnell; Susan
Alter; Tom Pownall

Subject: Fwd: RE: Minister of PS Speaking Notes

Hello Brigitte,

Upon reviewing the revised speech from PS, the CPCMEC management team
must again raise our concerns over the content of said document.

r—
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Tech Ops is the Lead policy centre for Bill C-47 and should be
consulted as to the accuracy of the statements within the Bill.

The CPCMEC can only comment on the child sexual exploitation
components. I have attached a copy of the CNA examples that had been
prepared - this document should be consulted by the speech writer to
ensure accuracy of statement in terms of examples. If further
clarification regarding the approved examples is required we can

provide

that. As well, the RCMP dec provided in July should provide guidance
as

to key messages (see attached). .

The concerns we expressed last week still remain and we would caution
against this version going forward. Due to time constraints provided
there is not sufficient time to provide detailed comments.

Roberta

>> Brigitte Mineault 11/16/2009 11:01 AM >>>
Hi everyone,

Here is the revised speech from PS. . There's a tight turnaround time
on

this so if you could have a look and send it back as soon as you can,
that would be great..

Merci

Brigitte Mineault ‘ ,
Communications Team Lead, Policing Support Services/Chef d'équipe en
Communications, Soutien aux Services de Police

National Communications Services /Services Nationaux de Communication
RCMP/GRC

Tel: 613-949-0285

Cell: 613-298-9264

. Roberta Lynn Sinclair, Ph.D.

Canadian Police Centre for Missing and Exploited Children
Manager, Research and Development Unit

890 Taylor Creek Road, A-9

Orleans; Ontario

K1A OR2

Phone: (613) 841-1342
Fax: (613) 841-0553

>>> "Sellers, Philip" <Philip.Sellers@ps-sp.gc.ca> 11/16/2009 10:55 AM
>>>

oo e et et S0 A il S O
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Jim, this is OK but will need this back by no later than 2:00 today
since it also has to go to DM and Associate.

Philip Sellers

Senior Speech Writer - Rédacteur de discours principal
Public Safety Canada - Sécurité Publique Canada
11C-3400 ’

269 Laurier Ave. West

Ottawa, ON.

Phone: 613-949-1672

Philip.sellers@ps-sp.gc.ca

From: Spendlove, Jim

Sent: November 16, 2009 10:05-AM

To: Sellers, Philip

Cc: Brigitte Mineault; Luc Vidal; Roberta Sinclair
Subject: RE: Minister of PS Speaking Notes

Hi Phil: Given that . the speech goes into some detail about NCECC,
they've asked to review the final draft . Trsut this is OK with you
Thanks

Jim -

>>> "Sellers, Philip" <Philip.Sellers@ps-sp.gc.ca> 11/13/2009 9:54 AM
>>> :
Hi Jim, sorry not to get back to you yesterday

I think we should be OK in terms of
reviewing the content since your folks have reviewed the examples, we
have had the content reviewed by legal, and both the DM and Associate
will also review. Will send final once it is ready to go.

Cheers and many thanks for the help!! .

Philip Sellers

Senior Speech Writer - Rédacteur de discours principal
Public Safety Canada - Sécurité Publique Canada
11C-3400

269 Laurier Ave. West

Ottawa, ON.

Phone: 613-949-1672

Philip.sellers@ps-sp.gc.ca

From: Spendlove, Jim

Sent: November 12, 2009 2:21 PM

To: Sellers, Philip : o

Cc: Bernard Tremblay; Brigitte Mineault; Roberta Sinclair; Sean Pope;
Susan Alter; Tim Cogan

Subject: RE: Minister of PS Speaking Notes

Hi Phil: "NCECC had no additional comments...would you like the
speaking
~ points reviewed again once they're revised? Thx

o o e
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Jim

>>> "Sellers, Philip" <Philip.Seliers@ps-sp.gc.ca> 11/12/2009 12:45 PM
>>>

Many thanks!!" .

Philip Sellers

Senior Speech Writer - Rédacteur de discours principal
Public Safety Canada - Sécurité Publique Canada
11C-3400

269 Laurier Ave. West

Ottawa, ON.

Phone: 613-949-1672

Philip.sellers@ps-sp.gc.ca

From: Spendlove, Jim

Sent: November 12, 2009 12:43 PM

To: Sellers, Philip : ‘

Cc: Bernard Tremblay; Brigitte Mineault; Sean Pope; Susan Alter; Tim
Cogan--

Subject: Fwd: Minister of PS Speaking Notes

* Phil: Please see attached comments, speaking notes (changes
highlighted), and Deck...we are waiting to see if there are'any
further- '
suggestions from NCECC. Thanks!

Jim
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From: Jennifer TURNER

To: KONOWALCHUK, Dan
Date: 7/28/2009 2:54 PM
Subject: Fwd: Lawful Access

Attachments: Lawful Access

Good afternoon, Dan. An example, circumstances as follows:

Hope thié helps.
Jennifer -

Sgt. Jennifer J. Turner

Operational Support NCO

Leduc Detachment -

#1-4119-50 Street, Leduc, AB.T9E 7L9
WK: 780-980-7203 '

CELL: 780-292-5824

>>> Thomas WITZKE (Annette) (Thomas WITZKE) 2009-07-28 12:13 >>>
***xQperational Members Only***

Annette
for,

S/Sgt. Tom WITZKE

Operations NCO

Leduc Detachment

Phone: 780-980-7207

Cell: 780-916-2815

Fax: 780-986-9569 R .
Email: thomas.g.witzke@rcmp-gre.qgc.ca

- >>> B.K. MCLEOD 2009-07-28 08:33 >>>

Commanders,

please share with your personnel whom have had experience with technical investigative need. Present day legisfation is totally out
dated ‘and law enforcement agencies urgently need a modernization of electronic/technical investigative techniques to effectively
address today's crime trends.  Should any of your personnel have investigations as examples in support of legislation, please

forward directly to Insp. Konwalchuk....thank you,bkmc.

>>> Wade BLAKE 2009-07-22 14:16 >>>
FYI & any response to Kono!
Tks!

>>> Dan KONOWALCHUK 2009-07-22 13:02 >>>
Ladies and Gentlemen.

The attached isi‘s‘elf-‘explanatory. We are looking for any stories/examples which would further support the proposed legislation.
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Please pass this along to all of your operational units. I would invited people to respond to me directly and I will coordinate a
response to S/Sgt. Nyenhuis.

Thanks, .

Dan Kono

>>> Joseph LORAN 2009-07-22 10:25 >>>
Dan,

The attached would refer mainly to your area and the support you provide to other units. Please review and if appropriate provide
a response with a cc to the I & I Officer. This may require some consultation with the investigative units to whom the assistance
was provided.

Thank you,

Joe Loran

>>> Bill SMITH 2009-07-22 06:45 >>>
We should help if and where we can.

Bill

= e e e -
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From: - Craig A. MCINTYRE

To: BOYLE, Nancy; DELORENZO, Dina; LESTER, Deryn; VAN DUSEN, Edna
Date: 7/23/2009 9:42 AM
Subject: Fwd: Lawful Access

Attachments: Fwd: Lawful Access

CC: KONOWALCHUK, Dan
Good morning, »

This request would pertain more to yourselves as you are more directly involved in requesting Customer Name & Address
Information (CNA). )

1 don't entirely agree with one portion of the message which states:

" Although the present state of the law is that such information does not
require a warrant and can be provided to police voluntarily, the experience
by your investigators is that compliance with requests is inconsistent and
at times obstructionist. "

There is no distinction in this message between Published & Non-Published numbers which do require warrant.

Other than that minor point, as requested, if any of you have had experience in dealing with a Telco & are able to provide:
"actual examples where access to CNA has either provided an effective and

important aspect to an investigation or, in the alternative, where refusal

by a company to provide the information has hindered an invl(estigation or ,

threatened public safety.”, please forward them to myself &I will ensure they are sent through to Insp Konowalchuk.

Thanks.

Craig

e TN otz il
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. From:

To:
Date:
Subject:

Please add to my file....

Jeff CAMERON
KONOWALCHUK, Dan
5/21/2009 1:50 PM

-Fwd: Re: IP Trace

I should also brief you on this file as I think it will be the subject of a Briefing Note to Crops from members.

Jef

Cp!. Jeff Cameron

Calgary Technological Crime Unit

7575 8th Street N.E.
Calgary, Alberta
T2E 8A2

Desk (403)230-6435
Cell (403)470-9730

E Mail jeffc@abtechcrime.comf
>>> Richard Leclair 2009-05-19 12:49 >>>

Jeff, , :

Many Thanks for the excellent work.

we'll let our LLB membership discuss matter with their NCO I/C, maybe Crown, and see how they see matter unfold.

Kind Regards,

Cpl. Richard LECLAIR
Interpol Ottawa
Crime Section
613-949-4610

>>> Jeff CAMERON 2009-05-19 2:40 PM >>>

If you have any questions feel free to contact me directly at (403)230-6435.

Thx
Jeff

Cpl. Jeff Cameron

Calgary Technological Crime Unit

7575 8th Street N.E.
Calgary, Alberta
T2E 8A2

Desk (403)230-6435
Cell (403)470-9730

E Mail jeffc@abtechcrime.com
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From: Elisa Bernstein

To: O'Reilly, Rob

Date:. 7/24/2009 4:10 PM

Subject: Re: Fwd: Lawful Access / CACP '

cc. - - Flynn, Mark; Gaudreau, Mike; Giguere, Pierre; Konarski, Tom; Routhier,

) Carole; Tremblay, Bernard
Hi again Rob,

Also we are
coordinating a new repository of examples between our orgahizations.

I hope this is sufficient and we can avoid tasking the field sections in this instance.

Elisa

>>> Rob O'Reilly 7/24/2009 2:17 PM >>>
Thanks Elisa.. . '

>>> Elisa Bernstein July 24, 2009 2:16 PM >>> i
This may be a short-time line, but I know they
have gone across the country very recently, in preparation with our meeting with the assistance Privacy Commissioner and have
many developed examples that can assist.

I'll contact the Calgary officer myself, he knows Tom and Mark well.  I'll ensure that it's communicated that the RCMP will provide
any examples required, in two weeks. I wouldn't advise taking the Divisions as we have the information.

Elisa

>>> Bruce Rogerson 7/24/2009 1:53 PM >>>
Mike,

I was just speaking with Rob O'Reilly, EA to D/Commr. Killam. What he wants is for us to contact Calgary Police Services (writer on
the attached) and find out the scope of their requests and get than to get back to him with the requirements. EBS will then task
the appropriate policy centre.

Thank you.
Carole. .

>>> Rob.O'Reilly 7/23/2009 3:04 PM >>>
Sir, v ’ ‘

This message came in from the CACP yesterday and was discussed amongst the députies last night. Due to our prior extensive
involvement on this (Commissioner, Minister, Privacy Commissioner) PSS has been appointed to coordinate the response for the
RCMP.  EBS will coordinate the tasking, however the Deputy would like to reach out to the CACP committee member named within
to ascertain the scope of our response. For example, should we be tasking this out to CROPS Officers across the country, and if so
what type of examples should we ask them to focus on?

Thanks,

Rob
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From: Dan KONOWALCHUK

To: -~ Flynn, Mark; Konarski, Tom

Date: 8/25/2009 2:38 PM

Subject: Lawful Access

Attachments: ‘Fwd: Lawful Access; Re: Fwd: Lawful Access; Fwd: Lawful Access ; Fwd: Lawfu
| Access; Lawful Access DD: TODAY; Re: Fwd: Lawful Access; Fwd:

Lawful Access;.Fwd: Re: IP Trace 2009500782

CcC: Bernstein, Elisa; LORAN, Joseph
Good morning gents. :

The attached messages are some examples/comments which may be of assistance. Some issues raised are already well known
and some are not completely topical, however I have included them in order to be inclusive or in some case re-emphasize same
should you feel appropriate to include.

I have not included the many nil responses received.
Regards,
Dan Konowalchuk

Covert Operations
K" Division

e Mestonmeme b ome it
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" Bonjour, J’aimerais remercier Ministre Van Loan et Mme Brisebois de m’avoir invité
aujourd’hui pour vous parler sur le sujet de la la securité et les crimes sur ’Internet. Les
commentaires de notre Ministre sont trés a propos.

My name is Tom Pownall and I'm the Officer in Charge of the RCMP Technological Crime
Branch, which manages the RCMP Tech Crime Program and leads the RCMP Cyber Crime
Council. ' ‘

Our Cyber Crime Council brings together all RCMP investigative Programs that are responsible
to deal with cyber crime.

Cyber Crime includes all crimes that can be committed or facilitated with Internet based
technologies. Just as we use the Internet for legitimate communications and personal and
business activities, criminals are using the Internet for illegal purposes.

In today’s world virtually all crimes can be facilitated with the Internet. Criminals can use the
internet to communicate, plan activities, recruit conspirators, raise/move/or launder funds and
commit criminal acts.

This includes national security criminal acts, organized crimes including financial crimes such as
fraud and identity theft and child exploitation.

Since the Internet and technology can facilitate all types of crime, no single investigative police
unit can be responsible for the prevention, detection and investigation. Within the RCMP
operational model, the invesﬁgativc program responsible for the substantive criminal act leads
the investigative response and they are supportéd by forensic experts from the technological
crime program.

For example, investigations into on-line fraud are led by fraud investigators and computer
forensic experts from the Tech Crime Program support them with the technical expertise
that they require to search, seize and analyse the digital evidence and Internet based
evidence. -

In thé same manner child exploitation investigations are led by specialists in the investigation of
child exploitation and computer forensic experts from the Tech Crime Program support them
with the technical expertise that they require to search, seize and analyse the digital evidence and
Internet based evidence. '

This model ensures that all investigations are led by experts in their specific crime type and
supported by subject matter experts in technology.

We have specialized investigators and forensic experts located across the country to conduct
cyber crime investigations.
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Of course cyber crime is a global phenomenon, and we also work closely with our international
partners through Interpol, and in specific work groups such as the G8 and the Strategic Alliance
Cyber Crime Work Group which brings together our partners in the US, UK, Australia and New
Zealand.

- The elements of our cyber crime enforcement program include:

- Crime prevention and awareness

- Specialized Training -
- Best practices in intelligence and investigations

- And criminal prosecution

The focus on crime prevention is why cyber security awareness month is such an excellent
initiative of Public Safety Canada. '

The first and foremost element of our cyber crime program is — Crime prevention and awareness.
If we can be proactive and work together with the citizens, businesses, Internet service providers
and our other partners to prevent cyber crime, then we’ve really done our job in protecting
Canadians on-line. '

In terms of cybef crime prevention, my advice is to ensure that the public and businesses ensure
that they keep their operating systems up to date with the latest updates to fix vulnerabilities, and
to ensure that they have current firewalls, anti-\:/;.irus software, malware protection and spyware
protection. Additional information on this is av?efﬁlable at publicsafety.ca or on the RCMP web

page.

And finally, if you believe that you may be a vi;‘ctim' of a cyber érime, please contact your local

police service.

MeréVThank you
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RECOMMENDATION

His Excellency the Governor General recommends to the House of
Commons the appropriation of public revenue under the circumstances, in
the manner and for the purposes sct out in a measure entitled “An Act regulating
telecommunications facilities to support investigations”.

SUMMARY

This enactment requires telecommunications service providers to put in place
and maintain certain capabilities that facilitate the lawful interception of
information transmitted by telecommunications and to provide basic informa-
tion about their subscribers to the Royal Canadian Mounted Police, the
Canadian Security Intelligence Service, the Commissioner of Competition and
any police service constituted under the laws of a province.

Also available on the Parliament of Canada Web Site at the following address:
http://www.parl.gc.ca .

RECOMMANDATION

Son Excellence le gouverneur général recommande & la Chambre des
communes 1’affectation de deniers publics dans les circonstances, de la maniére
et aux fins prévues dans une mesure intitulée « Loi régissant les installations de
télécommunication aux fins de soutien aux enquétes ».

SOMMAIRE

Le texte exige des télécommunicateurs qu’ils disposent des moyens
nécessaires pour faciliter I'interception licite de 1’information transmise par
télécommunication et qu’ils fournissent des renseignements de base sur leurs
abonnés a la Gendarmerie royale du Canada, au Service canadien du
renseignement de sécurité, au commissaire de la concurrence ou a tout service
de police constitué sous le régime d’une loi provinciale.

Aussi disponible sur le site Web du Parlement du Canada 4 I’adresse suivante :
http://www.parl.ge.ca
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Short title

Definitions

“authorized”
«autorisée»

“communica-
tion”
~ « communica-
tion»

“intercept”
«interceptery

“Minister”
« ministre »

“person”
«personne»

90523

3rd Session, 40th Parliament,
59 Elizabeth II, 2010

HOUSE OF COMMONS OF CANADA

BILL C-52

An Act regulating telecommunications facilities
to support investigations

Her Majesty, by and with the advice and
consent of the Senate and House of Commons
of Canada, enacts as follows: ’

SHORT TITLE

1. This Act may be cited as the Investigating
and Preventing Criminal Electronic Commu- 5
nications Act.

INTERPRETATION

2. (1) The following definitions apply in this
Act. : :

“authorized”, in relation to a person, means
having authority, under the Criminal Code or 10
the Canadian Security Intelligence Service Act,

to intercept communications.

“communication” means a communication ef-
fected by a means of telecommunication and
includes any related telecommunications data or 15
other ancillary information.

“intercept” includes listen to, record or acquire a
communication or acquire the substance, mean-
ing or purport of the communication.

“Minister” means the Minister of Public Safety 20
and Emergency Preparedness.

“person” includes a partnership, an unincorpo-
rated organization, a government, a government
agency and any other person or entity that acts

in the name of or for the benefit of another. 25

3° session, 40° légisiature,
59 Elizabeth 11, 2010

CHAMBRE DES COMMUNES DU CANADA

PROJET DE LOI C-52

Loi régissant les installations de télécommuni-
cation aux fins de soutien aux enquétes

Sa Majesté, sur I’avis et avec le consentement
du Sénat et de la Chambre des communes du
Canada, édicte :

TITRE ABREGE

1. Loi sur les enquétes visant les communi-
cations électroniques criminelles et leur pré- 5
vention.

DEFINITIONS ET INTERPRETATION

2. (1) Les définitions qui suivent s’appli-
quent 3 la présente loi.

«appareil de transmission » Appareil qui appar-
tient 3 une catégorie réglementaire et dont les 10
fonctions principales sont comprises parmi les
suivantes :

a) commutation ou

routage de communica-
tions; :

b) saisie, réception, mise en mémoire, clas- 15
sement, modification, récupération ou sortie
de communications, ou tout autre traitement
de celles-ci;

¢) commande de la vitesse, du code, du
protocole, du contenu, de la forme, de la 20
commutation, du routage ou des aspects
analogues de communications;

d) toute fonction semblable a celles énumé-
rées aux alinéas a) a ¢).

Titre abrégé

Définitions

«appareil de
transmission »
“transmission
apparatus”
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2

“prescribed”
Version anglaise
seulement

“telecommunica-
tions data”

. «données de
télécommunica-
tion»

“telecommunica-

tions facility”
«installation de
télécommunica-
tion »

“telecommunica-
tions service”
«service de
télécommunica-

T tiony

“telecommunica-
tions service
provider”
«télécommuni-
cateur»

“transmission
apparatus”
«appareil de
transmission »

Investigating and Preventing Criminal Electronic Communications

“prescribed” means prescribed by the regula-
tions.

“telecommunications data” means data relating
to the telecommunications functions of dialling,
routing, addressing or signalling that identifies
or purports to identify the origin, type, direction,
date, time, duration, size, destination or termi-
nation of a telecommunication generated or
received by means of a telecommunications

facility or the type of telecommunications 10

service used and includes any information that
may be obtained under subsection 492.2(1) of
the Criminal Code.

“telecommunications facility” means any facil-

«autorisée» Se dit de toute personne qui est
autorisée, au titre du Code criminel ou de la Loi
sur le Service canadien du renseignement de
sécurité, & intercepter des communications.

«communication» Communication effectuée 5

5 par voie de télécommunication, y compris les
données de télécommunication connexes et
toute autre information accessoire.

«données de télécommunication» Données
concernant les fonctions de composition, de
routage, d’adressage ou de signalisation en
matiére de télécommunication et indiquant, ou
visant 4 indiquer, 1’origine, le type, la direction,
la date, I’heure, la durée, le volume, la
destination ou la terminaison de la télécommu-

10

15

ity, apparatus or other thing that is used for 15 nicaﬁon' produite ou recue au moyen d’une

telecommunications or for any operation di-
rectly connected with telecommunications.

“telecommunications service” means a service,
or a feature of a service, that is provided by

installation de télécommunication ou le type de
service utilisé. Sont également visés les rensei-
gnements obtenus au titr¢ du paragraphe

492.2(1) du Code criminel. 20

means of telecommunications facilities, whether 20 «installation de télécommunication» Installa-

the provider owns, leases or has any other
interest in or right respecting the telecommuni-
cations facilities and any related equipment used
to provide the service.

tion, appareil ou dispositif quelconque servant a
la télécommunication ou a toute opération qui y
est directement liée.

«intercepter» S’entend notamment du fait 25

“telecommunications service provider” means a 25 d’écouter, d’enregistrer ou de prendre volontai-

person that, independently or as part of a group
or association, provides telecommunications
services.

“transmission apparatus” means any apparatus

rement connaissance d’une communication ou
de sa substance, son sens ou son objet.

«ministre » Le ministre de la Sécurité publique

et de la Protection civile. 30

of a prescribed class whose principal functions 30

are one or more of the following:

(a) the switching or routing of communica-
tions;

(b) the input, capture, storage, organization,

«personne » Sont assimilés & des personnes les
sociétés de personnes, les organisations non
personnalisées et les administrations et organis-
mes publics. Est assimilée a la personne
intéressée toute autre personne ou toute entité 35

modification, retrieval, output or other pro- 35 qui agit en son nom ou pour elle.

cessing of communications;

(c) the control of the speed, code, protocol,
content, format, switching or routing or
similar aspects of communications; or

(d) any other function that is similar to one 40

described in paragraphs (a) to (c).

«service de télécommunication » Service — ou
complément de service — fourni au moyen
d’installations de télécommunication, que
celles-ci et le matériel connexe appartiennent 40
au télécommunicateur ou soient loués ou fassent
I’objet d’un intérét ou d’un droit en faveur de
celui-ci. ‘

59 ELIZ. 11

«autorisée »
“authorized”

«communica-
tion»
“communica-

P

tion

«données de
télécommunica-
tion »
“telecommunica-
tions data”

«installation de
télécommunica-
tion »
“telecommunica-
tions facility”

«intercepter»
“intercept”

«ministre »
“Minister”

« personne »
“person”

«service de
télécommunica-
tion »
“telecommunica-
tions service”
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2010

Preservation of
existing powers

Purpose

Act binding on
Her Majesty

Exclusions —
Schedule 1

Partial
application —
Schedule 2,
Part 1

Enquétes visant les communications électroniques criminelles et leur prévention

(2) Nothing in this Act derogates from any
power in the Criminal Code, the Canadian

Security Intelligence Service Act or the National

Defence Act to intercept communications or to
request that telecommunications service provid-
ers assist in such interceptions.

PURPOSE

3. The purpose of this Act is to ensure that
telecommunications service providers have the
capability to enable national security and law

to intercept communications and to require
telecommunications service providers to pro-
vide subscriber and other information, without
unreasonably impairing the privacy of individ-

services to Canadians or the competitiveness
of the Canadian telecommunications industry.

HER MAIJESTY

4, This Act is binding on Her Majesty in
right of Canada or of a province.

APPLICATION

«télécommunicateur » Personne qui fournit des
services de télécommunication, seule ou au titre
de son appartenance 4 un groupe ou i une
association.

(2) La présente loi ne porte pas atteinte aux
pouvoirs prévus par le Code criminel, 1a Loi sur
le Service canadien du renseignement de
sécurité et la Loi sur la défense nationale

S concernant I’interception de toute communica-

tion ou toute demande d’assistance adressée aux
télécommunicateurs en vue de procéder a une
telle interception.

OBIJET DE LA LOI

3. La présente loi a pour objet d’exiger des
télécommunicateurs qu’ils disposent des

3

« télécommuni-
cateur»
“telecommunica-
tions service
provider”

5 Précision

Objet

moyens nécessaires pour permettre aux orga- 15
enforcement agencies to exercise their authority 10 nismes chargés de la sécurité nationale ou du

contréle d’application des lois d’exercer leur
pouvoir d’intercepter les communications et
qu’ils fournissent des renseignements, notam-

ment sur les abonnés, sans toutefois porter 20
uals, the provision of telecommunications 15 atteinte indiment a la vie privée des particuliers

ou entraver sérieusement la prestation de
services de télécommunication.aux Canadiens
et la compétitivité de ’industrie canadienne des
télécommunications.

SA MAJESTE

4. La présente loi lie Sa Majesté du chef du
Canada et des provinces.

CHAMP D’APPLICATION

5. (1) This Act does not apply to telecom-20 5. (1) La présente loi ne s’applique pas aux

munications service providers in respect of the

télécommunicateurs a 1’égard des services de

25

Obligation de Sa
Majesté

Non-
application —
annexe |

telecommunications services specified in Part 1 * télécommunication prévus a la partic 1 de 30

of Schedule 1 or to the telecommunications

service providers in the classes listed in Part 2 of

Pannexe 1 ni aux télécommunicateurs apparte-
nant aux catégories figurant a la partie 2 de cette

that Schedule in respect of the activities 25 annexe a 1’égard des activités qui y sont

specified in that Part for that class.

(2) This Act — other than sections 8, 9/, 14,
15, 24 to 26, 28 and 32 to 64 — does not apply
to the telecommunications service provid- ers in

précisées.

(2) La présente loi, a exception des articles 35 Apptication

8,9, 14, 15,24 426, 28 et 32 4 64, ne s’applique
pas aux télécommunicateurs appartcnant aux

the classes listed in Part 1 of Schedule 2 in 30 catégories figurant 4 la partie 1 de I'annexe 2 4

respect of the activities specified in that Part for
that class.

I’égard des activités qui y sont précisées.

partielle—
annexe 2,
partie 1
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Partial
application—
Schedule 2,
Part 2

Amendment of
Schedules

Obligation to
have capabilities

Confidentiality
and security
measures

Obligations for
treated
communications

Exceptions

1

Investigating and Preventing Criminal Electronic Communications

(3) This Act, other than section 24, does not
apply to the telecommunications service provid-
ers in the classes listed in Part 2 of Schedule 2 in
respect of the activities specified in that Part for
that class.

(4) The Governor in Council may, by
regulation, amend Schedule 1 or 2 by adding,
deleting or changing a telecommunications
service, an activity or a class of telecommunica-
tions service providers.

OBLIGATIONS
OBLIGATIONS CONCERNING INTERCEPTIONS

6. (1) For the purpose of enabling author-
ized persons to exercise their authority to
intercept communications, every telecommuni-
cations service provider must have the capa-
bility to do the following:

(a) provide intercepted communications to
authorized persons; and

(b) provide authorized persons with the
prescribed information that is in the posses-

sion or control of the service provider20

respecting the location of equipment used in
the transmission of communications.

< (2) A telecommunications service provider,
in connection with the interception of commu-

(3) La présente loi, a ’exception de Iarticle
24, ne s’applique pas aux télécommunicateurs
appartenant aux catégories figurant a la partie 2
de I'annexe 2 a I’égard des activités qui y sont

5 précisées.

(4) Le gouverneur en conseil peut, par
réglement, modifier les annexes 1 et 2 pour y
ajouter, en retrancher ou y modifier des services
de télécommunication, des activités ou des

10 catégories de télécommunicateurs.

OBLIGATIONS

OBLIGATIONS CONCERNANT LES
INTERCEPTIONS

6. (1) Afin de permettre & toute personne
autorisée d’exercer son pouvoir d’intercepter les
communications, il incombe & tout télécommu-
nicateur de disposer des moyens nécessaires

15 pour fournir a celle-ci:

a) toute communication interceptée;

b) toute information réglementaire qu’il a en

* sa possession ou a sa disposition relativement
a 'emplacement de I’équipement utilisé pour
la transmission d’une communication.

(2) Le télécommunicateur est tenu d’appli-
quer-les mesures réglementaires concernant la

nications, must comply with any prescribed 25 confidentialité et la sécurité pour ce qui est de

confidentiality or security measures.

(3) If an intercepted communication is en-
coded, compressed, encrypted or otherwise
treated by a telecommunications service provid-

Pinterception de communications.
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et sécurité

(3) Si la communication interceptée a fait 25 Traitement de Ia

Pobjet d’un traitement — notamment codage,
compression et chiffrement — par le télécom-

er, the service provider must use the means in its 30 municateur, celui-ci est tenu d’utiliser les

control to provide the intercepted communica-
tion in the same form as it was before the
communication was treated by the service
provider.

(4) Despite subsection (3), a telecommunica- 35

tions service provider is not required to make
the form of an intercepted communication the
same as it was before the communication was
treated if

moyens dont il dispose pour fournir la com-

munication dans la forme ou elle était avant ce 30

traitement.

(4) 1l n’est toutefois pas tenu de remettre la
communication interceptée dans la forme ou
elle était avant le traitement dans les cas
suivants :

a) il aurait a développer ou a acquérir des

{(a) the service provider would be required to 40  méthodes ou des outils de déchiffrement;

develop or acquire decryption techniques or

decryption tools; or

communication

Exceptions

000090



2010

Providing
information as
requested

Operational
requirements for
transmission
apparatus

Enquétes visant les communications électroniques criminelles et leur prévention

(b) the treatment is intended only for the
purposes of generating a digital signature or
for certifying a communication by a pre-
scribed certification authority, and has not
been used for any other purpose. 5

(5) A telecommunications service provider
that is capable of providing intercepted com-
munications to an authorized person in more
than one form or manner that conforms with the

regulations must provide them in whichever of 10 sont conformes aux réglements, de la lui fournir 10

those forms or manners the authorized person
requires.

7. The operational requirements in respect of
any transmission apparatus are that the tele-

b) le traitement visait uniquement a3 générer
une signature numérique ou a faire certifier la
communication par une autorité de certifica~

tion réglementaire et n’a pas été utilisé a.

d’autres fins.

(5) 1l incombe au télécommunicateur, dans le
cas ou il est en mesure de fournir 4 la personne
autorisée la communication interceptée sous
différentes formes et par différents moyens qui

dans la forme et par le moyen qu’elle précise.

7. Constituent des exigences opérationnelles

liées a tout appareil de transmission le fait pour

communications service provider operating the 15 le télécommunicateur qui exploite I’appareil

apparatus have the capability to do the follow-
ing:
(@) enable the interception of communica-
tions generated by or transmitted through the
apparatus to or from any temporary or20
permanent user of the service provider’s
telecommunications services;

(b) isolate the communication that is author-
ized to be intercepted from other information,

including 25

(i) isolating the communications of the
person whose communications are author-
ized to be intercepted from those of other
persons, and

(ii) isolating the telecommunications data 30
of the person whose communications are
authorized to be intercepted from the rest
of the person’s communications; -

{(c) provide prescribed information that per-
mits the accurate correlation of all elements 35
of intercepted communications; and

(d) enable simultaneous interceptions by
authorized persons from multiple national
security and law enforcement agencies of
communications of multiple users, including 40
enabling

(i) at least the minimum number of those
interceptions, and

(ii) any greater number of those intercep-
tions — up to the maximum number — for 45
the period that an agency requests.

d’étre en mesure de prendre les dispositions 15
suivantes : '

a) permettre I’interception de la communica-
tion produite par I’appareil ou transmise ou
recue au moyen de celui-ci par 'utilisateur
temporaire ou permanent de ses services de 20
télécommunication;

b) isoler la communication dont I’intercep-
tion est autorisée de toute autre information,
notamment isoler :

(i) les communications de la personne 25
visée de celles de toute autre personne,

(ii) les données de télécommunication du
reste de ses communications;

¢) fournir I'information réglementaire qui
permet de mettre en corrélation avec exacti- 30
tude tous les éléments des communications
interceptées;

d) permettre 3 des personnes autorisées
provenant de plusieurs organismes chargés
de la sécurit¢ nationale ou du contrdle 35
d’application des lois d’intercepter simulta-
nément des communications de plusieurs
utilisateurs, notamment permetire :

(i) au moins le nombre minimal d’inter-

ceptions simultanées, 40

(ii) un nombre accru d’interceptions —
jusqu’a- concurrence du nombre maximal
— pour la période demandée par un tel
organisme.

Foumiture de la
communication
interceptée

Exigences
opérationnelles
liées aux
appareils. de
transmission
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8. A telecommunications .service provider
that meets, in whole or in part, an operational
requirement in respect of transmission apparatus
that the service provider operates must continue
to so meet that operational requirement.

9. A telecommunications service provider
that meets, in whole or in part, an operational
requirement in respect of transmission apparatus
that the service provider operates in connection
with any of the service provider’s telecommu-
nications services must meet that operational
requirement to the same extent in respect of any
new service that the service provider begins to
provide using that apparatus.

10. (1) A telecommunications service pro-
vider that begins to operate any transmission
apparatus for the purpose of providing tele-
communications services must meet the opera-
tional requirements in respect of the apparatus,

8. Il incombe au télécommunicateur qui
satisfait a tout ou partie d’une exigence
opérationnelle liée a un appareil de transmission

qu’il exploite de continuer d’y satisfaire.

9. Il incombe au télécommunicateur qui
satisfait 4 tout ou partic d’une exigence
opérationnelle liée  un appareil de transmission
qu’il exploite afin de fournir de§ services de

10 télécommunication d’y satisfaire tout autant a

I’égard des nouveaux services qu’il fournit au
moyen de I’appareil.

10. (1) Le télécommunicateur qui com-
mence a exploiter un appareil de transmission
afin de fournir des services de télécommunica-
tion est tenu de satisfairc aux exigences
opérationnelles liées 4 I’appareil, au moyen de

whether by means of the apparatus itself or by 20 celui-ci ou autrement.

any other means.

(2) Subsection (1) does not apply in respect
of transmission apparatus that a telecommunica-
tions service provider acquires from another

ates in order to continue to provide the same
telecommunications service to approximately
the same users. However, the acquiring service
provider must continue to meet any operational

apparatus that the service provider from whom
it was acquired was obligated to meet.

11. (1) When a telecommunications service
provider installs new software for any transmis-

(2) Le paragraphe (1) ne s’applique pas si le
télécommunicateur commence a exploiter un

59 EL1z. 11

Maintien de la
conformité aux
exigences

opérationnelles

5 Maintien de Ia
capacité a
I’égard des
nouveaux
services

Exploitation
d’appareils de
fransmission

15

Transfert de
propriété

appareil de transmission qu’il acquiert d’un 20
telecommunications service provider and oper- 25 autre télécommunicateur afin de continuer a

fournir les mémes services de télécommunica-
tion a approximativement les mémes utilisa-
teurs. Toutefois, il est tenu de satisfaire aux

mémes exigences opérationnelles liées 4 Pappa- 25
requirements in respect of the transmission 30 reil que celles auxquelles P'autre télécommuni-

cateur devait satisfaire.

11. (1) Lorsqu’il installe un nouveau logiciel
pour un appareil de transmission qu’il exploite,

Installation d’un
nouveau logiciel

sion apparatus that the service provider oper- 35 le télécommunicateur est tenu de satisfaire aux 30

ates, the service provider must meet the
operational requirements in respect of that
apparatus to the extent that would be enabled
by the installation of the sofiware in the form

exigences opérationnelles liées 4 I'appareil dans
la méme mesure que s’il installait le logiciel
dans la forme offerte par le fabricant la plus
susceptible d’accroitre sa capacité de satisfaire a

available from the software’s manufacturer that 40 ces exigences.

would most increase the service provider’s
ability to meet those operational requirements.

(2) Subsection (1) applies even if the form of
the software in question would require the

(2) Le paragraphe (1) s’applique méme si la
forme du logiciel, pour qu’elle puisse permettre

telecommunications service provider to acquire 45 au télécommunicateur d’accroitre ainsi sa
q

additional software licences or telecommunica-
tions facilities to achieve that increased ability.

capacité, nécessitait 1’acquisition de licences

35

Licence et
installation de
télécommunica-
tion
supplémentaires

d’exploitation ou d’installations de télécom- 40

munication supplémentaires.
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12, Subject to section 14, a telecommunica-
tions service provider is not required, under
sections 8 to 11, to increase the service
provider’s capability to enable simultaneous
interceptions beyond the applicable global limit. 5

13. (1) The Minister may, by order made on
the application of a telecommunications service
provider, suspend in whole or in part any
obligation of the service provider to meet an
operational requirement that would arise from 10
the operation of section 10 or 11.

(2) The application must

(a) specify the operational requirement with
respect to which an order is sought;

(b) set out the reasons for making the 15
application;

(¢) include a plan that

(i) sets out the measures by which and the
time within which the telecommunications
service provider proposes to meet the20
operational requirement specified in ac-
cordance with paragraph (a),

(ii) describes any measures that the service
provider proposes to take to improve the
service provider’s capability to meet the 25
operational requirements, even if they are
not yet applicable, and

(iii) identifies the stages at which and
methods by which the Minister can
measure progress in the implementation 30
of the plan and the time, manner and form
for reports the service provider proposes to
make to the Minister; and

(d) conform with the prescribed requirements
relating to the content or form of the35
application or the manner in which it is to
be made.

(3) In deciding whether to make an order, the
Minister must take into account the public
interest in national security and law enforcement 40
and the commercial interests of the telecommu-
nications service provider as well as any other
matter that the Minister considers relevant.

12. Sous réserve de I'article 14, le télécom-
municateur n’est pas tenu, au titre des articles 8
a 11, d’augmenter sa capacité de permettre des
interceptions simultanées au-dela de la limite
globale applicable. 5

Limite globale

13. (1) Sur demande de tout télécommuni-
cateur, le ministre peut, par arrété, suspendre en
tout ou en partie ’obligation de satisfaire aux
exigences opérationnelles découlant de I’appli-
cation des articles 10 et 11.

Demande de
suspension
d’obligation

10

Contenu de la
demande

(2) La demande:

a) précise les exigences opérationnelles qui
sont visées;

b) énonce les moyens sur lesquels elle est

fondée; 15

¢) comporte un plan précisant :

(i) les mesures que se propose de prendre
le télécommunicateur pour satisfaire & ces
exigences opérationnelles et le délai dans

lequel il compte le faire, 20

(ii) les mesures que le télécommunicateur
se propose de prendre pour accroitre sa
capacité de satisfaire aux exigences opéra-
tionnelles méme si celles-ci ne lui sont pas

encore applicables, 25

(iii) les étapes de sa mise en oeuvre
auxquelles le ‘ministre pourra mesurer les
progrés réalisés a cet égard, les méthodes
pour ce faire, ainsi que les modalités — de
temps et autres — concernant les rapports 30
que le télécommunicateur se propose de
soumettre au ministre;

d) satisfait aux exigences réglementaires
visant son contenu et les modalités de

présentation. 35

(3) Avant de statuer sur la demande, le
ministre prend en considération tous les facteurs
qu’il estime pertinents, notamment [’intérét
public — sécurité nationale et controle d’ap-
plication des lois — et les intéréts commerciaux 40
de Iauteur de la demande. ’

Facteurs a
prendre en
considération
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(4) The Minister must, within 120 days after
the day on which the Minister receives the
application, notify the applicant of the Minis-
ter’s decision to accept or refuse it and, if no
notification has been received by the applicant
at the end of that period, the Minister is deemed
to have refused the application.

(5) In the order, the Minister may include
any conditions that the Minister considers

(4) Le ministre a cent vingt jours, apres la
réception de la demande, pour I’accepter ou la
refuser; si le télécommunicateur n’est pas avisé
de la décision du ministre dans ce délai, celui-ci

5 est réputé avoir refusé. 5

(5) Le ministre peut, dans I’arrété, assortir la
suspension des conditions qu’il estime indi-

appropriate and must fix its term for a period 10 quées et ’accorde pour une période maximale

of not more than three years.

(6) The telecommunications service provider
must comply with the conditions of the order as
soon as the service provider begins to operate

de trois ans.

(6) Le télécommunicateur est tenu de satis- 10
faire a de telles conditions dés qu’il commence a
exploiter I’appareil de transmission en cause ou

the telecommunications apparatus or installs the 15 qu’il installe le nouveau logiciel.

new software, as the case may be. N\

(7) The Minister may revoke an order on
written notice to the telecommunications service
provider if

(a) the service provider has contravened this 20

Act, the regulations or the conditions of the
order; or

(b) the order was obtained through misrepre-
sentation.

(8) The Minister may amend an order with 25

the consent of the telecommunications service
provider.

14. (1) The Minister may, at the request of
the Commissioner of the Royal Canadian

(7) Le ministre peut, sur avis écrit donné au

télécommunicateur, révoquer I’ arrété : 15

a) soit au motif que celui-ci a enfreint la
présente loi, ses réglements ou les conditions
de la suspension;

b) soit au motif que la suspension a été
obtenue par des moyens faux ou trompeurs. 20

(8) 1l peut modifier I’arrété avec le consente-
ment du télécommunicateur.

4

14. (1) S’il le juge nécessaire, le ministre
peut par arrété, a la demande du commissaire de

Mounted Police or the Director of the Canadian 30 la Gendarmerie royale du Canada ou du 25

Security Intelligence Service and if in the
Minister’s opinion it is necessary to do so,
order a telecommunications service provider

(a) to comply with any obligation under

subsections 6(1) and (2) in a manner or35

within a time that the Minister specifies;

(b) to enable, in a manner or within a time
that the Minister specifies, a number of
simultaneous interceptions greater than any

maximum or limit that would otherwise 40

apply;

(c) to comply, in a manner or within a time
that the Minister specifies, with any con-
fidentiality or security measures respecting

directeur du Service canadien du renseignement
de sécurité, ordonner au télécommunicateur :

a) d’exécuter, selon les modalités — de
temps et autres — indiquées, toute obligation

prévue aux paragraphes 6(1) et (2); 30

b) de permettre, selon les modalités — de
temps et autres — indiquées, de faire des
interceptions simultanées en un nombre
supérieur 3 la limite qui s’appliquerait par

ailleurs; 35
¢) d’appliquer, selon les modalités — de
temps et autres — indiquées, des mesures

concernant la confidentialit¢ ou la sécurité
liées aux interceptions qui s’ajoutent a celles
visées au paragraphe 6(2);

40
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interceptions that the Minister specifies in
addition to those referred to in subsection
6(2);

(d) to meet an operational requirement in

d) de satisfaire 4 toute exigence opération-
nelle qui ne lui est pas par ailleurs applicable
et qui est liée 4 un appareil de transmission
qu’il exploite;

respect of transmission apparatus operated by e) de satisfaire, selon les modalités — de 5

the service provider that the service provider temps et autres — indiquées, a toute exigence

would not otherwise be required to meet; or opérationnelle liée 4 un appareil de transmis-

(e) to meet an operational requirement in sion qu’il exploite.

respect of transmission apparatus operated by

the service provider in a manner or within a 10

time that the Minister specifies.

(2) The Minister is not authorized to make an (2) 11 ne peut toutefois prendre d’arrété en  Limite

order under subsection (1) in respect of a  vertu du paragraphe (1) a I’égard des télécom- 10
telecommunications service provider in relation  municateurs relativement aux services de télé-

to a telecommunications service specified in 15 communication prévus a la partie 1 de I’annexe
Part 1 of Schedule 1 or in respect of a 1 nial’égard des télécommunicateurs apparte-
telecommunications service provider in a class  nant aux catégories figurant a la partie 2 de cette
listed in Part 2 of Schedule 1 or Part 2 of annexe ou & la partiec 2 de l'annexe 215
Schedule 2 in relation to the activities specified ~ relativement aux activités qui y sont précisées.

for that class in Part 2 of Schedule 1 or Part 2 of 20

Schedule 2, as the case may be.

.
(3) Le commissaire de la Gendarmerie royale  Indemnisation
dian Mounted Police or the Director of the du Canada ou le directeur du Service canadien

Canadian Security Intelligence Service, as the  du renseignement de sécurité, selon le cas, verse

case may be, must pay the telecommunications 25 au télécommunicateur 1’indemnité que le minis- 20

service provider an amount that the Minister tre estime suffisante au regard des dépenses qui,

considers reasonable towards the expenses that  a son avis, sont nécessaires et que le télécom-

the Minister considers are necessary for the municateur engage initialement pour se confor-

service provider to incur initially to comply with  mer a I’arrété.

an order made under this section. 30

(3) The Commissioner of the Royal Cana-

(4) The Minister may provide the telecom-
munications service provider with any equip-
ment or other thing that the Minister considers
the service provider needs to comply with an
order made under this section.

(4) Le ministre peut fournir au télécommu- 25 Equipement
nicateur 1’équipement et les autres biens qu’il
estime nécessaires pour lui permettre de se
conformer a Parrété.
35

(5) Sections 8 and 9 do not apply in respect
of any equipment or other thing provided by the

(5) Les articles 8 et 9 ne s’appliquent pas a
I’équipement et aux autres biens fournis par le 3
Minister under subsection (4). However, the  ministre. Toutefois, le télécommunicateur est
telecommunications service provider must pro-  tenu d’aviser le ministre de tout probléme que
vide notice to the Minister of any problems with 40 ceux-ci présentent et de préter son assistance
the equipment or other thing provided and pour le corriger.
provide assistance in resolving the problem.

Non-application
0 des articles 8 et 9

(6) An order made by the Minister under
subsection (1) prevails over any regulations, to
the extent of any inconsistency.

(6) L arrété pris en vertu du paragraphe (1) 35 mcompatibilité
I’emporte sur tout réglement incompatible.
45
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(7) The Commissioner of the Royal Cana-
dian Mounted Police and the Director of the
Canadian Security Intelligence Service may
delegate his or her power to pay amounts under
subsection (3) to, respectively, a member of a
prescribed class of senior officers of the Royal
Canadian Mounted Police or a member of a
prescribed class of senior officials of the
Canadian Security Intelligence Service.

15. The Statutory Instruments Act does not 10

apply in respect of an order made under section
13 or 14.

OBLIGATIONS CONCERNING SUBSCRIBER
INFORMATION

16. (1) Every telecommunications service
provider must provide a person designated

59 ELiZz. I

(7) Le commissaire de la Gendarmerie royale
du Canada peut déléguer son pouvoir de verser
I'indemnité visée au paragraphe (3) a tout
membre d’une catégorie réglementaire d’offi-

Délégation

S ciers supérieurs de son organisme. Le directeur 5

du Service canadien du renseignement de
sécurité peut déléguer son propre pouvoir de
verser I'indemnité visée au paragraphe (3) a tout
membre d’une catégorie réglementaire de cadres
supérieurs de son organisme. 10

15. La Loi sur les textes réglementaires ne
s’applique pas aux arrétés pris en vertu des
articles 13 ou 14.

Non-application
de la Loi sur les
textes
réglementaires

OBLIGATIONS CONCERNANT LES
RENéEIGNEMENTS SUR LES ABONNES

16. (1) Le télécommunicateur fournit, sur  Accés aux

PP N Lo v A renseignements
demande écrite, 4 toute personne désignée en 15 JF #PE

under subsection (3), on his or her written 15 vertu du paragraphe (3) les renseignements qu’il

request, with any information in the service
provider’s possession or control respecting the
name, address, telephone number and electronic
mail address of any subscriber to any of the

a en sa possession ou a sa disposition
concernant les nom, adresse, numéro de télé-
phone et adresse de courriel de tout abonné de
ses services de télécommunication et ’adresse 20

service provider’s telecommunications services 20 de protocole Internet, le numéro d’identification

and the Internet protocol address, mobile
identification number, electronic serial number,
local service provider identifier, international
mobile equipment identity number, international

mobile, le numéro de série électronique, I'iden-
tificateur du fournisseur de services locaux, le
numéro d’identité international d’équipement
mobile, le numéro d’identité internationale 25

mobile subscriber identity number and subscrib- 25 d’abonné mobile ainsi que le numéro de module

er identity module card number that are
associated with the subscriber’s’ service and
equipment.

(2) A designated person must ensure that he

d’identité d’abonné de service associés aux
services et & I’équipement de 1’abonné.

(2) La personne désignée veille & ce que la  Objetdela

or she makes a request under subsection (1)30 demande ne soit faite que dans I’exercice d’une 30 dm™de

only in performing, as the case may be, a duty
or function

(a) of the Canadian Security Intelligence
Service under the Canadian Security Intelli-
gence Service Act;

(b) of a police service, including any related
to the enforcement of any laws of Canada, of
a province or of a foreign jurisdiction; or

(c) of the Commissioner of Competition
under the Competition Act.

(3) The Commissioner of the Royal Cana-
dian Mounted Police, the Director of the
Canadian Security Intelligence Service, the

fonction, selon le cas:

a) du Service canadien du renseignement de
sécurité au titre de la Loi sur le Service
canadien du renseignement de sécurité,

b) d’un service de police, notamment en ce 35
qui a trait au contrble d’application du droit
canadien, provincial ou étranger;

¢) du commissaire de la concurrence au titre
de la Loi sur la concurrence.

(3) Pour I'application du présent article, le 40 Personnes
commissaire de la Gendarmerie royale du  desienées
Canada, le directeur du Service canadien du
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‘Commissioner of Competition and the chief or  renseignement de sécurité, le commissaire de la

head of a police service constituted under the  concurrence ou le chef ou directeur d’un service
laws of a province may designate for the de police constitué sous le régime d’une loi
purposes of this section any employee of his  provinciale peut désigner, nommément ou par
or her agency, or a class of such employees, 5 catégorie, les employés de son organisme dont 5
whose duties are related to protecting national  les fonctions sont liées a la protection de la

security or to law enforcement. sécurité nationale ou au contréle d’application
des lois.
(4) The number of persons designated under (4) Le nombre de personnes désignées par  Limite du
subsection (3) in respect of a particular agency  organisme ne peut dépasser cing ou, s’il est 10 :2,‘;‘:;;‘?

may not exceed the greater of five and the 10 supérieur, le nombre correspondant a cinq pour  désignées
number that is equal to five per cent of the total  cent des effectifs.

_number of employees of that agency.

(5) The Commissioner of the Royal Cana- (5) Le commissaire de la Gendarmerie royale  Délégation

dian Mounted Police and the Director of the du Canada peut déléguer son pouvoir de

Canadian Security Intelligence Service may 15 désignation a tout membre d’une catégorie 15
delegate his or her power to designate persons . réglementaire d’officiers supérieurs de son

under subsection (3) to, respectively, a member  organisme. Le directeur du Service canadien

of a prescribed class of senior officers of the  du renseignement de sécurité peut déléguer son

Royal Canadian Mounted Police or a member of  propre pouvoir de désignation a tout membre

a prescribed class of senior officials of the20 d’une catégorie réglementaire de cadres supé- 20
Canadian Security Intelligence Service. rieurs de son organisme.

17. (1) A police officer may request a 17. (1) Tout officier de police peut"ﬂdéman- Circonstances
telecommunications service provider to provide  der au télécommunicateur de lui fournir les ~ “ccptionnelles
the officer with the information referred to in  renseignements visés au paragraphe 16(1) si, a

subsection 16(1) in the following circum- 25 la fois: 25

stances: a) il a des motifs raisonnables de croire que
(a) the officer believes on “reasonable I'urgence de la situation est telle qu’une
grounds that the urgency of the situation is demande ne peut, avec toute la diligence
such that the request cannot, with reasonable voulue, étre faite en vertu de ce paragraphe;

diligence, be made under that subsection; 30 b) il a des motifs raisonnables de croire que 30

(b) the officer believes on reasonable les renseignements demandés sont immédia-
grounds that the information requested is tement nécessaires pour empécher la perpé-
immediately necessary to prevent an unlawful tration d’un acte illicite qui causerait des
act that would cause serious harm to any blessures corporelles graves ou des domma-
person or to property; and 35 ges importants & un bien; 35
(c) the information directly concerns either ¢) les renseignements portent directement sur
the person who would perform the act that is soit la personne dont les actes sont suscepti-
likely to cause the harm or is the victim, or bles de causer les blessures ou les dommages,
intended victim, of the harm. soit la victime ou la \personne menacée.

The police officer must inform the telecommu- 40 II communique au télécommunicateur ses nom, 40
nications service provider of his or her name, rang et numéro d’insigne ainsi que le nom de
rank, badge number and the agency in which he  son organisme et I’informe que la demande est

or she is employed and state that the request is  faite en vertu du présent paragraphe en raison de
being made in exceptional circumstances and  circonstances exceptionnelles.

under the authority of this subsection. 45
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(2) The telecommunications service provider
must provide the information to the police
officer as if the request were made by a
designated person under subsection 16(1).

(3) The police officer must, within 24 hours 5
after making a request under subsection (1),
communicate to a designated person employed
in the same agency as the officer all of the
information relating to the request that would be
necessary if it had been made under subsection 10
16(1) and inform that person of the circum-
stances referred to in paragraphs (1)(a) to (¢).

(4) On receiving the information, the desig-
nated person must in writing inform the
telecommunications service provider that the 15
request was made in exceptional circumstances
under the authority of subsection (1).

18. (1) A designated person who makes a
request under subsection 16(1), or who receives
information under subsection 17(3), must create 20
a record that '

(a) in the case of a request under subsection
16(1), identifies the duty or function referred

to in subsection 16(2) in the performance of
which the request is made, describes the 25
relevance of the information requested to that
duty or function and includes any other
information that justifies the request and
any other prescribed information; and

(b) in the case where the designated person 30
receives information under subsection 17(3),
includes the information referred to in para-
graph (@) as well as the circumstances
referred to in paragraphs 17(1)(a) to (¢).

(2) The agency that employs the designated 35
person must retain records created under sub-
section (1) and deal with the information
provided in response to requests made, under
subsection 16(1) or 17(1).

19. Information that is provided in response 40
to a request made under subsection 16(1) or
17(1) must not, without the consent of the
individual to whom it relates, be used by the
agency in which the designated person or police
officer i1s employed except for the purpose for 45
which the information was obtained or for a use
consistent with that purpose. '

59 ELIZ. 1T

(2) Le télécommunicateur lui fournit les
renseignements demandés comme si la demande
avait été faite en vertu du paragraphe 16(1) par
une personne désignée.

Obligation du
télécommunica-
teur

5 Transmission
d'information

(3) Dans les vingt-quatre heures suivant la
présentation de sa demande, I’officier de police
transmet & toute personne désignée relevant de
son organisme l’information concernant la
demande qui aurait été nécessaire si celle-ci
avait été faite en vertu du paragraphe 16(1) et 10
I'informe des circonstances visées aux alinéas

(1)a) 4 c).

(4) Sur réception de I'information, la per-
sonne désignée informe par écrit le télécommu-
nicateur du fait que la demande a été faite en 15
vertu du paragraphe (1) en raison de circons-
tances exceptionnelles.

Avis

18. (1) La personne désignée qui fait une  Création d’un
demande en vertu du paragraphe 16(1) ou qui o
recoit de I'information au titre du paragraphe 20 désignée
17(3) est tenue de créer un registre faisant état

de ce qui suit:

a) dans le cas ou elle a fait la demande, la
fonction visée au paragraphe 16(2) dans
I’exercice de laquelle elle I'a faite et la25
pertinence des renseignements demandés en
regard de I'exercice de cette fonction, ainsi
que tout autre justificatif et tout autre
renseignement prévus par réglement;

b) dans le cas ou elle a regu I"information, les 30
renseignements visés a Palinéa a) et les
circonstances visées aux alinéas 17(1)a) 4 c).

(2) Lorganisme dont reléve la personne  Tenue du registre
désignée est tenu de conserver le registre et de f;:;:;mez';n‘::s
traiter les renseignements obtenus dans le cadre 35
des demandes faites en vertu des paragraphes
16(1) ou 17(1).

19. Sauf consentement de Dintéressé, les  Usage des
. fche renseignements
renseignements obtenus par la personne dési- 7 C8Y

gnée ou l'officier de police ne peuvent servir a 40
son organisme qu’aux fins auxquelles ils ont été
obtenus ou que pour des usages compatibles
avec ces fins.
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20. (1) The Commissioner of the Royal
Canadian Mounted Police, the Director of the
Canadian Security Intelligence Service, the
Commissioner of Competition and any chief
or head of a police service constituted under the
laws of a province who makes a designation
under subsection 16(3) must cause internal
audits to be regularly conducted of the practices
of his or her agency to ensure compliance with
sections 16 to 19 and the regulations made for 10
the purposes of those sections and of the
internal management and information systems
and controls concerning requests made under
sections 16 and 17.

5

(2) The person who causes an internal audit 15
to be conducted must, without delay, make a
report to the responsible minister of anything
arising out of the audit that in his or her opinion
should be brought to the attention of that
minister including any corrective action pro- 20
posed or taken.

(3) A copy of the report is to be provided by
that person

(a) if it concerns the Royal Canadian
Mounted Police or the Commissioner of25
Competition, to the Privacy Commissioner
appointed under section 53 of the Privacy
Act,

(b) if it concerns the Canadian Security
Intelligence Service, to the Security Intelli- 30
gence Review Committee established by
subsection 34(1) of the Canadian Security
Intelligence Service Act; and

(c) if it concerns a police service constituted
under the laws of a province, to the public 35
officer for that province whose duties include
investigations relating to the protection of
privacy.

(4) The Privacy Commissioner may, on
reasonable notice, conduct an audit. of the 40
practices of the Royal Canadian Mounted Police
or the Commissioner of Competition to ensure
compliance with sections 16 to 19 and the
regulations made for the purposes of those

20. (1) Le commissaire de la Gendarmerie
royale du Canada, le directeur du Service
canadien du renseignement de sécurité, le
commissaire de la concurrence ou le chef ou
directeur d’un service de police constitué sous le
régime d’une loi provinciale qui a fait la
désignation prévue au paragraphe 16(3) fait
procéder réguliérement, d’une part, a des
vérifications internes des méthodes et usages
de son organisme afin de contrdler I’observation

~des articles 16 a 19 et de leurs réglements

d’application et, d’autre part, a des vérifications
internes des moyens de controle et des systémes
en matiére de gestion et d’information concer-
nant les demandes prévues aux articles 16 et 17. 15

(2) La personne qui fait procéder a une
vérification interne établit dans les meilleurs
délais a Pintention du ministre compétent un
rapport sur toute question découlant de la
vérification qui, a son avis, doit étre portée & 20
la connaissance de celui-ci, y compris les
mesures de redressement prises ou proposées.

(3) Elle transmet une copie du rapport:

a) si celui-ci est établi par le commissaire de

la Gendarmerie royale du Canada ou le 25
commissaire de la concurrence, au Commis-
saire a la protection de la vie privée nommé
en vertu de larticle 53 de la Loi sur la
protection des renseignements personnels;

b) s’il est établi par le directeur du Service 30
canadien du renseignement de sécurité, au
comité de surveillance des activités de
renseignement de sécurité constitué par le
paragraphe 34(1) de la Loi sur le Service

canadien du renseignement de sécurité, 35

¢) s’il est établi par le chef ou directeur d’un

service de police constitué sous le régime

d’une loi provinciale, au fonctionnaire de la
province dont les fonctions comportent les

enquétes relatives a la protection de la vie 40

privée.

(4) Le Commissaire & la protection de la vie
privée peut, sur préavis suffisant, procéder,
d’une part, a des vérifications des méthodes et
usages de la Gendarmerie royale du Canada ou 45
du commissaire de la concurrence afin de
controler 1’observation des articles 16 a 19 et

13

Vérification
interne

Rapport au
ministre

Copie du rapport

4

Vérification :
Commissaire 3 la
protection de la
vie privée
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sections and of the internal management and
information systems and controls concerning
requests made under sections 16 and 17. The
provisions of the Privacy Act apply, with any
necessary modifications, in respect of the audit
as if it were an investigation under that Act.

(5) For greater certainty, the functions of the
Security Intelligence Review Committee under
section 38 of the Canadian Security Intelligence

de leurs réglements d’application et, d’autre
part, a des vérifications des moyens de contrdle
et des systtmes en matiere de gestion et
d’information de l'un ou I’autre concernant les

5 demandes prévues aux articles 16 et 17. La Loi

sur la protection des renseignements personnels
s’applique, avec les adaptations nécessaires, a la

* vérification comme si elle constituait une

enquéte en vertu de cette loi.

(5) 1l est entendu que les fonctions du comité
de surveillance des activités de renseignement
de sécurité prévues a Darticle 38 de la Loi sur le

Service Act include the power to conduct an 10 Service canadien du renseignement de sécurité

audit of the practices of the Canadian Security
Intelligence Service to ensure compliance with
sections 16, 18 and 19 and the regulations made
for the purposes of those sections and of the

comportent le pouvoir de procéder aux vérifi-
cations des méthodes et usages du Service
canadien du renseignement de sécurité afin de
controler I’observation des articles 16, 18 et 19

internal management and information systems 15 et de leurs réglements d’application et aux

and controls concerning requests made under
section 16.

(6) The Privacy Commissioner must, in the
report made to Parliament for each financial

vérifications des moyens de contrble et des

59 ELiz. II

10 Verification:
comité de
surveillance des
activités de
renseignement
de sécurité

—

5

systémes en matiére de gestion et d’information 20

de celui-ci concernant les demandes prévues a
I'article 16.

(6) Le Commissaire a la protection de la vie
privée fait état, dans le rapport qu’il présente

Rapport
concernant la
vérification faite

year, identify the public officers to whom copies 20 pour chaque exercice au Parlement, des fonc- 25 au niveau

of reports are to be provided under paragraph
(3)(c) and report on the powers that they have to
conduct audits similar to those referred to in
subsection (4) with respect to the police services
constituted under the laws of their province.

(7) A person conducting an internal audit
under this section may require a telecommuni-
cations service provider to give the person
access to any records in the possession or

tionnaires & qui des rapports doivent étre
transmis en application de I’alinéa (3)c) et du
pouvoir qu’ils possédent de procéder a des
vérifications semblables a celles visées au

constitués sous le régime des lois de leur
province.

(7) Toute personne procédant 4 une vérifica-
tion interne au titre du présent article peut exiger

provincial

25 paragraphe (4) a I'égard des services de police 30

Registres des
télécommunica-
teurs

de tout télécommunicateur qu’il lui donne accés 35

a tout registre qu’il posseéde ou dont il dispose et

control of the service provider that are relevant 30 qui est pertinent.

to the audit.

(8) For the purposes of this section, “respon-
sible minister” means

(a) in relation to the Commissioner of the

Royal Canadian Mounted Police and the 35

Director of the Canadian Security Intelligence
Service, the Minister of Public Safety and
Emergency Preparedness;

(b) in relation to the Commissioner of

Competition, the Minister of Industry; and 40

(8) Pour I’application du présent article,
«ministre compétent» s’entend :

Définition de
«ministre
compétent »

a) s’agissant du commissaire de la Gendar- 40

merie royale du Canada et du directeur du
Service canadien du renseignement de sécu-
rité, du ministre de la Sécurité publique et de
la Protection civile;

b) s’agissant du commissaire de la concur- 45

rence, du ministre de U'Industrie;
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(c) in relation to the chief or head of a police ¢) s’agissant du chef ou directeur d’un
service constituted under the laws of a service de police constitué sous le régime
province, the Attorney General of that d’une loi provinciale, du procureur général de
province. la province.

21. (1) A telecommunications service pro- 5 21. (1) Le télécommunicateur qui fournit 5 Droits '
vider that provides information to a person  des renseignements en application des articles
under section 16 or 17 is entitled to be paid the 16 ou 17 a le droit de recevoir les droits

prescribed fee for providing the information. réglementaires.

(2) If the information is requested by a (2) Si la demande est faite par une personne = Paiement des
designated person under section 16, the fee is 10 désignée au titre de I'article 16, les droits sont 10 3;‘:::,;‘;
to be paid by the designating authority. payés par la personne qui I’a désignée. désignée

(3) If the information is requested by a police (3) Si elle est faite par un officier de police  Paiement des
officer under section 17, the fee is to be paid by~ au titre de I’article 17, ils sont payés par le chef g;";;f;mcler
the chief or head of the police service that ou directeur du service de police de qui reléve
employs the police officer. 15 Iofficier. 15

22. Nothing in this Act derogates from any 22. La présente loi n’a pas pour effet de  Precision

other authority under law to obtain the informa-  porter atteinte aux pouvoirs de quiconque

tion referred to in subsection 16(1) from a  d’obtenir, en application d’une régle de droit,

telecommunications service provider. les renseignements visés au paragraphe 16(1)
auprés d’un télécommunicateur. 20

23. Personal information, as defined in sub-20  23. Pour I’application des paragraphes 9(2.1)  Dérogation
section 2(1) of the Personal Information 4 (2.4) de la Loi sur la protection des
Protection and Electronic Documents Act, that  renseignements personnels et les documents
is provided under subsection 16(1) or 17(1) is  électroniques, les renseignements personnels
deemed, for the purposes of subsections 9(2.1)  au sens du paragraphe 2(1) de cette loi qui sont 25
to (2.4) of that Act, to be disclosed under25 fournis au titre des paragraphes 16(1) ou 17(1)
subparagraph 7(3)(c.1)(i) or (ii), and not under  sont réputés étre communiqués au titre des sous-
paragraph 7(3)(i), of that Act. This section alinéas 7(3)c.I)(i) ou (ii) de cette loi et non de
operates despite the other provisions of Part 1 of  son alinéa 7(3)i). Le présent article s’applique
that Act. malgré les autres dispositions de la partie 1 de la 30

méme loi.
MISCELLANEOUS PROViSIONS : DISPOSITIONS DIVERSES

~

24. (1) A telecommunications service pro-30 24. (1) Sur demande de tout officier de  Renseignements

vider must, on the request of a police officer or  police ou employé de la Gendarmerie royale — fmiic o

of an employee of the Royal Canadian Mounted ~ du Canada ou du Service canadien du rensei-  les services
Police or the Canadian Security Intelligence gnement de sécurité, le télécommunicateur: 35
Service,

, @) lui fournit I'information réglementaire se
(@) provide the prescribed information relat-35 rapportant a ses installations de télécommu-
ing to the service provider’s telecommunica- nication;

tions facilities; b) lui indique la nature des services de

(b) indicate what telecommunications serv- télécommunication qu’il offre 4 ses abonnés; 40
ices the service provider offers to subscrib-
ers; and 40
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{¢) provide the name, address and telephone
number of any telecommunications service
providers from whom the service provider
obtains or to whom the service provider
provides telecommunications services, if the
service provider has that information.

(2) A telecommunications service provider

must, on the request of an authorized person,
provide the prescribed information concerning

(a) telecommunications services that are 10

¢) lui fournit les nom, adresse et numéro de
téléphone, s’il les connait, de tout autre
télécommunicateur dont il obtient des servi-
ces de télécommunication ou & qui il en
fournit.

(2) Sur demande de toute personne autorisée,

le télécommunicateur lui' fournit 1’information
réglementaire concernant :

a) les services de télécormmunication qu’il

59 ELIZ. II

Obligation de
fournir des
renseignements a
une personne
autorisée

provided by the service provider to a person fournit & la personne dont les communica- 10
whose communications are the subject of a tions font I’objet d’une ordonnance judiciaire
court order authorizing their interception; and autorisant leur interception;

(b) telecommunications facilities that are b) les installations de télécommunication
used by the service provider in providing 15 qu’il utilise pour lui fournir ces services de
those telecommunications services. , télécommunication. ' 15

25. Sur demande de tout officier de police ou
must, on the request of a police officer or of an  employé de la Gendarmerie royale du Canada
employee of the Royal Canadian Mounted ou du Service canadien du renseignement de
Police or the Canadian Security Intelligence 20 sécurité, le télécommunicateur lui préte toute
Service, provide all reasonable assistance to  Vassistance possible pour évaluer ou metire a 20
permit the police officer or employee to assess  Iessai celles de ses installations de télécommu-

or to test the service provider’s telecommunica-  nication pouvant servir aux interceptions.

tions facilities that may be used to intercept

communications. 25

25. A telecommunications service provider Obligation de
préter
assistance :
évaluation et

mise A I"essai

Notification

26. If the Canadian Security Intelligence
Service or a law enforcement agency has

~26. Si le Service canadien du renseignement
de sécurité ou tout organisme chargé du contrle
provided a telecommunications service provider ~ d’application des lois lui a fourni tout équipe- 25
with any equipment or other thing for intercept- ment ou autre bien pouvant servir aux inter-
ing communications, the service provider must, 30 ceptions, le télécommunicateur notifie préa-
before making any change to the service lablement au Service ou a l'organisme, selon
provider’s telecommunications facilities that is  le cas, toute modification 4 ses installations qui
likely to impair or reduce the interception  portera vraisemblablement atteinte 4 la capacité 30
capability of the equipment or other thing, d’interception de I’équipement ou du bien.

notify the Canadian Security Intelligence Serv- 35

ice or law enforcement agency, as the case may

be, of the change.

27. Le télécommunicateur informe le minis-
tre lorsque :

27. A telecommunications service provider
must notify the Minister when

Notification :
interceptions
simultanées

(a) in respect of any particular transmission 40
apparatus, the increased number of simulta-
neous interceptions that the service provider

is required, as a result of a request referred to

in subparagraph 7(d)(ii), to be capable of
enabling is 75% or more of the maximum 45
number that is applicable under that subpar-
agraph; or

a) a ’égard d’un appareil de transmission
donné, le nombre accru d’interceptions si- 35
multanées qu’il doit ére en mesure de
permettre par suite de la demande visée au
sous-alinéa 7d)(ii) atteint 75% du nombre
maximal applicable au titre de ce sous-alinéa;
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(b) the number of simultaneous interceptions b) le nombre d’interceptions simultanées
that the service provider is required, under qu’il doit étre en mesure de permettre en
sections 8 to 11, to be capable of enabling is application des articles 8 & 11 atteint 75 % de
75% or more of the global limit that is la limite globale applicable au titre de I’article
applicable under section 12. 5 12 5
28. (1) A telecommunications service pro- 28. (1) Sur demande de la Gendarmerie  Liste d’employés

pouvant préter

vider must, on the request of the Royal royale du Canada ou du Service canadien du  [..°" P

Canadian Mounted Police or the Canadian renseignement de sécurité, le télécommunica-
Security Intelligence Service, provide a list of  teur lui fournit la liste des noms de ses employés
the names of the persons who are employed by 10 ou contractuels qui peuvent préter assistance 10
or carrying out work for the service provider dans le cadre de I'interception d’'une communi-
who may assist in the interception of commu-  cation.

nications.

(2) A telecommunications service provider (2) Il informe I'organisme qui a fait la  Modificationala
must provide any changes to the list to the 15 demande de toute modification & la liste. liste
agency who made the request. ‘ '

(3) The Royal Canadian Mounted Police or - (3) La Gendarmerie royale du Canada ou le 15 Evaluation de
the Canadian Security Intelligence Service may  Service canadien du renseignement de sécurité ™
conduct an investigation for the purposes.of a * peut tenir une enquéte en vue d’une évaluation
security assessment of any of those persons who 20 de sécurité de ces employés et contractuels s’ils
consent to the investigation. y consentent.

29, (1) If the prescribed conditions are met, 29. (1) Le télécommunicateur qui, au titre de 20 Appui spécialisé
a telecommunications service provider that la présente loi, foumit de 'appui spécialisé en . écomme-
provides under this Act prescribed specialized  télécommunication, prévu par réglement, au
telecommunications support to the Canadian25 Service canadien du renseignement de sécurité
Security Intelligence Service or a law enforce- ou a tout organisme chargé du controle d’ap-

" ment agency is entitled, on request, to be paid  plication des lois a le droit de recevoir, sur25

an amount determined in accordance with the demande, si les conditions réglementaires sont
regulations for providing that support. satisfaites, la somme établie conformément aux
réglements.

(2) The amount must be paid by the agency 30  (2) La somme est payée par 'organisme qui  Paiement
that received the specialized telecommunica- a recu I’appui spécialisé en télécommunication. 30
tions support.

30. (1) A telecommunications service pro- 30. (1) Le télécommunicateur qui acquiert — Rapport:
vider that acquires transmission apparatus tout appareil de transmission visé au paragraphe ffg;l';‘::fl“
referred to in subsection 10(2) must, before 35 10(2) présente au ministre, avant de fournir des
using it in providing telecommunications serv-  services de télécommunication au moyen de
ices, submit to the Minister a report in the [D’appareil, un rapport établi selon les modalités 35
prescribed form and manner containing the réglementaires et contenant les renseignements

following information: suivants :
(@) the prescribed information concerning the 40 a) les renseignements réglementaires indi-
extent to which the service provider meets quant la mesure dans laquelle il satisfait aux
operational requirements in respect of the exigences opérationnelles liées a 1’appareil; 40

transmission apparatus; and b) tout renseignement réglementaire qui tou-

(b) any prescribed information relevant to che a I’application de la présente loi.
the administration of this Act. 45
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(2) A telecommunications service provider
must, at the request of the Minister, submit a
report or further report in the form and manner,
and within the period, that the Minister specifies
containing the information referred to in para- 5
graphs (1)(a) and (b) and any additional related
information that the Minister specifies.

(3) Every report submitted under this section
must include a written statement certifying that
it does not contain any untrue statements or 10
omissions of material facts, that it fairly presents
the telecommunications service provider’s op-
erations at the time of submission and that the
signator has taken steps to ensure the report’s
accuracy and promises to correct any material 15
error that is detected in the report after its
submission and to submit a revised report to the
Minister as soon as possible, with another
similar written statement accompanying it.

(4) The statement must be signed 20

(a) if the telecommunications service provid-
er is a corporation, by one of its officers or
directors; and

- (b) in any other case, by an individual who is
an owner of the telecommunications service 25
provider or by an officer or a director of a
corporation that is an owner of the telecom-
munications service provider.

31. If two or more telecommunications
service providers have, in effect, the same 30
obligation under this Act in connection with
any given transmission apparatus or a given
interception and any one of them performs that
obligation, it is deemed to be performed by all.

' EXEMPTIONS

32. (1) The Governor in Council may, on the 35
recommendation of thé Minister and the Min-
ister of Industry, by regulation, exempt any class
of telecommunications service providers from
all or part of the obligations under any of

59 ELiz. It

(2) Sur demande du ministre, le télécommu-
nicateur présente, selon les modalités de temps
et autres précisées, un rapport contenant les
renseignements visés aux alinéas (1)a) et b) et
les renseignements complémentaires précisés. 5

Autre rapport

(3) Le rapport présenté en conformité avec le  Autestation

présent article comprend une attestation portant

qu’il ne comporte aucun faux renseignement,
qu’il comporte tous les renseignements impor-
tants et qu’il présente fidélement la situation du
télécommunicateur & la date de sa présentation.
Le signataire atteste également qu’il a pris
toutes les mesures nécessaires pour s’assurer de
Pexactitude du rapport. Si des erreurs impor-
tantes sont découvertes dans le rapport aprés sa 15
présentation, il s’engage a faire parvenir au
ministre, dans les meilleurs délais, un rapport
corrigé. qui comprend une autre attestation.

(4) Le signataire de ’attestation est: Signataire

a) dans le cas ou le télécommunicateur est 20
une personne morale, un de ses dirigeants ou
administrateurs;

b) dans les autres cas, soit le particulier qui
est propriétaire du télécommunicateur, seul
ou avec d’autres, soit un des dirigeants ou 25
administrateurs de la personne morale qui en
est propriétaire, seule ou avec d’autres.

31. Si plusieurs télécommunicateurs sont
tenus d’exécuter la méme obligation prévue
par la présente loi dans le cadre de I’exploitation 30
d’un appareil de transmission ou d’une inter-
ception, ils sont solidaires de P’exécution de
cette obligation par I'un d’eux.

Exécution d’une
obligation

EXEMPTIONS

32. (1) Sur recommandation du ministre et  Reglement
du ministre de I'Industrie, le gouverneur en 35 ¢cxemption
conseil peut par réglement exempter, par
catégorie, des télécommunicateurs de tout ou ~
partic des obligations prévues aux articles 6,9 a

sections 6, 9 to 11, 16, 17 and 30 or under any 40 11, 16, 17 et 30 et par leurs réglements
regulations made for the purposes of those
sections.

d’application. 40
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(2) Before making or amending such a

regulation, the Governor in Council must

consider

(@) the extent to which the exemption would
adversely affect national security or law 5
enforcement;

(b) whether the telecommunications service
providers can comply with the obligations
from which they would be exempted,;

(c) whether the costs of compliance with 10
those obligations would have an unreason-
able adverse effect on the business of the
telecommunications service providers; and

(d) whether compliance with those obliga-
tions would unreasonably impair the provi- 15
sion of telecommunications services to
Canadians or the competitiveness of the
Canadian telecommunications industry.

(3) In the regulation, the Governor in

Council may include any conditions that the 20 tions qu’il estime indiquées et I’accorde pour 20

Govemor in Council considers appropriate and
must fix its term for a period of not more than
two years.

(4) When a regulation under which a tele-
communications service provider is exempted 25
from an obligation under section 10 or 11
expires or is repealed, section 10 or 11, as the
case may be, applies to the telecommunications
service provider that was exempted as of the
date of expiry or repeal as if the exemption had 30
never been made.

ADMINISTRATION

33. (1) For the purposes of the administra-
tion of this Act, the Minister may designate
persons or classes of persons to exercise powers
in relation to any matter referred to in the 35
designation.

(2) Designated persons are to receive a
certificate attesting to their designation and
must, on request, present the certificate to any
person appearing to be in charge of any place 40
that they enter.

(2) Avant de prendre ou de modifier un tel
réglement, le gouverneur en conseil prend en
considération :

a) la mesure dans laquelle I’exemption est
susceptible de nuire a la sécurité nationale ou
au contréle d’application des lois;

19

Eléments 3
prendre en
considération

5

b) le fait que les télécommunicateurs visés

ont la capacité ou non d’exécuter les
obligations en cause;

¢) le fait que les dépenses liées au respect des
obligations en cause auraient ou non des
effets négatifs injustifiés sur les activités
commerciales des télécommunicateurs;

d) le fait que I’exécution des obligations en
cause entraverait ou non séricusement la
prestation de services de télécommunication
aux Canadiens ou la compétitivité de I’indus-
trie canadienne des télécommunications.

(3) 1l peut assortir I'exemption des condi-

une période maximale de deux ans.

(4) A la date d’expiration de 1'exemption
d’une obligation prévue aux articles 10 ou 11 ou
de I’abrogation du réglement, I’article en cause

f—

0

Conditions et
durée de
I’exemption

Exemption de
P’application des
articles 10 et 11

s’applique au télécommunicateur pour 1’avenir 25

comme si ’exemption n’avait jamais é&té
accordée.

EXECUTION

33. (1) Le ministre peut, pour ’exécution de
la présente loi, désigner toute personne —

Désignation

individuellement ou au titre de son appartenance 30

4 une catégoric — pour exercer des pouvoirs
relativement & toute question mentionnée dans
la désignation.

(2) La personne désignée recoit un certificat

Certificat

attestant sa qualité, qu’elle présente, sur de- 35

mande, & toute personne apparemment respon-
sable du lieu visité.
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34, (1) A person who is designated to verify
compliance with this Act may, for that purpose,
enter any place owned by, or under the control
of, any telecommunications service provider in
which that person has reasonable grounds to 5
believe there is any document, information,
transmission apparatus, telecommunications fa-
cility or any other thing to which this Act
applies.

(2) The designated person may, for the 10
purpose of verifying compliance with this Act,

(a) examine any document, information or
thing found in the place and open or cause to
be opened any container or other thing;

(b) examine or test or cause to be tested any 15
telecommunications facility or transmission
apparatus or related equipment found in the
place;

(c) use, or cause to be used, any computer
system at the place to search and examine any 20
information contained in or available to the
system;

(d) reproduce, or cause to be reproduced, any
information in the form of a printout, or other
intelligible output, and remove the printout, 25
or other output, for examination or copying;
or

(e) use, or cause to be used, any copying
equipment or means of telecommunication at

the place. 30

(3) The owner or person in charge of the
place and every person who is in the place must
give all assistance that is reasonably required to
enable the designated person to verify compli-
ance with this Act and must provide any35
documents, data and information that are
reasonably required for that purpose.

(4) The designated person, when entering a
place referred to in subsection (1), may be
accompanied by any person chosen by the 40
designated person.

35, (1) If the place referred to in subsection
34(1) is a dwelling-house, the designated person
is not authorized to enter it without the consent
of the occupant except under the authority of a 45
warrant issued under subsection (2).

59 ELIz. Il

34, (1) La personne désignée pour vérifier le
respect de la présente loi peut, & cette fin,
procéder a la visite de tout lieu appartenant a un
télécommunicateur — ou placé sous sa respon-
sabilité — ou se trouvent, & son avis fondé sur 5
des motifs raisonnables, des installations de
télécommunication, des appareils de transmis-
sion, des documents, des renseignements ou des
objets visés par la présente loi.

Visite

(2) Elle peut, a cette méme fin: 10 Pouvoirs

a) examiner les documents, les renseigne-
ments ou les objets se trouvant dans le lieu et
ouvrir, directement ou indirectement, tout
contenant ou autre objet;

b) examiner toute installation de télécommu- 15
nication ou tout appareil de transmission ou
matériel connexe s’y trouvant et lui faire
subir, directement ou indirectement, des
essais;

¢) faire usage, directement ou indirectement, 20
de tout systéme informatique s’y trouvant
pour vérifier les données qu’il contient ou
auxquelles il donne accés;

d) reproduire ou faire reproduire toute infor-
mation sous forme d’imprimé ou toute autre 25
forme intelligible qu’elle peut emporter pour
examen ou reproduction;

e) faire usage, directement ou indirectement,
du matériel de reproduction et des moyens de
télécommunication se trouvant dans le lieu. 30

(3) Le propriétaire ou le responsable du lieu
visité, ainsi que quiconque s’y trouve, sont
tenus de préter i la personne désignée toute
Passistance possible pour lui permettre de
vérifier le respect de la présente loi et de lui 35
fournir les documents, données et renseigne-
ments qu’elle peut valablement exiger.

Assistance

Personne

désignée

accompagnée
40 d’un tiers

(4) La personne désignée peut, pour la visite,
se faire accompagner de toute personne de son
choix.

35. (1) Dans le cas d’une maison d’habita-
tion, la personne désignée ne peut toutefois
procéder A la visite sans le consentement de
I'occupant que si elle est munie du mandat
prévu au paragraphe (2).

Mandat pour
maison
d’habitation

45
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(2) On ex parte application, a justice of the
peace may issue a warrant authorizing a
designated person who is named in it to enter
a dwelling-house, subject to any conditions that
may be specified in the warrant, if the justice is 5
satisfied by information on oath that

(a) the dwelling-house is a place referred to
in subsection 34(1);

(b) entry to the dwelling-house is necessary
for the purpose of verifying compliance with 10
this Act; and

(c) entry was refused by the occupant or
there are reasonable grounds to believe that
entry will be refused or that consent to entry

cannot be obtained from the occupant. 15

36. (1) For the purpose of gaining entry to a
place referred to in subsection 34(1), a desig-
nated person may enter private property and
pass through it, and is not liable for doing so.
For greater certainty, no person has a right to 20
object to that use of the property and no warrant
is required for entry onto the property unless the
property is a dwelling-house.

(2) A person may, at the designated person’s
request, accompany the designated person to 25
assist them to gain entry to the place referred to
in subsection 34(1) and is not liable for doing
s0.

37. In executing a warrant to enter a dwell-
ing-house, a designated person must not use 30
force unless they are accompanied by a peace
officer and the use of force has been specifically
authorized in the warrant.

38. (1) A person must not knowingly make
a false or misleading statement or provide false 35
or misleading information, in connection with
any matter under this Act, to a designated
person who is carrying out their functions under
section 34.

(2) A person must not obstruct or hinder a 40
designated person who is carrying out their
functions under section 34.

(2) Sur demande ex parte, le juge de paix
peut décerner un mandat autorisant, sous réserve
des conditions éventuellement fixées, la per-
sonne désignée qui y est nommée a procéder a
la visite d’une maison d’habitation s’il est 5
convaincu, -sur la foi d’une dénonciation sous
serment, que sont réunis les ¢léments suivants :

@) la maison d’habitation est un lieu visé au
paragraphe 34(1);

b) la visite est nécessaire pour vérifier le 10
respect de la présente loi;

¢) soit un refus a ét¢ opposé a la visite, soit il
y a des motifs raisonnables de croire que tel
sera le cas ou qu’il est impossible d’obtenir le

consentement de I’occupant. 15

36. (1) La personne désignée peut, afin
d’accéder au lieu visé au paragraphe 34(1),
pénétrer dans une propriété privée et y circuler,
et ce, sans encourir de poursuites a cet égard; il
est entendu que nul ne peut s’y opposer et20
quaucun mandat n’est requis, sauf s’il s’agit
d’une maison d’habitation.

(2) Toute personne peut, 4 la demande de la
personne désignée, accompagner celle-ci en vue
de I’aider & accéder au lieu, et ce, sans encourir 25
de poursuites a cet égard. ‘

37. La personne désignée ne peut recourir a
la force dans I’exécution d’un mandat relatif a
une maison d’habitation que si celui-ci en
autorise expressément l'usage et qu’elle est 30
accompagnée d’un agent de la paix.

38. (1) I est interdit 4 toute personne de
faire sciemment une déclaration fausse ou
trompeuse ou de communiquer sciemment des
renseignements faux ou trompeurs, relativement 35
a toute question visée par la présente loi, a toute
personne désignée qui agit dans 1’exercice des
attributions qui Iui sont conférées au titre de
I’article 34.

(2) 1l est interdit 4 toute personne d’entraver 40
Paction de toute personne désignée qui agit
dans P’exercice des attributions qui lui sont
conférées au titre de Iarticle 34.

21

Délivrance du
mandat

Droit de passage
sur une propriété
privée

Personne
accompagnant la
personne
désignée

Usage de la force

Renscignements
faux ou

trompeurs

Entrave
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ADMINISTRATIVE MONETARY
PENALTIES

VIOLATIONS

39. Every person who contravenes a provi-
sion, order, requirement or condition designated
under subparagraph 64(1)(p)(i) commits a
violation and is liable to an administrative
monetary penalty not exceeding the prescribed 5
maximum or, if no maximum has been
prescribed, to a penalty not exceeding
$50,000, in the case of an individual, and
$250,000, in any other case.

40. For the purposes of any of sections 39 10
and 41 to 53, the Minister may designate
persons or classes of persons to exercise powers
in relation to any matter referred to in the
designation.

NOTICES OF VIOLATION

41, (1) A designated person may issue al$
notice of violation and cause it to be served on a
person if they believe on reasonable grounds
that the person has committed a violation.

(2) The Minister may establish the form and
content of notices of violation, but each notice 20
of violation must

(%) set out the name of the person believed to
have committed the violation;

(b) identify the violation;

(c) set out the penalty that the person is liable 25
to pay;

(d) inform the person that they may, within
30 days after the day on which the notice is
served or within any longer period specified

in it, either pay the penalty set out in the 30
notice or make representations with respect to
the alleged violation or penalty — including
any representations about entering into a
compliance agreement — and set out the
manner for doing so; and 35

(e) inform the person that, if they fail to pay
the penalty or make representations in
accordance with the notice, they will be
considered to have committed the violation

and the penalty will be imposed. 40

¢

59 ELiZ. I
PENALITES .

VIOLATIONS

39. Toute contravention 3 un texte désigné en  Violations
vertu du sous-alinéa 64(1)p)(i) constitue une

violation passible d’une pénalité ne dépassant

pas le maximum réglementaire; 4 défaut de ce
maximum, la pénalité maximale est de 500008, 5

dans le cas des personnes physiques, et de

2500008, dans les autres cas.

40. Pour I’application de I'un ou I’autre des
articles 39 et 41 a 53, le ministre peut désigner
toute personne — individuellement ou au titre 10
de son appartenance a une catégoric — pour
exercer des pouvoirs relativement a toute
question mentionnée dans la désignation.

Désignation

PROCES-VERBAUX

41. (1) La personne désignée qui a des  Procés-verbal
motifs raisonnables de croire qu’une violation 15
a ét¢ commise peut dresser un procés-verbal

qu’elle fait signifier & ’auteur présumé.

(2) Le ministre peut déterminer la forme et la
teneur des procés-verbaux de violation. Tout
procés-verbal mentionne : 20

Contenu

a) le nom de Pauteur présumé de la viola-
tion; :

b) les faits reprochés;
¢) le montant de la pénalité a payer;

d) la faculté qu’a I'intéressé soit de payer la 25
pénalité, soit de présenter des observations
relativement a la violation ou a la pénalité —
y compris en ce qui touche la conclusion
d’une transaction —, et ce, dans les trente
jours suivant la signification du procés-verbal 30
ou dans le délai plus long précisé dans celui-
" i, ainsi que les modalités d’exercice de cette
faculté;

e) le fait que le non-exercice de cette faculté
vaut aveu de responsabilité et entraine 35
P'imposition de la pénalité.
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(3) The amount of a penalty is, in each case;
to be determined taking into account the
following matters:

(a) that administrative monetary penalties
have as their purpose to encourage compli- 5
ance rather than to punish;

(b) the nature and scope of the violation;

(c) the person’s history of prior violations or
convictions — or compliance agreements
entered into — under this Act during the 10
five-year period immediately before the
violation; .

(d) the cumulative amount of the penalties
that may be imposed for any violation in

respect of which section 48 applies; 15
(e) any prescribed criteria; and

(f) any other relevant matter.

DETERMINATION OF RESPONSIBILITY AND

pénalité, - il est tenu compte des éléments
suivants : '

23

Détermination
du montant de la
pénalité

(3) Pour la détermination du montant de la

a) le caractére non punitif de la pénalité,
laquelle est destinée & encourager 1’observa- 5
tion de la présente loi;

b) la nature et la portée de la violation;

¢) les antécédents de P'auteur présumé —
violation ou condamnation pour infraction a

la présente loi ou conclusion de transactions 10
en application de celle-ci — au cours des cingq
ans précédant la violation;

d) la totalité des montants des pénalités qui
peuvent étre imposées en application de
Particle 48; 15
e) tout critére réglementaire;

J) tout autre élément pertinent.

RESPONSABILITE ET PENALITE

PENALTY

42. (1) A person who is served with a notice
of violation must, in accordance with the notice,

42. (1) La personne a qui est signifié le
procés-verbal est tenue, selon les modalités qui

Option

- pay the penalty set out in the notice or make 20 sont prévues dans celui-ci, soit de payer le 20

representations with respect to the amount of the
penalty or the acts or omissions that constitute
the alleged violation.

montant de la pénalité, soit de présenter des
observations relativement a celui-ci ou aux actes
ou omissions en cause.

(2) A person is deemed to have committed (2) Vaut déclaration de responsabilité a
the violation if they either pay the penalty in25 I’égard de la violation soit le paiement du 25
accordance with the notice of violation or donot  montant de la pénalité selon les modalités
pay the penalty and do not make representations  prévues dans le procés-verbal, soit le défaut de
in accordance with the notice of violation. paiement si I'intéressé a omis de présenter des

observations selon ces modalités.

Responsabilité
réputée

43, (1) The person alleged to have com- 43. (1) L auteur présumé de la violation peut 30 Observations
mitted a violation may make representations to a 30 présenter des observations a toute personne
designated person other than the one who issued  désignée autre que celle qui a dressé le procés-
the notice of violation. verbal.

(2) The designated person to whom the
representations are made must either

(2) La personne désignée a qui ['auteur ns
présumé de la violation présente des observa- 35 %ision
tions :

Transaction ou

(@) enter into a compliance agreement with 35 :
the person on behalf of the Minister; or a) soit conclut avec lui une transaction au

(b) decide on a balance of probabilities nom du munistre;

whether the person committed the violation
and, if so, impose the penalty set out in the

b) soit détermine, selon la prépondérance des
probabilités, sa responsabilité et, le cas 40
échéant, lui impose la pénalité mentionnée
au procés-verbal ou une pénalité réduite, ou
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notice of violation, a lesser penalty or no
penalty, taking into account the matters
mentioned in subsection 41(3).

encore n’impose aucune pénalité, compte
tenu des éléments énumérés au paragraphe
41(3).

The designated person must cause notice of any  Elle lui fait signifier avis de la décision motivée
decision made under paragraph (b) to be issued 5 prise au titre de I'alinéa b) et I'informe par la §
and served on the person together with written  méme occasion de son droit d’interjeter appel au
reasons for the decision and notice of the titre du paragraphe 44(1).

person’s right of appeal under subsection 44(1).

(3) A compliance agreement (3) La transaction ; Conditions de la

. . nsacti
(@) may include any terms that the desig- 10 a) peut étre assortie des conditions que la onston
nated person considers appropriate including personne désignée estime indiquées, notam- 10

a requirement that the person alleged to have ment la fourniture d’une siireté suffisante —
committed a violation give reasonable secu- dont le montant et la nature doivent lui agréer

rity — in a form and an amount that the — en garantie de I'exécution de la transac-
designated person considers satisfactory — 15  tion;

for the person’s performance of the agree- b) doit exiger de 1’auteur présumé qu’il verse 15

ment; and

(b) must provide for payment by the person

au receveur général une somme ne pouvant
dépasser le montant de la pénalité mentionné

~the viclation proceedings and precludes any 25 la procédure et fait obstacle a toute autre

alleged to have committed a violation to the
Receiver General of a specified amount not 20
greater than the penalty set out in the notice
of violation if the person does not comply
with the agreement. :

au procés-verbal s’il ne se conforme pas aux -
conditions prévues. ‘

(4) Entry into a compliance agreement ends (4) La conclusion de la transaction met fin & 20 La transaction
met findla
procédure

further violation or offence proceedings in
relation to the act or omission in question.

procédure en violation ou procédure pénale a
I’égard de I’acte ou de I’omission en cause.

(5) The Minister may issue and serve a (5) Le cas échéant, le ministre peut dresser et Avis de défaut
notice of default on a person who has entered. signifier 4 I'intéressé un avis du défaut d’exé- 25 dexéeution
into a compliance agreement but has not30 cution de la transaction, la somme prévue par la
complied with it. On service of the notice, the  transaction devenant exigible, 4 défaut de quoi
person is liable to pay without delay the amount. le ministre peut réaliser la siireté.
provided for in the agreement, failing which, the
Minister may realize any security for the

person’s performance of the agreement. 35

APPEAL TO MINISTER APPEL AUPRES DU MINISTRE

44. (1) 1l peut étre interjeté appel auprés du
ministre de la décision prise au titre de 1’alinéa 30
within 30 days after the day on which the notice  43(2)b), dans les trente jours suivant la
is served or within any longer period that the signification de I’avis de la décision ou dans
Minister allows in accordance with the regula- 40 le délai supérieur que le ministre peut accorder
tions, appeal the decision to the Minister. en conformité avec les réglements.

44. (1) A person served with notice of a
decision made under paragraph 43(2)(b) may,

Droit d’appel

(2) Le cas échéant, le ministre confirme, 35 Pouvoirs du
annule ou modifie la décision. ministre

(2) On an appeal, the Minister may confirm,
set aside or vary the decision of the designated
person.
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RULES ABOUT VIOLATIONS REGLES PROPRES AUX VIOLATIONS
45. A person is liable for a violation that is 45. L’employeur ou le mandant est reSpon-  Responsabilité

. . . . - : : 5 indirecte —
committed by the person’s employee acting in  sable de la violation commise par son employé employés et

the course of his or her employment or the ou son mandataire dans le cadre de son emploi  mandataires
person’s agent or mandatary acting within the  ou du mandat, que celui-ci soit ou non connu ou

scope of his or her authority, whether or not the 5 poursuivi. : S
employee, agent or mandatary who actually

committed the violation is identified or pro-

ceeded against.

46. An officer, director, agent or mandatary 46. En cas de commission par une personne  Cadres des
of a person other than an individual that 10 autre qu’une personne physique d’une violation, ~ Peorees
commits a violation is a party to the violation ceux de ses dirigeants, administrateurs ou
if he or she directed, authorized, assented to, mandataires qui I’ont ordonnée ou autorisée,
acquiesced in or participated in the commission ou qui y ont consenti ou participé, sont 10
of the violation and is liable to the adminis- considérés comme des coauteurs de la violation
trative monetary penalty provided for that 15 et encourent la pénalité prévue, que la personne
violation whether or not the person that ayant commis la violation ait été ou non
committed the violation has been proceeded poursuivie au titre des articles 41 a 43. 1l est
against under sections 41 to 43. For greater entendu que les dirigeants et administrateurs, 15
certainty, an officer or director, or any agent or  ainsi que les mandataires qui sont des personnes
mandatary who is an individual, is liable only to 20 physiques, n’encourent que la pénalité prévue
the penalty provided in respect of an individual.  pour une personne physique.

47. A person is not liable for a violation if 47. Nul ne peut étre tenu responsable d’une  Précautions
they establish that they exercised due diligence  violation s’il prouve qu’il a pris toutes les 20 YoUus
to prevent the commission of the violation. précautions voulues pour prévenir sa commis-

sion.

48. A violation that is committed or con-25  48. Il est compté une violation distincte pour  Violation
tinued on more than one day constitutes a  chacun des jours au cours desquels se commet """
separate violation for each day on which it is  ou se continue la violation. 25
committed or continued. '

49. Any proceedings in respect of a violation 49. Toute procédure en violation se prescrit  Prescription
may be instituted at any time within, but not 30 par deux ans aprés le fait reproché.
later than, two years after the day on which the
subject matter of the proceedings arose.

50. (1) If it is possible to proceed with any 50. (1) L’acte ou I'omission qualifiable 4 la  Précision
act or omission as a violation and it is also  fois de violation et d’infraction peut étre réprimé
possible to proceed with it as an offence, 35 soit comme violation, soit comme infraction, la 30
proceeding in one manner precludes proceeding  procédure en viclation et la poursuite pour

in the other. infraction s’excluant toutefois mutuellement.
(2) For greater certainty, a violation is not an (2).11 est entendu que les violations ne sont  Precision
offence. pas des infractions.

(3) Section 126 of the Criminal Code does40 (3) Larticle 126 du Code criminel ne s’ap- 35 Non-
not apply in respect of any obligation or plique pas aux obligations ou interdictions :f,‘i’;;za'l‘;g;
prohibition under this Act whose contravention  prévues par la présente loi dont la contravention  Code criminel

is a violation under this Act. constitue une violation aux termes de celle-ci.
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51. In any proceeding, in the absence of
evidence to the contrary, a document that
appears to be a notice issued under subsection
41(1) or 43(2) or (5) or a certtificate issued under
subsection 53(1) is presumed to be authentic
and is proof of its contents.

"RECOVERY OF PENALTIES AND OTHER
AMOUNTS

52. (1) A penalty imposed under this Act
and an amount referred to in subsection 43(5)

“each constitute a debt due to Her Majesty in

51. Dans toute instance, le document qui
parait étre un procés-verbal dressé en vertu du
paragraphe 41(1), un avis signifié en vertu des
paragraphes 43(2) ou (5) ou un certificat de non-

5 paiement établi en vertu du paragraphe 53(1)

fait foi, sauf preuve contraire, de son authenti-
cité et de son contenu.

RECOUVREMENT DES PENALITES ET AUTRES
SOMMES

52. (1) Les pénalités et toute somme visée
au paragraphe 43(5) constituent des créances de
Sa Majesté du chef du Canada, dont le

right of Canada and may be recovered in the 10 recouvrement peut étre poursuivi a ce titre

Federal Court or any other court of competent
jurisdiction.
{(2) No proceedings to recover such a debt

may be commenced later than five years after
the day on which the debt became payable.

(3) Each such debt is payable to the Receiver
General.

53. (1) The Minister may issue a certificate
certifying the unpaid amount of any debt
referred to in subsection 52(1).

(2) Registration in the Federal Court or in
any other court of competent jurisdiction of the
certificate has the same effect as a judgment of
that court for a debt of the amount specified in

the certificate and all related registration costs. 25

OFFENCES AND PUNISHMENT

54. A person must not do any of the
following things in performing any obligation
under this Act or in any application, declaration
or report made under it:

(a) knowingly make a false or misleading 30

statement or knowingly provide false or
misleading information; or

(b) knowingly omit to state a material fact or
to provide material information.

55. Every person who wilfully contravenes 35

subsection 6(1) or (2), any of sections § to 11,
an order made under subsection 14(1) or any

devant la Cour fédérale ou tout autre tribunal
compétent.

(2) Le recouvrement de la créance se prescrit
par cinq ans aprés la date & laquelle elle est

15 devenue exigible.

(3) Les sommes en cause sont versées au
receveur général.

53. (1) Le ministre peut établir un certificat

10

15

de non-paiement pour la partie impayée de toute 20

20 créance visée au paragraphe 52(1).

(2) L’enregistrement & la Cour fédérale ou a
tout autre tribunal compétent confére au certi-
ficat valeur de jugement pour la somme visée et
les frais afférents.

INFRACTIONS ET PEINES

54, 11 est interdit, dans le cadre de 1’exécu-
tion d’une obligation prévue par la présente loi
ou dans une demande, un rapport ou une
déclaration faits sous son régime :

a) de faire sciemment une déclaration fausse 30

ou trompeuse ou de fournir sciemment des
renseignements faux ou trompeurs;

b) d’ometire sciemment de mentionner un
fait important ou de fournir des renseigne-
ments importants.

55. Quiconque contrevient volontairement
aux paragraphes 6(1) ou (2), a 'un ou ’autre
des articles 8 a 11, a un arrété pris en vertu du
paragraphe 14(1) ou a tout réglement pris en

25

35
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regulations made under paragraph 64(1)(a) vertu de I'alinéa 64(1)a) commet une infraction
commits an offence and is liable on prosecution  passible, sur- déclaration de culpabilité par

by summary conviction , procédure sommaire :
(a) in the case of an individual, to a fine not a) dans le cas d’une personne physique,
exceeding $100,000; or 5 d’une amende maximale de 100000 $; - 5
(b) in any other case, to a fine not exceeding b) dans les autres cas, d’'une amende maxi-
$500,000. male de 5000008.
4
56. (1) Every person who contravenes sub- 56. (1) Quiconque contrevient au para-  Infraction

section 13(6), section 26, 30 or 54 or a condition ~ graphe 13(6), aux articles.26, 30 ou 54 ou a
referred to in subsection 32(3) is guilty of an 10 toute condition visée au paragraphe 32(3) 10
offence punishable on summary conviction and  commet une infraction passible, sur déclaration

liable de culpabilité par procédure sommaire :
{(a) in the case of an individual, to a fine not a) dans le cas d’une personne physique,
exceeding $25,000 for a first offence, or d’une amende maximale de 250008 et, en
$50,000 for a subsequent offence; or 15 cas de récidive, d’une amende maximale de 15
(b) in any other case, to a fine not exceeding 50000;
$100,000 for a first offence, or $250,000 for a b) dans les autres cas, d’'une amende maxi-
subsequent offence. male de 1000008$ et, en cas de récidive,

d’une amende maximale de 250000 $.

(2) Every person who contravenes subsec- (2) Quiconque contrevient aux paragraphes 20 Infraction
tion 34(3) or 38(1) or (2) is guilty of ani offence 20 34(3) ou 38(1) ou (2) commet une infraction
punishable on summary conviction and liable to  passible, sur déclaration de culpabilité par

a fine not exceeding $15,000. procédure sommaire, d’'une amende maximale
: de 150008. '
§7. Every person who contravenes any - 57 Quiconque contrevient a toute disposi- 25 Infraction

provision of this Act or a regulation made tion de la présente loi ou de ses réglements —
under this Act, except in the case of an offence 25 sauf s’il s’agit d’une infraction prévue aux

referred to in sections 55 and 56, is guilty of an - articles 55 ou 56 — commet une infraction
offence punishable on summary conviction and  passible, sur déclaration de culpabilité par
liable to a fine not exceeding $250,000. procédure sommaire, d’une amende maximale 30
‘ de 250000 3.
58. A prosecution is not to be commenced in 58. La poursuite des infractions prévues 4  Consentement

respect of an offence referred to in section 55 or 30 article 55 et au paragraphe 56(1) est subor- ggn‘;f:f‘éf”'

subsection 56(1) without the consent of the donnée au consentement du procureur général  Canada
Attorney General of Canada. du Canada. 35

59. A person is not to be convicted of an - 59. Nul ne peut étre déclaré coupable d’une  Précautions
offence under this Act, other than for a contra-  infraction a la présente loi, sauf pour une  YoUles
vention of subsection 38(1) or section 54 or an 35 contravention au paragraphe 38(1) ou a ’article
offence referred to in section 55, if they 54 ou dans le cas d’une infraction prévue a
establish that they exercised due diligence to  D’article 55, s’il prouve qu’il a pris toutes les 40

prevent the commission of the offence. précautions voulues pour prévenir sa perpétra-
tion.
60. If a person other than an individual 60. En cas de perpétration par une personne  Cadres des

personnes

commits an offence under this Act, every 40 autre qu’une personne physique d’une infraction [ "\ ¢

officer, director, agent or mandatary of the & la présente loi, ceux de ses dirigeants, 45
person who directed, authorized, assented to, administrateurs ou mandataires qui I’ont ordon-
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acquiesced in or participated in the commission  née ou autorisée, ou qui y ont consenti ou
of the offence is a party to and guilty of the participé, sont considérés comme des coauteurs
offence and liable on conviction to the punish-  de I’infraction et encourent, sur déclaration de
ment provided for the offence whether or not the  culpabilité, la peine prévue, que la personne
person that committed the offence has been 5 ayant perpétré I’infraction ait été ou non pour- 5
prosecuted or convicted. For greater certainty, suivie ou déclarée coupable. 1l est entendu que
an officer or director, or any agent or mandatary  les dirigeants et les administrateurs, ainsi que les
who is an individual, is liable only to the mandataires qui sont des personnes physiqueg,
punishment provided in respect of an individual.  n’encourent que la peine prévue pour une

) personne physique. 10

61. If an offence under this Act is committed 10 61. Il est compté une infraction distincte  infraction
or continued on more than one day, the person  pour chacun des jours au cours desquels se ~ ©™™°
who committed the offence is liable to be commet ou se continue I'infraction 4 la présente
convicted for a separate offence for each day on  loi.
which the offence is committed or continued.

62. Proceedings in respect of an offence15 62, La poursuite de toute infraction 4 la 15 Prescription
under this Act may be instituted at any time présente loi se prescrit par deux ans aprés le fait
within, but not later than, two years after the day  reproché.
on which the subject matter of the proceedings
arose.

63. (1) If a court of competent jurisdiction is 20  63. (1) S’il est convaincu qu’une contraven-  Injonctions

satisfied that a contravention of subsection tion au paragraphe 10(1) ou 2 Particle 11 se

10(1) or section 11 is being or is likely to be  commet ou est sur le point d’étre commise, le 20
committed, the court may, on application by the  tribunal compétent peut, sur demande du

Minister, grant an injunction, subject to any ministre, accorder une injonction, assortic des

conditions that it considers appropriate, ordering 25 conditions qu’il juge indiquées, interdisant a

any person to cease or refrain from operating the  quiconque, selon le cas, d’exploiter I’appareil de
transmission apparatus referred to in subsection  transmission visé au paragraphe 10(1) ou 25

10(1) or to refrain from acquiring, installing or  d’acquérir, d’installer ou d’exploiter le nouveau

operating the new software referred to in section  logiciel visé a Particle 11.

1. 30
‘ (2) For the purposes of subsection (1), the (2) La Cour fédérale est, pour I’application  Cour fedérale
Federal Court is a court of competent jurisdic-  du paragraphe (1), un tribunal compétent.
tion.
REGULATIONS REGLEMENTS

64. (1) The Governor in Council may make 64. (1) Le gouverneur en conseil peut pren- 30 Reglements
regulations 35 dre des réglements : :

(a) respecting the obligations to be per- a) concernant les obligations prévues aux

- formed under subsections 6(1) and (2), paragraphes 6(1) et (2), notamment les

including specifying the circumstances in circonstances ot elles ne s’appliquent pas

which those obligations do not apply or need ou celles ou il n’est pas nécessaire de les 35

not be performed; ' 40 exécuter;

(b) respecting the time, manner and form in b) concernant les modalités de temps et

which the information referred to in para- autres afférentes a la fourniture, a la personne

graph 6(1)(b) is to be provided to an autorisée, de l’information visée a l'alinéa

authorized person; 6(1)b); 40
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(c) respecting the time, manner and form in
which an intercepted communication is to be
provided to an authorized person;

(d) requiring telecommunications service
providers to specify the locations where 5
intercepted communications will be provided,
respecting the time, manner and form in
which the locations are specified and respect-
ing which locations may be so specified;,

(e) requiring telecommunications service 10
providers to create and keep records with
respect to interceptions;

-{f) respecting the operational requirements

referred to in section 7, including matters of
time, manner and form in relation to them and 15
the circumstances in which they do not apply
or need not be met;

(g) for the purposes of paragraph 7(a),
specifying what is a communication;

(h) for the purposes of paragraph 7(d) 20

(i) providing for the minimum number and
maximum number of simultaneous inter-
ceptions or the manner of determining
them,

(ii) prescribing what is to be counted as a 25
single interception,

(iii) respecting the time, manner and form

in which a request to increase the number
of those interceptions is to be made, the
circumstances in which such a request may 30
be made, the time within which the
increase is to be made and the duration of
the increase,.and -

(iv) respecting the maximum number of
agencies for which a telecommunications 35
service provider is to simultaneously
enable interceptions;

(i) providing for the global limit referred to
in section 12, or the manner of determining it,
respecting the circumstances in which it does 40
not apply or need not be met and prescribing
what is to be counted as a single interception;

¢) concernant les modalités de temps et
autres afférentes a la foumiture, 4 la personne
autorisée, de la communication interceptée;

d) exigeant des télécommunicateurs qu’ils
précisent les lieux ou les communications 5
interceptées seront fournies et concernant les
modalités de temps et autres, a cet égard et les
lieux qui peuvent étre ainsi précisés;

e) exigeant des télécommunicateurs la créa-
tion et la conservation de registres relative-
ment aux interceptions;

P

0

/) concernant les exigences opérationnelles
prévues a I’article 7, notamment les modalités

de temps et autres afférentes et les circons-
tances ou elles ne s’appliquent pas ou celles 15
ou il n’est pas nécessaire d’y satisfaire;

£) en ce qui a trait & I’alinéa 7a), précisant ce
qui constitue une communication;

h) pour I’application de Ialinéa 7d):

(i) prévoyant le nombre minimal et le 20
nombre maximal d’interceptions simulta-
nées ou la fagon de les calculer,

(ii) déterminant ce qui constitue une seule
interception,

(iii) concernant les modalités de temps et 25
autres visant toute demande d’augmenta-
tion du nombre de telles interceptions, les
circonstances dans lesquelles elle est faite,
le délai pour procéder a 1’augmentation et
la période visée, 30

(iv) concernant le nombre maximal d’or-
ganismes pour lesquels le télécommunica-
teur est tenu de permettre des interceptions
simultanées;

i) prévoyant la limite globale visée a Iarticle 35
12 ou la fagon de la calculer et les
circonstances ou elle ne s’applique pas ou
celles ou il n’est pas nécessaire de la respecter
et déterminant ce qui constitue une seule
interception; 40

J) pour l’application du paragraphe 14(3),
établissant les dépenses et les éléments que le
ministre doit prendre en considération pour
décider d’une indemnité suffisante ou des
dépenses nécessaires; 45

29
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(/) for the purposes of subsection 14(3),
prescribing expenses and prescribing matters
that the Minister is to consider in deciding
what amount is reasonable or what prescribed
expenses are necessary; 5

(k) for the purposes of subsection 14(5),
respecting the provision of notice and
assistance;

(}) for the purposes of sections 16 and 17,
respecting requests made under those sections 10
and 'the provision of information under those
sections, including

(i) specifying the form of that information,
the manner of — and time for — providing

it and the circumstances under which 15
particular information is to be provided,
and

(ii) prescribing any confidentiality or se-
curity measures with which the telecom-
munications service provider must comply; 20

(m) for the purposes of section 18, respecting
the creation and retention of records and the
dealing with information;

(n) for the purposes of section 25, respecting
the assistance to be provided in the assess- 25
ment and testing of telecommunications
facilities;

(o) for the purposes of section 29, respecting
requests for payment and the making of
payments; 30

(p) for carrying out sections 39 to 53,
including

(i) designating any provision of this Act or
of any regulation, or any order or class of
orders made under this Act or any require- 35
ment or condition of such a provision or
order or class of orders — or class of such
requirements or conditions — as a provi-
sion, order, requirement or condition
whose contravention may be proceeded 40
with as a violation,

(ii) prescribing the maximum administra-
tive monetary penalty for a particular
violation, which maximum may not exceed
$50,000, in the case of an individual, and 45
$250,000, in any other case,

k) pour P'application du paragraphe 14(5),
concernant 1’avis a4 donner et I’assistance a
préter;

) pour I’application des articles 16 et 17,
concernant les demandes et la fourniture des 5

renseignements visés a ces articles, notam-
ment: '

(i) précisant les modalités de présentation

et de temps visant ces renseignements et
les circonstances dans lesquelles certains 10
de ceux-ci sont fournis,

(ii) prévoyant les mesures concernant la
confidentialité ou la sécurité que le télé-
communicateur doit prendre;

m) pour P'application de P'article 18, concer- 15
nant la création et la conservation des
registres et le traitement des renseignements;

n) pour I’application de I’article 25, concer-
nant I’assistance & préter pour I’évaluation et

la mise a I’essai des installations de télécom- 20
munication;

o) pour ’application de I’article 29, concer-
nant les demandes de paiement et le verse-
ment de ceux-ci;

p) prévoyant les mesures d’application des 25
articles 39 a 53, notamment :

(i) désignant comme texte dont la contra-
vention constitue une violation toute dis-
position de la présente loi ou de ses
réglements, tout arrété pris en vertu de 30
celle-ci, ou toute catégorie de tels arrétés,
ou toute condition ou exigence prévue —
ou catégorie de conditions ou d’exigences
prévue — par une telle disposition ou un
tel arrété, ou une telle catégorie d’arrétés, 35

(ii) prévoyant le montant maximal —
plafonné, dans le cas des personnes
physiques, a 500008 et, dans les autres
cas, a4 2500008 — de la pénalité appli-
cable a chaque violation, 40

(iii) concernant les transactions visées au
paragraphe 43(3),

59 ELiz. II
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(iii) respecting compliance agreements re-
ferred to in subsection 43(3),

(iv) respecting the service of notices
referred to in those sections, including the
manner of serving them, the proof of their
service and the circumstances under which
they are deemed to have been served, and

(v) respecting procedure on appeals,
which procedure must provide for a

reasonable opportunity for the appellant 10

to present written evidence and make
representations in writing;

(q) prescribing anything that is to be pre-
scribed under this Act; and

(r) generally, for carrying out the purposes 15

and provisions of this Act.

(2) Regulations made under subsection (1)

may apply generally or to particular classes of

telecommunications service providers and may

(iv) concernant, notamment par 1’établis-
sement de présomptions et de régles de
preuve, la signification des avis ou des
procés-verbaux prévus par ces articles,

(v) concernant la procédure d’appel, qui
doit comporter notamment la possibilité
pour I’appelant de présenter, par écrit, ses
éléments de preuve et ses observations;

q) concemant toute mesure d’ordre régle-
mentaire prévue par la présente loi;

r) d’'une fagon générale, concemant toute
mesure d’application de la présente loi.

(2) Les réglements peuvent étre d’application
générale, ou ne viser que telle ou telle catégorie
de télécommunicateurs et s’appliquer de ma-

vary by class of telecommunications service 20 niére différente selon la catégorie de télécom-

provider, by class of telecommunications serv-
ice provided, by class of telecommunications
facility, according to -the population of the
region in which a telecommunications facility

which information is provided.

(3) Regulations made under subsection (1)
that incorporate documents by reference may
incorporate them as amended from time to time.

COMPENSATION

municateurs, la catégorie de services de
télécommunication fournis, la catégorie d’ins-
tallations de télécommunication, la population

31

10

Catégories

15

de la région ou est située une installation de 20
of a given class is located or by the manner in 25 télécommunication d’une catégorie donnée ou

la fagon dont les renseignements sont fournis.

(3) Les réglements qui incorporent des
documents par renvoi peuvent les incorporer
dans leur version éventuellement modifiée.

INDEMNISATION

65. There is to be paid out of the Con-30 65. Sont prélevées sur le Trésor les sommes

solidated Revenue Fund the sums required to
meet the monetary obligations of Her Majesty in
right of Canada under subsections 14(3), 21(1)
and 29(1).

66. If compensation. for the provision of 35

information or specialized telecommunications
support is to be paid under section 21 or 29, no
such compensation is to be paid under any other
Act of Parliament. ’

REVIEW OF ACT

nécessaires pour satisfaire aux obligations
pécuniaires de Sa Majesté du chef du Canada
aux termes des paragraphes 14(3), 21(1) et
29(1).

66. Lorsqu’une indemnité peut étre payée en
vertu des articles 21 ou 29 pour la fourniture de
renseignements ou de P'appui spécialisé en
télécommunication, aucune indemnité ne peut

Incorporation
par renvoi

25

Paiement sur le
Trésor

30

Indemnisation

étre payée en vertu d’une autre loi fédérale a ce 35

titre.

EXAMEN DE LA LOI

67. Five years after the day on which this40 67. Cinq ans aprés la date d’entrée en

section comes into force, a committee of the
House of Commons, of the Senate or of both

vigueur du présent article, le comité de la
Chambre des communes, du Sénat ou des deux

Examen
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Houses of Parliament is to be designated or chambres désigné ou constitué a cette fin
established for the purpose of reviewing this  entreprend I’examen de I’application de la
Act. présente loi.

TRANSITIONAL PROVISIONS 7 DISPOSITIONS TRANSITOIRES

68. (1) The application of section 10 with 68. (1) L’application de I’article 10 2 un  Suspension de
respect to transmission apparatus that a 5 appareil de transmission que le télécommu- 5 2PPicetion de
telecommunications service provider begins nicateur commence & exploiter au cours de la
to operate in the 18-month period beginning période de dix-huit mois commencant a la
on the day en which that section comes into  date d’entrée en vigueur de cet article est
force is suspended for the duration of that suspendue jusqu’d Pexpiration de cette pé-

period. 10 riode. 10
(2) The application of section 11 with (2) L’application de Particle 11 & un  Suspension de
respect to transmission apparatus for which  appareil de transmission pour lequel le }:ﬁ{’é}:a{‘f“ de
a telecommunications service provider in- télécommunicateur installe un nouveau logi-
stalls new software in the 18-month period ciel au cours de la période de dix-huit mois
beginning on the day on which that section 15 commencant a la date d’entrée en vigueur de 15
comes into force is suspended for the dura- cet article est suspendue jusqu’a ’expiration
tion of that period. de cette période.
69. (1) A telecommunications service pro- 69. (1) Au cours des trois années suivant  Présomption:

vider that, together with any affiliated or la date d’entrée en vigueur des articles 10 ou f,’:é%:‘t‘if;sne“es
associated telecommunications service pro-20 11, selon le cas, le télécommunicateur qui, 20
vider, has fewer than 100,000 subscribers, avec les télécommunicateurs qui font partie
without regard to the telecommunications de son groupe ou avec lesquels il a des liens,
service to which they subscribe, is considered compte moins de 100000 abonnés, tous
— during the three years after the day on  services de télécommunication confondus,
which section 10 or 11 comes into force, as 25 est réputé satisfaire a toute exigence opéra- 25
the case may be — to meet any operational tionnelle & laquelle il est tenu de satisfaire au
requirement in respect of transmission appa-  titre de 'un ou Pautre de ces articles, s’il
ratus that the service provider is obligated to  fournit un point de raccordement physique a
meet by virtue of that section if the service D’appareil de transmission en cause qui
provider provides a physical connection 30 permet a toute personne autorisée de procé- 30
point for the transmission apparatus permit- der A une interception.

ting an authorized person to effect an

interception.

(2) For the purposes of subsection (1), the (2) Pour Papplication du paragraphe (1), Reglements
Governor in Council may make regulations 35 le gouverneur en conseil peut prendre des
defining the expression “affiliated or asso- réglements définissant Pexpression «les télé-
ciated telecommunications service provider” communicateurs qui font partie de son 35
and respecting the provision of a physical groupe ou avec lesquels il a des liens» et
connection point. concernant la fourniture d’un point de
raccordement physique.

70. Every telecommunications service pro-40 70. Le télécommunicateur qui fournit des  Rapport:
vider that is providing telecommunications services de télécommunication a la date 40 t:f;"e";““;a’:fsa
services on the day on which section 30 comes  d’entrée en vigueur de P’article 30 présente
into force must, within six months after that  au ministre, dans les six mois suivant cette
day, submit a report to the Minister in date, un rapport établi selon les modalités
accordance with that section. 45 prévues au titre de cet article.
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COORDINATING AMENDMENTS DISPOSITIONS DE COORDINATION

71. If Bill C-29, introduced in the 3rd 71. En cas de sanction du projet de loi  Projet de loi

session of the 40th Parliament and entitled  C-29, déposé au cours de Ia 3° session de la <%

the Safeguarding Canadians’ Personal Infor-  40° législature et intitulé Loi protégeant les

mation Act, receives royal assent, then, on the  renseignements personnels des Canadiens, dés

first day on which both section 8 of that Act 5 le premier jour ou Iarticie 8 de cette loi et 5

and section 23 of this Act are in force, that Particle 23 de la présente loi sont tous deux

section 23 is replaced by the following: en vigueur, cet article 23 est remplacé par ce

qui suit:

23. Personal information, as defined in sub- 23. Pour I’application de ’article 7.4 et des  Dérogation
section 2(1) of the Personal Information  paragraphes 9(2.1) a (2.4) de la Loi sur la 10
Protection and Electronic Documents Act, that 10 protection des renseignements personnels et les
is provided under subsection 16(1) or 17(1) is  documents électroniques, les renseignements
deemed, for the purposes of section 7.4 and  personnels au sens du paragraphe 2(1) de cette
subsections 9(2.1) to (2.4) of that Act, to be loi qui sont fournis au titre des paragraphes
disclosed under subparagraph 7(3)(c.I)(i) or (ii),  16(1) ou 17(1) sont réputés étre communiqués 15
and not under paragraph 7(3)(i), of that Act. 15 au titre des sous-alinéas 7(3)c.I)(i) ou (ii) de
This section operates despite the other provi-  cette loi et non de son alinéa 7(3)i). Le présent
sions of Part 1 of that Act. article s’applique malgré les autres dispositions

de la partie 1 de la méme loi.

72. If a Bill entitled the Investigative 72. Si le projet de loi intitulé Loi sur les 20 Loi sur les
Powers for the 21st Century Act is introduced  pouvoirs d’enquéte au 21° siécle est déposé au 72770 .
in the 3rd session of the 40th Parliament and 20 cours de la 3° session de la 40° législature et  siicle
receives royal assent, then, on the first day on  recoit la sanction royale, dés le premier jour
which both section 17 of that Act and ou Particle 17 de cette loi et le paragraphe
subsection 2(1) of this Act are in force, the 2(1) de la présente loi sont tous deux en 25
definition “telecommunications data” in sub-  vigueur, la définition de «données de télé-
section 2(1) of this Act is replaced by the 25 communication», au paragraphe 2(1) de la

following: ‘ présente loi, est remplacée par ce qui suit :

“telecommunications data” means data relating  «données de télécommunication» Données  «données de

to the telecommunications functions of dialling,  concemant les fonctions de composition, de 30 fiécommunice-

routing, addressing or signalling that identifies  routage, d’adressage ou de signalisation en  “telecommunica-

or purports to identify the origin, type, direction, 30 mati¢re de télécommunication et indiquant, ou tions data”

date, time, duration, size, destination or termi-  visant a indiquer, I’origine, le type, la direction,

nation of a telecommunication generated or la date, 'heure, la durée, le volume, la

received by means of a telecommunications  destination ou la terminaison de la télécommu- 35

facility or the type of telecommunications nication produite ou regue au moyen d’une

service used. It also means any transmission 35 installation de télécommunication ou le type de

data that may be obtained under subsection service utilisé. Sont également visées les

492.2(1) of the Criminal Code. données de transmission obtenues au titre du
paragraphe 492.2(1) du Code criminel. 40

COMING INTO FORCE ENTREE EN VIGUEUR
73. The provisions of this Act, other than 73. Les dispositions de la présente loi, 3  Décret

sections 71 and 72, come into force on a day Pexception des articles 71 et 72, entrent en
or days to be fixed by order of the Governor 40 vigueur a la date ou aux dates fixées par
in Council. décret.
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34 Investigating and Preventing Criminal Electronic Communications — Schedule 1

SCHEDULE 1
(Subsections 5(1) and (4) and 14(2))

EXCLUSIONS FROM THE APPLICATION OF THE ACT

PART 1

1. A telecommunications service intended principally for the use
of its provider and the provider’s household or employees and not by
the public.

2. A telecommunications service intended principally for the sale
or purchase of goods or services other than telecommunications
services to the public.

3. A telecommunications service provided by a financial institu-
tion, as defined in section 2 of the Bank Act, that enables the business
of banking, the trust, loan or insurance business, the business of a
cooperative credit society or the business of dealing in securities or
other business primarily related to the business of providing financial
services.

PART 2

1. Telecommunications service providers whose principal func-

tion is operating a registered charity within the meaning of the ’

Income Tax Act, other than any service provider in a class listed in
Schedule 2, or operating an educational institution other than a post-
secondary institution, or operating a hospital, a place of worship, a
retirement home or a telecommunications research network, only in
respect of telecommunications services that they provide ancillary to
their principal function.

2. Telecommunications service providers that are also broad-
casting undertakings, as defined in subsection 2(1) of the Broad-
casting Act, only in respect of broadcasting.

[

59 ELIZ. 1l

’ ANNEXE 1
(paragraphes 5(1) et (4) et 14(2))

NON-APPLICATION DE LA LOI

PARTIE 1

1. Services de télécommunication destinés principalement & leur
fournisseur, aux membres de sa famille ou & ses employés, et non au
public.

2. Services de télécommunication destinés principalement & la
vente ou & 1’achat par le public de biens ou de services, autres que
des services de télécommunication.

3. Services de télécommunication fournis par une institution
financiére, au sens de Darticle 2 de la Loi sur les banques, qui
permettent & quiconque de se livrer a des activités bancaires ou a des
activités fiduciaires, de prét ou d’assurance, aux activités d’une
société coopérative de crédit ou de faire le commerce des valeurs
mobiliéres, ou encore, de toute autre maniére, de se livrer a des
activités ayant principalement trait 4 -la prestation de services
financiers.

PARTIE 2

1. Télécommunicateurs dont D’activité principale consiste a
exploiter un organisme de bienfaisance enregistré, au sens de la
Loi de I'impot sur le revenu -— sauf s’ils appartiennent 3 [’une ou
I'autre des catégories figurant & ’annexe 2 — un établissement
d’enseignement autre qu’un établissement d’enseignement postse-
condaire, un hopital, un lieu de culte, une maison de retraite ou un
réseau de recherche sur les télécommunications, uniquement pour ce
qui est des services de télécommunication qu’ils fournissent de facon
accessoire a leur activité principale.

2. Télécommunicateurs qui sont également des entreprises de
radiodiffusion au sens du paragraphe 2(1) de la Loi sur la
radiodiffusion, uniquement pour ce qui est de leur activité de
radiodiffusion.
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SCHEDULE 2
(Subsections 5(2) to (4) and 14(2) and Schedule 1)

PARTIAL APPLICATION OF THE ACT

‘PART 1

1. Telecommunications service providers that transmit commu-
nications on behalf of other telecommunications service providers,
that do not modify particular communications transmitted and that
do not authenticate the end users of the telecommunications services
of those other service providers, only in respect of the telecommu-
nications services provided to the other service providers.

PART 2

1. Telecommunications service providers whose principal business
or function is operating a post-secondary educational institution, a
library, a community centre, a restaurant or an establishment that
provides lodgings or residential accommodations, such as a hotel, an
apartment building or a condominium, only in respect of
telecommunications services that they provide ancillary to their
principal business or function.

Published under authority of the Speaker of the House of Commons

35

ANNEXE 2
(paragraphes 5(2) a (4) et 14(2) et annexe 1)

APPLICATION PARTIELLE DE LA LOI

PARTIE 1

1. Télécommunicateurs qui transmettent des communications
pour le compte d’autres télécommunicateurs et qui ne modifient
pas les communications transmises et n’authentifient pas les
utilisateurs finaux des services de télécommunication des autres
télécommunicateurs, uniquement pour ce qui est des services de
télécommunication fournis a ces télécommunicateurs.

PARTIE 2

1. Télécommunicateurs dont 1’entreprise ou P’activité principale
consiste a exploiter un établissement d’enseignement postsecondaire,
une bibliothéque, un centre communautaire, un restaurant, un
établissement qui offre des services d’hébergement ou de logement,
notamment un hétel, un immeuble d’habitation ou un immeuble
d’habitation en copropriété, uniquement pour ce qui est des services
de télécommunication qu’ils fournissent de fagon accessoire & leur
activité principale.
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BILL C-47: TECHNICAL ASSISTANCE FOR
LAW ENFORCEMENT IN THE 215T CENTURY ACT"

BACKGROUND

A. Purpose of the Bill: Lawful Access

Bill C-47, An Act regulating telecommunicationsl.'facilities to support investigations
(short title: Technical Assistance for Law Enforcement in the élsr Century Act), was introduced
in the House of Commons on 18 June 2009, by the Minister of;‘: Public Safety (the minister), the
Honourable Peter Van Loan. |

It deals with very specific aspects of the rules governing lawful access. Lawful

™ and national security

access is an investigative technique used by law enforcement fagenbies
agencies that involves intercepting communications®® and seiz{hg information where authorized
- by law. Rules relating to lawful access are set out in a number of federal statutes, in panicuiar
the Criminal Code, the Canadian Security Intelligence Service Act and the National Defence Act.
For greater certainty, the bill provides that law enforcement age;wies retain the powers conferred

by those Acts.®

* Notice: For clarity of exposition, the legislative proposals set out in the bill described in this Legislative
Summary are stated as if they had already been adopted or wete in force. It is important to note,

however, that bills may be amended during their consideration by the House of Commons and Senate, -

and have no force or effect unless and until they are passed by both houses of Parliament, receive Royal
Assent, and come into force. :

(1) In the interests of conciseness, the term “law enforcement agencies,” when used in this text, includes
national security agencies, unless otherwise clearly indicated by the context.

(2) Commonly called “wiretapping.”
(3) Clause 2(2) of the bill.
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This bill complements the current lawful access regime. It addresses the same
two issues as the former Bill C-74:) technical interception capabilities of telecommunications

service providers and requests for subscriber information.

Other aspects of the lawful access regime are addressed in Bill C-46, Investigative -

Powers for the 21¥ Century Act, which was introduced on the same day as Bill C-47.

B. Key Measures in the Bill

Bill C-47 addresses a concern expressed by law enforcement agencies, which
contend that new technologies, particularly Internet communications, often present obstacles to

lawful communications interception. The bill pe’}'mits the following:

b
i

t
e Jt compels telecommunications service p'roviders to have the capability to intercept
communications made using their networks/ regardless of the transmission technology used
(clauses 6 to 15). ' l] :

e [t provides law enforcement agencies w1t'}l1 access, under an accelerated administrative
process without a warrant or court order, to basic mformat10n about telecommunications
service subscribers. At the same time, the bill provides, for certain protection measures
(clauses 16 to 23).

C. Basis of the Bill
1. Consultations

Since 1995, the Canadian Associaitiion of Chiefs o:'lf Police (CACP) has been calling
for legislation requiring that all telecommunicatli‘ons service prgviders have the technical means
in place to enable police services to carry out lav(g}ful interceptiori!s on their networks.

Following the development of a Eistrategic frame'work in 2000, representatives of
Justice Canada, Industry Canada and the Solicitor General of Canada held public consultations in

2002.%) After having received more than 300 submissions from police sefvices, industry, civil

(4) Bill C-74, An Act regulating telecommunications facilities to facilitate the lawful interception of
information transmitted by means of those fac111t1es and respecting the provision of telecommunications
subscriber information, 1% Session, 38" Parliament (died on the Order Paper). For more information
about this bill, see Dominique Valiquet, Telecommunications and Lawful Access: I The Legislative
‘Situation in Canada, PRB 05-65E, Parliamentary Informatlon and Research Service, Library of Parliament,
Ottawa, 21 February 2006, http:/lpintrabp.parl. gc ca/LopImages2/prbDubs/bpl000/0rb0565 -e.asp.

(5) See Justice Canada, Industry Canada, and Sollcltor General Canada, Lawful Access — Consultation
Document, 25 August 2002, http://justice.gc. ca/eng/cons/la al/consult html.

P
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rights groups and individuals, Justice Canada released a summary of the results of the

‘consultations in 2003.) . Throughout the consultations, protection of privacy was one of the

central issues in the debate on lawful access. Other significant elements included technical
interception standards, costs related to interception capability arid the need for new lawful access
rules. h

The consultations led to the introduction, in NO\'(ember 2005, of Bill C-74, which

would have created the Modernization of Invest‘igative Technidues Act, but the bill died on the

Order Paper before second reading in the House of Commons when a general election was -

called.

Since then, provincial governments, including British ‘Columbia’s, and various
Canadian law enforcement agencies have made submissions urging the federal government to
adopt lawful access measures. After consultmg a broad range of stakeholders, including those
from the telecommunications industry, civil liberty groups and v1ct1ms rights groups, the federal
Minister of Public Safety introduced Bill C-47, which dupllcates the fundamental provisions of
the former Bill C-74.

2. International Context

Bill C-47 is a key step in the harmomzation of legislation at the international
level, particularly concerning requirements ‘l regarding the interception capabilities of
telecommunications service providers. This type of requ1rement is already found in the
leglslation of a number of other countrles mcludmg the United States, the United ngdom and

Australia.(’

Canada signed the Council of Europe’s Convention on Cybercrime in November

2001, as well as its Additional Protocol on hate c¢rime in July 2(')05., The Convention makes it an

offence to commit certain crimes using »‘computer systems and creates legal tools adapted to new

»%(8)

technologies, such as orders to produce “subscriber information,”™"’ which are similar to the

©6) See Nevis Consulting Group (General Editor), Summary of Submissions to the Lawful Access
Consultation, Department of Justice Canada, 28 April 2003, http:/canada justice.gc.ca/eng/cons/la-
al/sum-res/index.htm]. \

(7)  For more information on legislation in these countries, se¢ Dominique Valiquet, Telecommunications
and Lawful Access: II. The Legislative Situation in the United States, the United Kingdom and Australia,
PRB 05-66E, Parliamentary Information and Research Service, Library of Parliament, Ottawa,
28 February 2006, http://Ipintrabp.parl.gc. ca/LopImageSZ/Drbpubs/bpl000/prb0566 .asp. :

(8) Council of Europe, Convention on Cybercrime, 23 November 2001, art. 18.
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requests for subscriber information set out in Bill C-47. The injunction in the Convention does
not specify whether subscriber information can be obtained without a warrant.

Complementary legislation in Bill C-46 includes other provisions, such as those

concerning preservation and production orders and the modernization of offences related to

.computer viruses and hate propaganda, which will enable Canada to ratify the Convention on

Cybercrime and the Additional Protocol.
DESCRIPTION AND ANALYSIS

A. Interception Capability (Clauses 6 to 15)

v

1. Current Situation

At present, no Canadian legisl:?tion compels; all telecommunications service
i B
providers to use apparatus capable of interceptinf‘g communications. Only licensees that use radio

frequencies for wireless voice telephony serv!ices have been required, since 1996, to have

| :
equipment that permits such interceptions.(g)“ There is no similar requirement for other
i ! .

telecommunications service providers.

2. Situation Under the Bill ,

This bill is designed to remedyf§ the absence of standards for the interception
capability of telecommunications service pro{/iders. It will require all service providers,
including, for. example, Internet service providers, to possess apparatus enabling law
enforcement agencies, once they have obtained a judigial authorization, to intercept
communications sent via the service provider. Within six months of the date on which the bill
comes into force, telecommunications service providers will:i have to submit a report to the

minister stating their capability to respond to the interception requirements set out in the bill

(clauses 30 and 69).

(9) This requirement is imposed by Industry Canada when issuing spectrum licences under the
Broadcasting Act. - The rules governing interception are set out in the Solicitor General’s
Enforcement Standards for Lawful Interception of T elecommun{bations (revised in November 1995).
See Kirsten Embree, “Lawful Access: A Summary of the Federal Government’s Recent Proposals —
Part 1 Internet and E-Commerce Law in Canada, Vol. 6, May 2005, p. 18, and Industry Canada,
Spectrum  Management and  Telecommunications, “Personal Communications  Services,”

_http://www.ic.gc.caleic/site/smt-gst.nsf/eng/h sﬂ‘)20972.html.'
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3. Obligations of Telecommunications Service Providers
~ a. The Capacity to Intercept Telecommunications (Clauses 6(1) and 7(a))

The requirement for interception capability relates both to “telecommunications

3(10)

data™ "™ and to the actual content of the communication. Teleépmmunications service providers

must use apparatus that enables law enforcement agencies to in_tercept, for example, subscribers’

e-mail and Internet protocol (IP) addresses, the date and time of communications and the types of -

files transmitted (telecommunications data) and the substance of messages (content-related data).

b. Provision of Requested Information (Clauses 6(1) and 6(5))

Once a law enforcement agency has obtained a judicial authorization, the
telecommunications service provider must provide all cd‘mmunications that have been
intercepted (clause 6(1)). If possible, the telecommunications service provider must provide the
intercepted communication in the form specified by the law enforcement agency (clause 6(5)).
The ‘service provider will also be required to give law en:forcement agencies, on request,
information relating to its facilities and the telecommunicationsi services it offers (clause 6(1)(d)

and clause 24).

c. Confidentiality (Clause 6(2))

All interception processes must béf kept confidential. Telecommunications service

providers are thus required to comply with the regulatlons and to guarantee the security of the

contents of the intercepted commumcatlon the telecommumcatlons data and the identity of the

individuals and organizations involved.

'

d. Decryption of Intercepted Communications (Clauses 6(3) and 6(4))

At present, wireless d1g1tal communications service prov1ders have an obligation,
under their operating licence conditions, to provide law enforcement agencies with decrypted

communications. The bill extends that obligation to all technologies. However, if measures taken

(10) See the definition of “telecommunications data” at clause 2(1) of the bill. This means data that identify
-the origin, destination, date, time, duration, type and size of 'a telecommunication. This is also
sometimes referred to as “traffic data.” According to the proposed regulatory policy under the former
Bill C-74, a telecommunications service provider lacking the ability to intercept telecommunications
data in real time should at least have been capable of intercepting data within one second of intercepting
the contents of the communication.
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to protect a communication, such as encrypting or encoding, require the telecommunications

service provider to develbp specific decryption techniques or tools, the telecommunications

service provider will not be required to decrypt the intercepted communication.

. e. Isolation of the Intercepted Communication (Clause 7(b))

A judicial authorization to intercept communications will b_e made for one or
mére specific individuals. The telecommunications service pfpvider must therefore be able to
separate the communications éf the person for whom the authorization is granted from the
communications of other users. It must also have the capability to isolate the

telecommunications data from the content-related data.

f. Correlation (Clause 7(c))

Telecommunications service providers must also have the technical capability to

link telecommunications data to the content of an intercepted communication. This will allow -

the law enforcement agency to associate the offence committed with an IP address, for example.

g. Simultaneous Interceptions (Clause 7(d))

Telecommunications service providers are required to allow law enforcement

agencies to intercept communications transmitted at the same time by more than one user.!')

4. Entry Into Force of the Obligations (Clauses 10 and 11)

The bill does not reqﬁire telecommunications; service providers to meet the
technical standards for interception capability as soon as the legislation comes into force.
Rather, they must do so when updating their systems. Any transmission apparatus acquired or
software installed after clauses 10 and 11 come into fbrce must comply with the new standards.
However, clause 67 providés that if the acquisition or installation takes place within the 18-

month transition period following the coming into force of these two clauses, the application of

(11) Regulations will establish the minimum and maximum numbers of simultaneous interceptions that
telecommunications facilities must be able to support (clauses 64(1)(h) and (i)). The minister may,
however, order a service provider to take measures, to increase the number of simultaneous interceptions to
a number greater than the maximum (clause 14(1)(5)).
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both clauses will be suspended until the end of the transition period.!'”  For example, new
softwére installed nine months after clause 11 comes into force need not comply with the new
technical standards until nine months later, at the end of the transition period.

However, the minister will have the power, at the request of the Commissioner of
the Royal Canadian Mounted Police (RCMP) or the Director of %he Canadian Security Intelligence
Service (CSIS), to issue a ministerial order requiring a telecommunications service provider,
before upgrading, to acqﬁire communications interception capability that meets the technical

standards (clauses 14(1)(d) and (e)).

B. 'Requests for Subscriber Information (Clauses 16 to 23)
1. Current Situation

At present, law enforcement agencies need a warrant or court order to obtain

personal information about clients from telecommunications service providers.'®

2. Situation Under the Bill

The bill establishes special rules that enable designéted people within law
enforcement organizations to obtain basic information ‘about a subscriber from a
telecommunications service provider, without a warrant or court order."” The bill provides for

protection measures in relation to such information requests.

(12) The former Bill C-74 provided for a 12-month transition period.

(13) See paragraph 7(3)(c) of the Personal Information Protection and Electronic Documents Act. However,
. the Ontario Superior Court of Justice ruled that subscribers do not have a reasonable expectation of
privacy with respect to basic information held by their Internet service provider (R. v. Wilson, no.
4191/08, 10 February 2009; see also R. v. Ward, 2008 CarswellOnt 4728 (Ontario Court of Justice)).
. The Court found that a subscriber’s name and 'address do not reveal intimate details of his or her
lifestyle and personal choices (for more on the notion of “mtlmate details,” see R. v. Plant, [1993] 3
'S.CR. 281) -Previously, the Ontario Court of Justice had ruled otherw1se in R v. Kwok, [2008] O.J.
2414.

(14) The regulatory policy set out in the former Bill C-74 required designated people to at least provide an
identifier associated with the subscriber to prevent “fishing expeditions.” For example to obtain a
subscriber’s name, the de31gnated person would have to provide an IP address.

"o
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3. Request for Information
a. Types of Information That May Be Requested (Clausei 16(1))

The information covered by the special rules is strictly limited. The bill lists the

information associated with the subscriber’s services and equipment that can be obtained without

a warrant:
e name;
e address;

e telephone number;

o email address;

e Internet protocol address;

e mobile identification number;

e electronic serial number;

* local service provider identifier;

. intematibnal mobile equipment identity number;

e international mobile subscriber .idéntity number; and

*. subscriber identity module card number.(**

Telecommunications service providers are not required to collect information

other than the information they already collect in the normal tourse of business. The bill uses
- (}
the expression “any information in the service provider’s possession or control.” As well, they

are not required to verify the accuracy of the information they collect.

'b. Designated Persons (Clauses 16(3) to 16(5))

Only a designated person may make a request for information under the bill.

The person is designated by the Commissioner of the RCMP, the Director of CSIS, the

~ Commissioner of Competition or a chief of police within their respective organizations and must

perform duties related to protecting national security or to law enforcement (clause 16(3)).

(15') The definition of “subscriber information™ in article 18 of the Convention on Cybercrime specifically
excludes traffic data.
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Each orgamzatlon may designate a limited number of employees: a minimum of
5% of the agency’s employees or, where an organization has 100 or fewer employees, five
persons (clause 16(4)).
c. Urgent Situations: Request by a PolicéiOfﬁcer (Clause 17)

!
In an urgent situation that it is rea]sonably beheved may result in serious harm to a

person or to property, a police officer — instead, of the de51gnated persons — may make a request
for information (clause 17(1)).'®) The police ofﬁcer must, hovyever, inform a designated person

in his or her organization, and that person will inform the telecommunications service provider

of the request in writing (clauses 17(3) and (4)). |

d. Purpose of Request (Clause 16(2))

A request for information may bé made only inthe course of an investigation by

CSIS, the Competition Bureau, the RCMP of‘r another poliée service, under the applicable
iy !

legislation. Information obtained in this mantier must be used solely for that purpose or for

related purposesm) (clause 19).

e. Confidentiality (Clause 23)

The entire process surrounding the request for information remains confidential.
The telecommunications service provider must not inform a subscriber that a designated person

has made a request or that it has provided information to the designated person.

4. Protection Measures

The provisions relating to information about subscribers are an attempt to strike a

balance between expanding the powers of law enforcement agencies and protecting individuals’
privacy. While law enforcement agencies are able to obtain subscriber information without a

warrant, the bill does establish certain extrajudicial protection measures.

(16) This refers to the same exceptional cxrcumstances as those set out in s. 184.4 of the Criminal Code,
relating to the interception of communications.

(17) For example, organizations may use the information obtained to lay criminal charges.
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a. Records (Clause 18)

% ow”
It must be possible to trace every request for information. The request must
therefore be made in writing (clause 16(1)). Designated persons will also be required to keep a

record that contains such details as the reasons for each request and the information obtained.

b. Internal Audits (Clauses 20(1), 20(2), 20(3), 20(7) and 20(8))

The Comrﬁissioner of the RCMP, the Director of CSIS, the Commissioner of
Competition or a chief of police will be required to take jmeas;ures to verify, on a regular basis,
that the requests made by their organization comply with thé provisions in Bill C-47 and its
regulations. Among other things, the records and the use madeLof the information must therefore
be examined. Reports concerning the results of the audits must be submitted to the responsible
minister and, depending on the law enfcl)rcement agency that pfepared the report, to the Privacy
Commissioner of Canada, the Security Intelhgence Review Commlttee or the provincial public

officer responsible for privacy protection.

c. . External Audits (Clauses 20(4) to 20(6))

The Privacy Commissioner of Canada (and, in the case of provincial police

services, the provincial privacy commissioners, under their respective powers) will have the

power to conduct audits to determine whether the RCMP or the Commissioner of Competition is

in compliance with the provisions relating to requests for inforthation. The Security Intelligence

Review Committee may also undertake audits in respect of CSIS.

C. Enforcement of Bill’s Prov151ons (Clauses 33 to 38)

The minister may designate any person to verlfy compllance with the prov1snons
of the bill. These individuals may enter any,place owned by a telecommunications service

provider to examine documents and telecommunications facilities in that place.

D. Violations and Offences (Clauses 39 to 63)

The bill provides for two types of confrgven'tions: violations and offences.
It establishes what is essentially a code of penal procedure for violations, which are apparently
less serious contraventions. For offences, the summar)} conviction procedure set out in the
Criminal Code applies. The bill sets out fines for both types of contraventions. No provision is

made for imprisonment.
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1. Violations

The Governor in Council will determine, by regulation, which contraventions of
the bill constitute a violation (clause 39). The regulations will also establish the maximum fine
that may be imposed for each violation. The amount of the fine may not exceed $50,000 in the

case of an individual and $250,000 in the case of a corporation (clause 64(1)(p)(ii)).

‘ 2. Offences

The bill subdivides offences into four categories, based on the amount of the fine

that may be imposed:

1. A breach of the obligations relating to capability to intercept, or contravention of a ministerial
order, will be liable to maximum fines of $100,000 in the case of an individual and $500,000
in the case of a corporation (clause 55). In addition, if a telecommumcatlons service provider
does not have the required interception capablllty when 1ts system is updated, a court may
issue an injunction to prevent the use of tran$mission apparatus or software (clause 63).

- 2. Every person who makes a change to a law enforcement agency’s interception equipment,
fails to submit a report concerning interception capability, makes a false statement or fails to
comply with the conditions of a suspension or exemption w1ll be liable to a fine not exceeding
$25,000 in the case of an individual ($50, 000 for a subsequent offence) or $100,000 in the
case of a corporation ($250,000 for a subsequent offence) (clause 56(1)).

3. Failure to cooperate w1th a de51gnated person verifying compllance with the provisions of the
' bill or obstructing his or her work will constitute an offence pumshable by a maximum fine
of $15,000 (clause 56(2)).

4. Every person who contravenes other provisions in the bill will be liable to a maximum fine of
©$250,000,'® if the offence in question is not designated by the regulations as a violation
(clause 57).

It is important to note that the consent of the Attorney General of Canada is needed before a

_prosecution may be commenced in respect of the first two categories of offences (clause 58).

(18) For example, provisions relating to requests for subscriber information.
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E. Exemptions (Clauses 5, 13, 32 and 68 and Schedules 1 and 2)

The bill will apply to all telecommunications service providers operating a

transmission facility in Canada, subject to specified comp‘j'lete and partial exemptions in -

Schedules 1 and 2. However, the Governor in Qbuncil may amend these schedules by regulation
to add or delete a class of telecommunications sjc%rvice provider§ (clause 5(4)). The bill also sets

out temporary exemptions for maximum periods!?of two or three years, depending on the case.

1. Complete Exemptions
a. Private Networks (Clause 5(1), Part 1 of Schedule 1)
The bill contains no provisions‘;jthat apply to private networks, which means
persons who provide telecommunications serviic?es primarily t0 themselves, their household or
their employees, and not to the public.

b. Sale or Purchase of Goods and Services (Clause 5(1), Part 1 of Schedule 1)

The bill will not apply to telecommunicationé service providers that provide
telecommunications services intended principally for the sale @r purchase of goods or services
other than telecommunications services to the public.

c. Specified Institutions (Clause 5(1), Parts 1 and 2 of Schedule 1)

As well, no provision of the bill will apply in thecase of:

e financial institutions;

e registered charities;

e educational institutiohs_ (except post-secondary institutions);
¢ hospitals;

e places of worship;

e retirement homes;

. télecommuniqations research companies; and

e broadcasters.
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2. Partial Exemptions

a. Intermediary Telecommunications Service Providers
(Clause 5(2), Part 1 of Schedule 2)

Telecommunications service providers that act as intermediaries, that is, that
transmit communications_on behalf of other telecommunications service providers without
modifying communications or authenticating the users, will not be subject to the obligations
fegarding interception capability when they upgrade their systems or to the obligations in respect
of subscriber information. However, they may be made subject to these by order of the minister

(clause 14(2)).

b. Specified Institutions (Clause 5(3), Part 2 of Schedule 2)

Apart from the obligation to provide information to law enforcement agencies
regarding their telecommunications facilities and services, the bill does not apply to

O telecommunications service providers whose principle operation is:
e a post-second;u'y educational institution;
e alibrary;
e 2 comrriunity centre;
e garestaurant; or
¢ a hotel or apartment building.
3., Temporary Exerﬁptioﬁs

a. Order Suspending Obligations (Clause 13)

The minister may, by order made on the application of a telecommunications
service provider, suspend for up 10 three years, in whole or in part, any obligation relating to
interception capability- when systems are upgraded. The minister may include any conditions

that he or she considers applropriate.
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b. Exemption Regulation (Clause 32)

The Governor in Council may, on the recommendation of the minister and the
minister of Industry, make a regulation exem‘Pting certain categories of telecommunications
service providers from the most significant obliigations in the bill, including obligations relating
to interception capability when systems are fi:Jpgraded or obligations relating to subscriber
information. The exémption may impose colrflditions and may be valid for a maximum of

two years.

¢. Telecommunications Service Providers With
Fewer Than 100,000 Subscribers (Clause 68)
The bill grants a three-year exemption for service providers with fewer than
100,000 subscribers. During that period, such small service providers will not have to comply
with the interception capability standards reqﬁuired when sylstems are upgraded. .However,
they must provide a.physical connection point iﬁermitting law enforcement agencies to intercept

communications.

F. Compensation for Telecommunications Service Providers
(Clauses 14(3), 21(1) and 29(1))
The bill provides for three situations in which the law enforcement agency must

compensate a telecommunications service provider:

e The minister has made an order aimed at, for example, compelling the telecommunications
service provider to comply with additional obligations related to interception capability
(clause 14(3)). '

e The telecommunications service provider has provided‘ subscriber information at the request
- of the law enforcement agency (clause 21(1)). :

e The telecommunications service provider has provided “specialized telecommunications
support” to the law enforcement agency (clause 29(1)). '
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The definition of what constitutes “specialized telecommunications support,” as

well as the amount of and criteria for compensation will be determined by the regulations.(lg)

G. Coming Into Force and Review of Act (Clauses 66 and 71)

The bill will come into force on a day or days,set by order of the Governor in
Council. Should the bill come into force on moré than one day, different provisions would come
into force at different times (clause 71). i

The bill provides for parliamentary review of the enforcement of its provisions

five years after the day on which it comes into foifce (clause 66).. A

(19) A recent Supreme Court of Canada ruling shed light on the matter of compensating a
telecommunications-service provider for costs associated with executing a production order for call data
(s. 487.012 of the Criminal Code). The Court ruled that various:factors should be taken into account,
including the breadth of the order being sought, the size and economic viability of the object of the

‘order, and the extent of the order’s financial impact on the telecommunications service provider. (Tele-

‘Mobile Co. v. Ontario, [2008] 1 S.C.R.. 305).
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Setting the Record Straight on Bill C-47

About C-47 o

e The proposed leglslatron provrdes no new powers to mtercept
communlcatlons police will still requrre a court order to mtercept

e Bill C-47 will bring.legislation up to date and |nto the 21° century to keep "
pace with new technology and avord rncreasmg threats to pubhc safety.

. Current Ieglslatlon does not requrre telecommunrcatrons companres to
build in intercept capabilities. Bill C-47 would ensure that over time,
companies build these features into their systems.

e Bill C-47 includes some of the safeguards identified by the privacy ) ,
commissioners to protect.privacy. These include such measures as the.
requirement to track who is requesting information and audits and -
oversight of how the information is handled. . . -

~ o A customer name and address is just that, and is considered non-core
biographical information. -CNA and other subscriber identifying information
is not confidential, readily available and also may be publicly available.
The subscriber mformatron police will be able to obtain on request
definitely does not include such details as a person’s chat logs or website.
visits. : ,

o Obtaining a customer name and address is even less intrusive than
running someone’s license plate and compared to searches that police
need a court order to carry out, such as a wiretap or the search of a home,
it is not invasive at all. : :

¢ Police require CNA for their dariy 'vr/ork._‘The CNA reporting tool will tell us
a lot more about the kinds of situations where police request CNA without
a warrant. Examples of when police need to request include:

Child sexual exploitation
Drugs and organized crime
Abduction/missing persons
Fraud/financial crime

Other
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CNA Bac‘l:kgrounder

The RCMP has been working with Publlc Safety Canada, CSIS, the Department
of Justice, and Industry Canada since 1999 to address legislative gaps with
respect to law enforcement’s ability to lawfully intercept communications, as well
as its authority to lawfully obtain subscnber information. The absence of Lawful
Access legislation in Canada means thet intercepting communications after a
lawful authorization has been issued by a judge is too often not possible or not
immediately possible. The absence of express legislative authority for police to
obtain subscriber information upon reqlﬂest also means police are often forced to
obtain a court order for subscriber information, such as a customer name and
address (CNA), ifa Telecommumcatnon’s Serwce Provnder (TSP*) will not
voluntarily cooperate.

The proposed legislation (Bill C-47) haswrecelved second reading and is set to be
reviewed by the House of Commons Standlng Committee on Public Safety and
National Security (the SECU commlttee) The passage of this legislation will give
police the statutory authority to obtaln subscrlber mformatlon from phone
companles and ISPs.

Collectmg examples and usmg the on Ime reportmg form

Because of the privacy concerns that the subscnber information provisions
attract, it is important that we collect con'crete data to'clearly demonstrate
instances when CNA requests are made and when ISPs do not voluntarily
cooperate. The RCMP is asking the law enforcement community, specifically
those officers who request CNA mformatlon from TSPs as part of their
investigations and general duty policing ] ‘to fill out the online form. This form,
which takes a minute or two to fill out WI|| assist us in gathering data to produce
statistical evidence in supporting the case for the passage of the subscriber
information prowswns of the lawful acce‘ss Ieglslatlon (Bill C-47)

,l
The RCMP is also looking to CACP to epcourage the Iaw enforcement
community to gather examples of situations involving investigations and other
policing functions where police requested customer name and address
information from a telephone company or ISP but were not successful in
obtaining the company’s cooperation: We are also looking for success stories —
examples of voluntary cooperation by TSPs. These examples will help illustrate
for Parliament and the public how and why police seek this type of information
from these companies and explain why a warrant is not always practical or
possible to obtain the information. So these examples are a very important
contribution to a better understanding of Bill C-47,

We are also requesting CACP’s assistance in injecting these examples in public
statements once collected from the RCMP.

e e e el i LTSS e the prorisiontofithe s Ses dadadoramlinecte a-Hinboralians u e -
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Some Internet Service: ProViders .do not co-operate with law enforcement
requests for customer name and ‘address without a warrant desplte the
fact that a warrant is not requrred

‘There is a reluctance to voluntarily co-operate with police for customer

name and address requests. In some regions e.g. the Atlantic Regron all
ISPs always require warrants

Some Internet Service Providers, but not all, recognize they have a social
responsibility to cooperate with police with therr detection, prevention and
early stages of the investigation.

TSP's lack of co-operation could possibly lead to more victims and more
crimes being committed.

Telecommunications Service Providers (TSPs) includes both Telephone Companies
and Internet Service Providers (ISPs) ‘

November 2009 |
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l*l Public Safety ~ Sécurité publiqus

Canada DRAFT "
Message Event Proposal L
LAWFUL ACCESS: B
GOVERNMENT OF CANADA INTRODUCES LEGISLATION TO ( B o o
TACKLE CRIME IN TODAY’S HIGH-TECH WORLD ! '
Date:
N.,O vember XX, 2011 Media Market: 3
Time: o
TBD :
English Media Spokesperson: ) ’ -
Location: - Minister of Public Safety Toews ;

- Minister of Justice Rob Nicholson

Canadian Parliamentary Press Gallery (TBC) -RCMP S

(National Press Theatre)
607-150 Wellington Street
Ottawa, Ontario

- Federal Ombudsman for Victims of Crime and
victims' rights advocates

French Media Spokesperson:

K1P 5A4 TBD .
Multicultural Media Spokesperson: .
TBD , v

[THE EVENT T RN B "

PROACTIVE EVENT OR INVITATION
«  Proactive: technical briefing, followed by Ministerial speeches

EVENT

e After former bills C-50, C-51 and C-52 (Lawful Access), have been tabledin Parliament, subject-matter experts
will provide media with a technical briefing. Ministers Toews and Nicholson will then hold a press conference to
an informed media audience.

GOVERNMENT OF CANADA FUNDING / PARTNER FUNDING:
¢« NA

VENUE DESCRIPTION !
« National Press Theatre :

MEDIA INVITED? ;
. Yes . g

MINISTER'S REGIONAL OFFICE CONTACTED (MO to complete)?

}

e Yes/No |
OTHER PARTICIPANTS {MPs, PROVINCIAL REPS, STAKEHOLDERS,ET®) _ _ _ _ __________________ .
«  Subject matter experts to participate in technical briefing include (TBC): B R

o Canadian Association of Chiefs of Police - [N

o Canadian Police Association PN

o Department of Justice counsel i

o RCMP specialists in interception

o RCMP representatives from the Nationat Child Exploitation Coordination Centre ' . i

o Representative from victims’ groups ’ i

s Federal Ombudsman for Victims of Crime (Sue O’Sultivan) o
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= PS8 - National Office for Victims (Suzanne Wailace-Capretta, Marager)

« * DoJ — Policy Centre for Victim Issues (Corrina Clement, Senior Policy Analyst)

= Oftawa Victim Services (Steve Sullivan, Executive Director, former Federal Ombudsman
for Victims of Crime)

= Canadian Resource Centre for Victims of Crime (Heidi lllingworth, Executive Director)

AUDIENCE SIZE AND DESCRIPTION / TARGET AUDIENCES

« Audience size: approx 10-20 national and local media

+  Target audiences: victims' groups, law enforcement, business community, privacy advocates, Canadlan
consumers

STRATEGIC OBJECTIVES

« To demonstrate the Government’s commitment to tackling crime, by providing police with the investigative tools
they require to address crime in the 21° century; : : N .

« Reassure the Canadian public that this legislation protects their privacy rights by highlighting important [ P o S . i

safeguards;
« Reassure internet and telecommunications providers, as well as the Canadian public, that costs will be
minimized by a gradual phase-in of requirements.

VISUAL MESSAGE(S)™ -~ ' do s e e ]

DESIRED PICTURE (STILL) -
« Ministers Toews and Nicholson in National Press Theatre

DESIRED PICTURE (VIDEO)
«  Minister Toews and Minister Nicholson providing remarks on the new legislation..

ACTUAL SPEAKING BACKDROP :
« National Press Theatre with backdrop words “Tools for law enforcement in the 21* century.” (Podium signs not
permitted in NPT.)

LENGTH OF SPEECH | L - . . i
« 3-5minutes for Minister Toews and 3-5 minutes for Minister Nichoison, fonowed by 2 minute | remarks by the P o [ 1 i |
French speaking representatlve !

\
TONE i
s Positive, authoritative §

ATTIRE \
e Business ;

WRITENMESSAGE(S) .~ I~ ., U

NEWS RELEASE HEADLINE
Government of Canada introduces new investigative tools for law enforcement
Protecting Canadians by equipping authorities in a high-tech world

!

o s s i e et e s vt e mar ¢ can i
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DESIRED HEADLINE
« Government of Canada brings in balanced lawful access legislation

DESIRED SOUNDBITE / KEY NEWS RELEASE SOUNDBITE

o “This legislation will enable authorities to keep pace with advances in telecommunications in order to prevent,
investigate and prosecute serious crimes, and at the same time put safeguards in place that help to protect the
privacy of Canadians.”

* “New and evolving technologies make it harder for police to investigate crime, Twenty-first-century technology
demands twenty-first-century tools for police to effectively investigate crime, and this legislation provides those
tools.”

KEYMESSAGES _ _ _ _ _ _ _ _ __ __ _ oo oo ___

o ~Our Government is fulfilling our commitment to take action to protect families and hold criminals accountable.

« Criminals today are using sophisticated technologies to enable their crimes. For instance, members of the
Toronto 18 used cell phones and the internet to plan their activities. Just as other countries have updated their
laws to reflect this reality, our laws should be updated too.

o This legislation will allow authorities to keep pace with advances in telecommunications technologies in order to
prevent, investigate and prosecute serious crimes.

« This legislation will allow authorities to act on judicial authorizations to intercept communications by ensuring that
service providers have the technical capability to intercept communications.

e It helps to protect the privacy rights of Canadians while ensuring that the police have the ability to enforce our
laws.

«  Courts will continue to review and authorize requests to intercept the content of communications, except in
exigent circumstances, as is the case today.

this is carried out informally and voluntarily-ar-ad-hecmannes with some service providers assisti

and others not. Furthermore, today there is no system of accountability to ensure the information is aesessed

obtained properly.

o This legistation will put in place new safeguards that will limit the number of persons designated to request basic
subscriber information and will require that each request be documented and regularly reported. None of these
safeguards exist today.

o This legistation was the result of years of consultations with a W|de range of stakeholders including the

telecommunications industry, civil liberties groups, victims’ advocates, police associations and provincial and

territorial justice and privacy officials.

PROPOSED TWEETS _ _ o o o o e

e Pre-announcement:
e  During announcement:
o Post announcement (N/A?)

KEY QUESTIONS AND ANSWERS _ _ _ _ _ _ _ _ _ _ _ _ _ _ e __

Criminal Code pr provisions regardlng the interception of communications date back to 1974. Canada’s legislation
has not kept pace with the rapid evolution of communications and computer fechndloayt. _ _ _ _ _ _ _ _ __

e Because Canada’s legislation does not compel telecommunications service providers to develop and maintain
intercept capable networks and equipment, the Canadian Security Intelligence Service (CSIS) and police
agencies face situations where judicially authorized interceptions cannot be executed. In these instances,
investigations and intelligence gathering efforts are sometimes compromised.

¢ This has allowed criminals and terrorists to benefit from interception “safe havens” and explon them to continue
their activities undetected. This legislation is necessary to eliminate those “safe havens.”

« In some cases, authorities have been working with service providers to develop intercept solutions. However,
these solutions are often difficult to implement and become obsolete when the providers update their equipment.

« This legislation will put the onus on the companies to incorporate intercept capabilities at the design stage, which
is more cost effective than adding the capabilities once the equipment is in use.

« Basic subscriber identifying information is often required at the early stages of investigations and is essential for

N
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and efficiently has meant delays or has blocked important investigations - and that undermines public safety
- and security.

What is proposed in the new legislation?
« This legislation will obligate telecommunications service providers to have the capability to implement lawful

| interceptions and to provide basic subscriber identifying information to police, CSIS and Competition Bureau
officials upon request. .

I « It will also introduce much needed consistency and protections for the release of basic subscriber identifying
information and will clarify that telecommunications service providers must provide this information to designated
police, CSIS and Competition Bureau officials upon request. i

« In addition, it would provide law enforcement agencies with new, specialized investigative powers to help them
take action against Internet child sexual exploitation, disrupt on-line organized crime activity and prevent
terrorism.

« The paperwork application process will also be streamlined when specific court orders or warrants need to be
issued in relation to an investigation for which a judge has given a wiretap authorization.

T

How will this legislation protect Canadians?

« By requiring telecommunications service providers to develop and maintain intercept capable equipment, this
legislation wilt ensure that when authorities are legally authorized to intercept an individual’'s communications,
they won't be unable to do so due to a lack of technical capability on the part of service providers.

«  Furthermore, requiring telecommunications service providers to provide basic subscriber identifying information
to designated police, CSIS and Competition Bureau officials, will help authorities follow the necessary steps to
confirm the identitfy of -individuals who are suspected of committing crimes. The information is also necessary in
the conduct of non-criminal police duties such as addressing suicide threats made online.

| * Examples of situations where basic subscriber information may be used to help identify an individual include:
o investigating the sexual exploitation of children; i
investigating Internet fraud and other online crimes; i
identifying an incapacitated person carrying only a cell phone; ;
notifying next-of-kin after a car accident; .
addressing suicide threats over crisis lines; and, l
1
!

00000

returning stolen property to its rightful owner.

RESEARCHNEEDS _ _ _ __ __ _ ______ _ _____________________________________
« Examples of instances where access to intercepted communications was made difficult |
« Examples of instances where access {0 subscriber information was needed to move ahead on an i

investigation/arrest]

ROLCOUY _  — -

COMMUNICATIONS PRODUCTS

t

!

Media Advisory |

Speech ;
New Release

Backgrounder(s) }

1

%

4

I3

i

]

XX

Media Lines

Fact Sheet - “Just the Facts” mythbusting fact sheet to be posted to web page
Biographies

Talking Points

Q8A

M.P. Kit

Props (Canadian flags)

Post-Event Media (Twitter, Facebook)
Web Content ~ Intro + Fact Sheet
Photo Release

Other (Op-Ed)

XOKXXROKOOXXKIX

OTHER BACKGROUND INFORMATION:
In the past, media has confused these separate, but related pieces of legislation. Former Bills C-50 and C-51 i
focuses primarily on modernizing legislation to reflect today’s high-tech environment and simplifying paperwork P
processes for warrant applications, while former Bill C-52 is concerned with intercept capability and the provision of P
basic subscriber information. It will be important to clearly explain each of these components and their implications. .

bl esasdly
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National media coverage on lawful access was minimal between October 1, 2010 just prior to the bills being tabled,
and March 26, 2011, when Parliament was dissolved. Coverage focused on financial costs and lack of privacy
concerns of the lawful access legislation and was primarily neutral or negative in tone.

Coverage has increased significantly since September 2011, following the tabling of the Safe Streets and
Communities Act, due to speculation that Lawful Access legislation would be included in the Ominbus Bill. The
coverage continued to be neutral or negative in tone and focused on the omission of the lawful access legislation
from the Safe Streets and Communities Act. Many commentators suggested that the lawful access legislation will be
introduced at a later time, while others proclaimed the omission of Lawful Access legislation to be a victory for privacy
advocates. During this period, the greatest amount of activity on social media platforms was on Twitter, where users
discussed the Act and frequently referenced the absence of the lawful access legislation in the Omnibus Bil.

Coverage since the tabling of the Safe Streets and Communities Act has continued to be critical of the lawful access
legislation, or “Online Spying”, as it has been dubbed by its critics. The primary concern of the critics of lawful access
is that it would allow authorities to access private information of any Canadian, at any time, without a warrant. Michael
Geist has been a prominent critic of the lawfut access legislation for years and has published several articles in the
Ottawa Citizen and the Toronto Star. in @ November op-ed, he stated that "Lawful access raises serious privacy and
free speech concerns, particularly given the fact that the government has never provided adequate evidence on the
need for it, it has never been subject to committee review, and it would cost millions to implement.” Other vocal,
proactive and organized critics of the lawful access legislation include OpenMedia.ca & Executive Director Steve
Anderson, website The Tyee & blogger Ben Christopher, and Christopher Parsons of the Vancouver Sun, who in a
recent column stated, “Online spying legislation unnecessarnily and excessively expands the range of state
surveillance capabilities, while removing the judicial constraints that ensure that authorities do not overstep their
bounds.” TheMarkNews.com has also worked very closely with OpenMedia.ca to inform readers on the impact of
lawful access legislation should it be introduced.

In early October, OpenMedia.ca posted to their website a 14-minute video entitled (un)Lawfut Access that is very
critical of the lawful access legislation. The video includes commentary from nine experts and journalists, including
Michael Geist, David Fewer and Nathalie Des Rosiers.

The CBC, through online and CBC Radio One coverage, has continued to be neutral in their reporting on lawful
access. In a late September 2011, CBC Radio One program Spark, interviewed two experts (Deputy Chief of the
Calgary Police and an internet policy/public Interest advocate) on lawful access and provided balanced coverage of
the issue.

Since September, Minister Toews has been particularly vocal in defence of the lawful access legislation. He has
expressed his support for the legislation in his column on the mySteinbach.ca website, at a press conference on Oct
3 to launch Canada’s cyber security campaign, and in the House of Commons, where he stated “...outrageous
claims... that private communications will be intercepted without a warrant is a complete fabrication...What this will
not allow for is access to private communications without a warrant.”
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MEDIA PLAN

PLANNING
[ Live Coverage (check if yes)
[0 Photographer booked (to distribute photos to media)
O Readout

STRATEGY
* Insert strategy such as to “maximize coverage (national and regional),” or “target specific media outlets,” or
“target regional outlets.”

PROMOTING THE EVENT
Media Advisory

« Indicate where the advisory will be posted (some departments include more than one website)

Contacting Media
e List media to be contacted by the Minister office (including regional and local media)

FOLLOW-UP MEDIA (ONE-ON-ONES)

English Media Interviews
s List proposed interviews

French Media Interviews
e List proposed interviews

Multicultural Media Interviews
e List proposed interviews

MEP APPROVED BY:
Name of Minister’s Office Staff
Date sent to the Department
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Infocapsules de la GRC - texte définitif

Date : 1er novembre 2010

Question / Titre

Dépot de deux projets de loi sur I'« accés 1égal », Loi sur les pouvozrs d'enquéte au 21° siecle
parrainé par le ministére de la Justice et.la Loi sur les enquétes visant les communications
criminelles et leur prévention parrainé par Sécurité publique Canada.

Renseignements généraux

L'accés 1égal est une technique d'enquéte importante qu'utilisent les organismes chargés de
I'application de la loi et de la sécurité nationale. Dans le contexte de télécommunications au
Canada, cet accés comprend l'interception des communications ainsi que la saisie et la
perquisition d'information en vertu d'un pouvoir légal conféré par le Code criminel, la Loi sur le
Service canadien du renseignement de sécurité et d'autres lois du Parlement, dont la Loi sur la
concurrence. ' :

Ces lois attribuent aux organismes chargés dé I'application de la loi et de la sécurité nationale le
pouvoir d'intercepter des communications et de saisir et de perquisitionner de l'information
conformément aux droits garantis par la Charte canadienne des droits et libertés et surtout le
droit & 1a protection contre les fouilles, les perqulsmons et les saisies abusives. L'actualisation la
de législation sur l'acces légal figure au pro gramme du gouvernement depuis quelque temps déja,
mais l'adoption des nouvelles dlsposmons n'a pas encore eu lieu. Donc, le gouvernement dépose
les deux projets de loi ci-dessus le 1 novembre. Les pr1n01pales raisons de la mise a jour de la
législation sur l'acces 1égal sont les suivantes : 2

¢ lalégislation au Canada n'a pas suivi le rythme de I'évolution rapide de la technologie;

e La GRC et d'autres organismes policiers font face a des situations ou l'autorisation
d'intercepter des communications ne peut étre exécutée facilement en raison du manque
de capacité technique permettant I' 1ntercept10n sur les réseaux des fournisseurs de
services de télécommunications.

Infocapsules

¢ La GRC appuie l'introduction de tout outil ou processus qui renforce la sécurité du public
et hausse ['efficacité de I'application de la loi.
e Lerdle de la GRC n'est pas de commenter les lois 4 I'étude. Cependant, elle croit que la
-police a besoin d'outils et de ressources modernes face a I'évolution de la criminalité
nationale et transnationale. .
e Lalégislation proposée mettrait le Canada sur un pied d'égalité avec d'autres pays qui ont
“adopté des lois semblables, dont le Royaume-Uni, les Etats Unis, 1'Australie, I'Allemagne
et la Suéde. :

000157



- . Processed under the provision of the Access to, Information Act / Révisé en vertu de la lot sur "accés a I'mformation

Préparé par
Jim Spendlove, chef d'équipe, PPS, Services nationaux de communication

Approuvé par :

Elisa Bernstein, officiére responsable des Affaires spéciales « I », IOTMP
Helene Van Dyke, conseillére juridique, Services juridiques de la GRC
Patricia Flood, directrice p.i., Relations avec les médias, SNC
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.* Pubhc Safety Sécurité publique

MedaLines

ISSUE: On November 1, 2010, the Government of Canada introduced Bill C-S_f} the
Investigating and Preventing Criminal Electronic Communications Act to support the
interception of communications by the police and the Canadian Security Intelligence
Service (CSIS) by requiring intercept capability in telecommunications networks. The law Ry
would also provide a procedure for the police, CSIS and the Competition Bureau to obtain | =+ . -
with basic subscriber information. This legislation had previously been introduced asthe | - .. .

‘Technical Assistance for Law Enforcement in the 21st Century Act (formerly Bill C-4752). ’r
MEDIA LINES: h
e The Government of Canada is committed to the safety and security of Canadians and i
their communities. .
* This legislation was drafted to help keep Canadians safe from those who would use L ;
new communications technology to pursue criminal or terrorist activities. e
e The Investigating and Preventing Criminal Electronic Communications Act was s 'A';1 ) )
drafted to ensure that law enforcement and CSIS can keep pace with new
. communication technologies and are able to execute judicially authorized warrants. ‘
. P
¢ The legisiation drafted did not provide new powers to intercept communications. The
warrant processes for the interception of private communications would not'change b
with this Bill. : ‘ ’
e The legislation was drafted to provide for a balanced and well-regulated administrative .

regime for the disclosure of basic subscriber information to the police, CSIS and the
Competition Bureau when requested.

» Canada drafted this bill to join many other countries including the United Kingdom, the |

United States, Australia, Germany and Sweden, which already have similar laws to : R
| ensure intercept capability and the sharing of basic subscriber information. i

If asked about interception: i

- & This Government is committed to providing law enforcement and national security
agencies with the tools they need to prevent, investigate and prosecute serious crimes
.including terrorism.

il

Canad
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e While technology has advanced over the past two decades, the technical capability of
police to lawfully-intercept communications, once they have lawful authority to do so,
has not kept pace. ' ‘

o+ o e e e
- z e N
I Lot
= - - .
[

e Courts would continue to review and authorize requestsapplications to intercept
communications, as it is the case today.

>—

If asked about subscriber information:

o This legislation was drafted to ensure that the police, CSIS and the Competition Bureau | G “ T v
would, upon request, be provided with basic subscriber information. ' e o ‘ d

* Basic subscriber information is often required at the early stages of investigations and
is essential for pursuing investigative leads. The inability to obtain this information in a
timely fashion can delay or block important investigations:'and undermine public safety
and security.

¢ This legislation puts.in place Rrigorous safeguards weuld-be-put-in-place-to protect
- subscriber information. : i

* This drafted legislation was the result of years of consultations with a wide range of o . ‘
stakeholders including the telecommunications industry, civil liberties groups, victims’ o - . o
advocates, police associations and provincial/territorial justice officials. T N ’ o

» The proposed legislation achieved the necessary balance, taking into account the needs Lo
of the police, CSIS and the Competition Bureau, and the privacy rights of Canadians. !

e It was drafted to help authorities investigate suspected criminals and terrorists who
represent a serious threat to the safety and security of Canada.

. o This legislation won’t let police and intelligence agencies request information about N
Canadians internet usage (e.g. email content and web browsing) without a warrand, .

If asked why subscriber information does not require a warrant:

¢ Presently, Service providers can voluntarily give regtesting-basic subscriber
information, such as name or address, to police but they can’t be compelled to do so

without dees-net-require-a warrant.

il
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¢ The problem is that, while some service providers release basic subscriber information

] to authorities upon request_ -e%heps-imhe-pfewée—n—m—a—tmely—fashaen- and others

insist on a warrant. However, in many situations, obtaining a warrant for this basic

] information takes more time or is neither-practical-nernot possible.

e This law was drafted to ensure consistency across the country by compelling .
telecommunications service providers to disclose basic subscriber mformatlon to the
police, CSIS and the Competition Bureau when requested. |

e As part of our consultations, we heard from authorities about the need for access to
basic subscriber information.

e We heard dlsturbmg stories from the National Child Explontatlon Co-ordination Centre
about cases they could not pursue due to insufficient mformatxon For example:

o Aspartofa massive world wide investigation of child pornography,

Germany alerted Canadian law enforcement of 200 Internet Protocol
addresses associated with online child sexual exploitation.

To identify suspects in Canada, Fthe RCMP requested name and address
information related to those IP addresses from Internet service providers te

identify-potential suspeets. Unfortunately, 47 of those requests were refused.

oAs a result Tthere was insufficient information in-these-eases to obtain

warrants, That means these 47 leads had to be reassessed -- for some, further
steps might have beg:n taken to continue to pursue the leads but probably for
many of them the matter reached a dead-end.4Heads-reached-a-dead-end

e

e This proposed legislation was drafted to prevent help-to-ensure-that-there-are-no

morethese kinds of dead-end investigations.

If asked about cost and compensation:

The legislation would minimize the cost to service providers by:
o Granting an initial transition period of 18 months for all teleccommunications

service providers, so as to provide them with time to integrate intercept
capability into new equipment and services;

Providing reasonable compensation to service providers in instances where
the police, CSIS require them to implement intercept capability within the
18 month transition period; and

Establishing requirements that allow service providers to.select the most
cost efficient solution for their particular networks, based on their business
practices, rather than imposing the use of specific equipment.

Canadi
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e This reflects the commitment of the Govemment to provide a shared response to a :
shared problem. a
‘ ‘ , !
Responsive RE compensation: - o
. ) i
. . . . - { !
¢ Service providers are entitled to compensation for the specialized P !
" telecommunications support they provide the police and CSIS in impiementing i
interceptions, as well as for providing the police, CSIS and the Competition Bureau ;
with basic subscriber information. ' j
e A fee schedule is currently being developed and will be mcluded in the regulations | 4
that will accompany the proposed legislation. ! {
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Every telecommunications service provider must provide a person designated under subsection (3), on
his or her written request that includes prescribed identifying information, with any identifying
information in the service provider’s possession and control respecting the name, address, telephone
number and electronic email address of any subscriber to any of the service provider’s
telecommunications services and the Internet protocol address and local service provider identifier that
are associated with the subscriber’s service and equipment.
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Context

Lawful interception of communications is an essential tool for investigating serious
offences, organized crime, and national security threats

The rapidly evolving technological environment is creating obstacles to lawful
interception in Canada .

Bill C-XX (formerly Bills C-50, 51 and 52) will equip police, CSIS and the Competition
Bureau with the tools they need to ensure criminals and terrorist groups do not exploit
technological innovations to hide their illegal activities

Canadi
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Proposed Lawful Access Bill

. In October and November 2010, the Ministers of Justice and Public Safety introduced Bills C-50, C-51, and C-52in
the House of Commons

. 'Ighec?ills died on the Order Paper when Parliament dissolved in March 2011, without having received Second
eading

. The three former bills were combined into the proposed bill, composed of one new statute and various
amendments to the Criminal Code, the Competition Act, and the Mutual Legal Assistance in Criminal Matters Act

. The new statute, the Investigating and Preventing Criminal Electronic Communications Act (IPCECA) will require -
telecommunications service providers (TSPs) to:
0 "Irﬁgléﬁﬁenfénd maintain systems capable of intercepting private communication (intercept-capable systems);
an

o Provide basic subscriber identifying information in a timely fashion to designated police, CSIS and
Competition Bureau officials upon request ‘

. The amendments to the three existing statutes include: :
o Streamlining the application process for multiple warrants or orders related to a wiretap investigation;

o} Introducin? safeguards for the use of warrantless interceptions conducted under exceptional circumstances
(s.184.4 of the Criminal Code);

o Modernizing some investigative powers, including the warrant and production order powers for tracking,
number recorders, financial information, and others; and

0 Provisiolns to enable the ratification of the Council of Europe’s Convention on Cybercrime and its Additional
Protoco

. Current thresholds for judicial authorization for interception of communication will not be lowered, and in at least
one case will be strengthened -

2

. Consultations took place with various stakeholders to ensure an appropriate balance between iqvestigative needs
and the rights of Canadians, while safeguarding the competitiveness of the Canadian indust anas a
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Key Elements:
Interception capability

. Telecommunications service providers must develop and maintain a technical
capability to enable the lawfully (facilitate judicially) HVD1prized interceptions

. Implementation of the legislation will be flexible and gradual to avoid undue burden
on industry: . '

o applies only to newly installed equipment (not retroactive)
o transition period (18 months) for Telecommunications_service providers HVD3ow

time to plan and adjust to requirements

o reduced requirements for smaller service providers (<100,000 subscribers) for
the first three years

o exemptions, as necessary, in defined circumstances

.0 regulatory regime to govern payment for specialized telecommunications
support

. The Bill entitles service providers to compensation for specialized
telecommunications support related to interception — details to be articulated in the !
regulations

Canadi
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Key Elements:
Basic Subscriber Information

. Telecommunications service providers must provide this information to designated officials upon

request

. Only designated police, CSIS and Competition Bureau officials can request basic subscriber
information in non-exigent circumstances, which can consist of any of the subscriber’'s

0 name
o address
o phone number
o email and IP addresses
o service provider identifier-(which- TSP they subscribe to)
. Privacy safeguards within the Bill include:
o subscriber identifiers set out in the Bill
o request for basic subscriber information is limited to designated personnel, except in
exigent circumstances
o recording of all requests
o regularinternal and periodic external audits
o all requests must be in the performance of a duty or function of the requesting agency

. TSPs are entitled to compensation for providing basic subscriber information — details to be
‘articulated in the regulations

| 4
Canadi
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Key Elements:
Streamlined warrants and
public reporting

o Streamlining the process for applications for
~pauitiple warrants, or orders related to a wiretap
investigation
o Requiring public reporting for interceptions |
conducted under exceptional circumstances
(s.184.4 of the Criminal Code) | |

o More text needed

Canadi
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Key Elements:
Modernizing invest-
igative powers and
ratifying COC

o Modernizing some investigative powers, including
tracking, number recorders, etc., in the Criminal
Code, the Competition Act, and the Mutual Legal
Assistance in Criminal Matters Act -

o Ratifying the Council-of Europe’s Convention on
Cybercrime and its Additional Protocol

o More text needed

‘Canadi

000186




Key Elements:
Domestic and International
Rationale

* Appeals for lawful access have been made by annual resolutions of the
Canadian Association of Chiefs of Police, as well as by provincial and federal
prosecutors charged with the administration of justice and advocates for crime
victims such as the Federal Ombudsman for Victims of Crime

« Many of our international partners have had similar legislation in place for several
years

« Canada has been increasingly criticized for being out-of-step with international
partners

« The proposed legislation is consistent with that of Australia, New Zealand, United
Kingdom, United States and will improve Canada’s ability to work with its
partners to combat crime and terrorism

* In June 2008, members of the G8 endorsed a declaration that emphasized the
need for intercept capability

- Canadi
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From: Maillé, Marie Anick<MarieAnick.Maille@ps-sp.gc.ca>
To: Bernard Tremblay <Bernard. Tremblay @rcmp-grc.gc.ca>, Bruce Wallace
<bruce.wallace@jic.gc.ca>, "Burton, Meredith" <Meredith.Burton@ps-sp.gc.ca>, "Cintrat,
Jean" <Jean.Cintrat@ps-sp.gc.ca>, Douglas Pentland
<Douglas.Pentland@bc-cb.gc.ca>, "Durand, Mathieu" <Mathieu.Durand@ps-sp.gc.ca>,
."Easson, Grant" <Grant.Easson@ps-sp. ge.ca>, "Haeck, Kimberly" <Kimberly. Haeck@ps-
sp.gc.ca>, "Hawrylak, Maciek" <Maciek. Hawrylak@ps sp.gc.ca>, Helene VanDyke
<Helene.VanDyke@rcmp-grc.ca>, Karen Audcent <karen.audcent@justice.gc.ca>, "Kousha,
Hasti" <Hasti. Kousha@ps-sp.gc.ca>, "Kwavnick, Andrea" <Andrea. Kwavnick@ps-
sp.gc.ca>, Lesley Soper <lsoper@pco-bcp.ge.ca>, LisaFoley <Lisa.Foley@ic.gc.ca>, Maillé,
Marie Anick<MarieAnick.Maille@ps-sp.gc.ca>,
"Paulson, Erika" <Erika.Paulson@ps-sp.gc.ca>,
'Scott, Marcie" <Marcie.Scott@ps-sp.gc.ca>,
"Strasbourg, Christina" <Christina.Strasbourg@ps-sp.gc.ca>, Susan Alter
~ <Susan.Alter@rcmp-gre.ca>, Thomas Dunne <tdunne@pco-bep.ge.ca>, Trang Dai Nguyen
<tnguyen@justice.gc.ca>
Date: 2011-11-16 12:40
Subject: FW: Annonce / Announcement

Merci beaucoup Michéle et bonjour a tous,

I am quite pleased to have joined the National Security Operations team, and thrllled by the opportunity to work
with all of you on the lawful access file.

Given the very tight timelines we are facing, my'ﬁrst order of business is to give you a quick "heads-up" that we
will be sending you, before the end of today, the following documents for a final fact/substantive check:

A one page summary of the Bill

A cIause-by-claUse analysis of the Bill

A table identifying the key differences between the bills through time
A series of one-pagers on important issues

A "mythbusters"” piece

Qs & As ‘

A glossary of key definitions / terms

I think this is pretty much it but if | forgot something, it will come in this afternoon's installement.

We will be asking you to provide all your comments, edits and changes before 3 pm this Friday (November 18).
We understand this is a small window for your input, but we must finalize and assemble the Ministerial books this
Saturday and Sunday -- so we can't stress enough the lmportance of the Friday deadline.” We thank you in
advance for your understanding and assistance.

Encore une fois, je remercie en avance pour tout votre travail, et.au plaisir de vous rencontrer trés prochainement.

Marie Anick Maillé

Senior Policy Advisor | Conseillére pnnmpale en politiques. :
Investigative Technologies and Telecommunications Policy | Technologie d' enquetes et politiques des télécommunications
National Security Operation Directorate | Direction générale des opérations de sécurité nationale

Public Safety Canada | Sécurité publique Canada

340 avenue Laurier Ave | Ottawa ON K1A O0P9

file://C:\Documents and Settings\000044942\Local Sirttings\Temp\XPgrpwise\4EC3AF 5.. 2011-11-16
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Telephone | Téléphone: 613.991.3240
E-mail | Courriel: maneamck mallle@ps-sp gc.ca

From: Kingsley, Michéle
Sent: November 16, 2011 10:38 AM :
To: Burton, Meredith; 'Audcent, Karen'; Kousha, Hasti; 'Bernard Tremblay'; 'Douglas. Pentland@bc cb gc.ca';

; Easson, Grant; Strasbourg, Christina; Haeck, Kimberly; 'Soper, Lesley'; ‘Dunne, Thomas’;
'Lisa.FoIey@ic.gc.ca'; 'bruce.wallace@ic.gc.ca’; Cintrat, Je;an; 'Nguyen, Trang Dai'; Paulson, Erika;
'Helene.VanDyke@rcmp-grc.gc.ca'; 'Susan.Alter@rcmp-gre.gc.ca'; Kwavnick, Andrea; Hawrylak, Maciek; Scott,

" Marcie; Durand, Mathieu;

t

Subject: Annonce / Announcement

| am pleased to announce that Marie Anick Maillé Ras Jomed our team for a one year assignment as senior
policy advisor on the lawful access file. Marie-Anick comes to us from the National Cyber Security Directorate,
here at Public Safety Canada, where she managed the cyber engagement and partnerships activities. Before
that, Marie-Anick worked for over 5 years at Intergovernmental Affairs - Privy Council Office on complex

federalQprovincial issues such as national unity; fiscal arrangemients, and the management of the federation.

During her tenure with us, Marie Anick will (among other things) coordinate the lawful access interdepartmental
working group's process, activities and deliverables. In that regard, | would like to ask you all to keep Marie Anick
apprised of all new developments and communications to and for the working group members, and to see her as
our single window interface for this same community.

| trust Marie-Anick will be a solid and helpful partner to all of us in this important undertaking. You can reach
her at 991-3240 or marieanick.maille

Thank you, Michéle

e v 3 e v v e s Yo dhe ke e vk e ke e e e 3k e dhe e v e e ke v ke o e e sk e e vk e e dhe e e e o ek ok e de sk dede ke de ek ek

Je suis heureuse d’annoncer l'arrivée de Marie Anick Mallle pour une affectation d’un an au sein de notre €quipe
en tant que conseillére principale des politiques sur le d055|er de l'acceés légal. Elle se joint a nous aprés une
année dans la direction générale sur la cybersécurité nationale, ici & Sécurité publique Canada, ou elle était
responsable de la mobilisation et des partenariats en matiére cybernétique. Elle fut précédemment plus de 5 ans
au Secrétariat des Affaires intergouvernementales, au Bureau du Conseil privé, ou elle a travaillé sur de
nombreuses et complexes problématiques fédérales- provmmales dont 'unité nationale, les arrangements fiscaux
et la gestion de la fédération.

Parmi les dossiers dont Marie Anick sera responsable lors de son affectatlon avec nous, je lui ai demandé de
coordonner.le processus, les activités et les livrables du groupe de travail interministériel sur I'accés légal. A cet
effet, je vous demanderais tous de veiller a informer Marie Anick de tous nouveaux développements ainsi que de
toutes communications aux membres du groupe de travail — elle sera notre principal interlocuteur aupres de cette
communaute.

Je sais que-je peux compter sur Marie-Anick pour nous préter & nous tous main forte sur le dossier de I'accés
légal. Vous pouvez la rejoindre au 991-3240, ou a l'adresse suivante: marieanick.maille

Merci beaucoup, Michéle

Michéle Kingsley

Director, Investigative Technologies and Telecommunications Policy | Directrice, Technologies
d'enquétes et politiques des télécommunications

Nationa!l Security Operations | Opérations de la sécurité nationale

Public Safety Canada | Sécurité publique Canada

613.949.3181 / michele.kingsle

file://C:\Documents and Setting‘s\000044942\Local S!ettings\Temp\XPgrpwise\4EC3AF 5.. 2011-11-16
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Differences between Bills C-74 (2005), C-47 (2009), C-52 (2010), and C-XX (2011)

15 Nov 2011
vi

The substantive differences between the four versions of the lawful access intercept capability bills are detailed below. Note that Bills c- 74 and C-
XX are omnibus bills which include all legislative aspects of lawful access (led by Public Safety or Justice), while C-47 and C-52 only included the
intercept capability and basic subscriber information reqmrements (led by Public Safety). The DOJ-led aspects of proposed lawful access

Ieglslatlon are not covered in this document.

C-74 (2005) C-47 (2009) C-52 (2010) C-XX (2011) Section
Have capability to intercept, | Have capability to intercept Same Same s.6(1)
-| and provide it when .
requested by an authorized
person _
Ministerial Orders made on Ministerial Orders made on opinion of Minister or Same Same s.14
opinion of Minister at RCMP and CSIS request
No degradation of No degradation of capabilities and maintaining Same | Same s.14
capabilities and maintaining | existing capabilities (s.8 and 9) do not apply to -
existing capabilities (s.8 and | equipment installed by authorities as part of
9) do not apply to equipment | Ministerial Order, but TSP must advise authorities
instalted by authorities.as._ of any problems and_.provide assistance -
part of Ministerial Order '
Minister Order prevails over | Minister Order prevails over any regulations, Same Same s.14
Ministerial Exemptions and should there be any inconsistency
any regulations, should there
be any inconsistency
BSI identifiers set out in the | BSl identifiers set out in the legislation Same Same s.16
regulations . . ' '
Designated person is Agency that employs the designated persons must | Same Same 5.18(2)
.| responsible for dealing with retain BSI records and deal with the information -
-information related to BSI that comes from BSI requests
requests '
TSP not required to give TSP must give access to external auditors for BSI | Same Same $.20(7)
access to external auditors ' o
| for BSI
No compensation for BSI Compensation for BSI Same Same s.21
List of TSP employees List of TSP employees providing interception Same Same 5.28(2)
providing interception assistance must be updated and disseminated ‘
assistance need not be

essed under

the provision of

the Access to

Information

Act / Révisé en ve

ertu de la loi sur I'accés
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updated ~ |
No compensation for Compensation for interception support Same Same s.29 i
interception support '
-No mention of any liability for | Inspector not liable for entry onto private property | Same Same 5.36
inspector entrance onto to get to a place of business, and no one may
rivate property object to entry
Criteria for determining the Criteria for determining amount of penaity includes | Same Same $.41(3)
amount of a penalty includes | only the nature and scope of the violation
the harm done by the
violation and the degree of
intention or negligence on
the part of the violator
No regulatory power for: -Regulatory power for: . -Same Same $.64(1)
s 5.6(2) (location e 5.6(2) (location information)
. information) . e requiring TSPs to keep records on interception
e requiring TSPs to keep o _specifying what is a communication
records on interception | ¢  defining the global limit. o
* specifying whatis a » specifying what notice and assistance must be
communication : -‘provided related toagency-equipment T
e defining the global limit installed pursuant to a Ministerial Order
e specifying what notice ¢ what details have to be recorded in BSI
and assistance must be records
provided related to e ops fees
agency equipment
installed pursuant to a
Ministerial Order
e what details have to be
"~ - recorded in BSI records
e ops fees -
Regulatory power to specify | No such power Same . Same $.64(1) |
criteria to be taken into . «
account in determining the
amount of a proposed
enalty .
No indication of where funds | Funds to pay for Ministerial Orders to come from Funds to pay for Same s.65, 66
to pay for Ministerial Orders | Consolidated Revenue Fund, which will also.pay. | Ministerial Orders to : B
2
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are to come from for ops fees come from Consolidated
Revenue Fund, which will
also pay for ops fees;
also clarifies that if
compensation is paid
under ops fees, it will not
be paid under other
statutes (e.q. CRTC
, tariffs) ) '
No review of the Act 5-year Parliamentary review Same Same s.67
Transition period for delayed | Transition period for detayed s.10 and s.11 Same Same s.68
$.10 and s.11 application is application is 18 months :
12 months L. . .
No coordinating amendment | Same Coordinating amendment | Same Old s.71
with PIPEDA with PIPEDA to clarify . | .
that the fact that TSPs
must obtain permission
from the requesting
agency.before.notifying a
subscriber that their
information had been
. , provided to the agency :
No coordinating amendment | Coordinating amendment to include new definition | Same - No coordinating Clause
to include new definition of of “transmission data” from C-46 amendment to 45 (old
“transmission data” from include new $.72)
other legislation (this was an definition of
omnibus bill so it was ‘transmission data”
included already) from other legislation
(this was an omnibus |
bill so it was included
already)
Schedule 1 Part 1 exempts Schedule 1 Part 1 exempts households, online Same Same - Sc¢h. 1
households - retailers, and banks Part 1

Notes

e The relocation of s.30 in C-74 to s. 70 in C-52 has not been classified as a change, since all it does is changes the placement.
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e Small differences in the AMPs regime, notably where mention of certain sections as contraventions were added or removed, have not been
‘recorded.
+ Minor changes in regulatory powers in this document have not been recorded.

Drafted: NSOD/Hawrylak
Date 15 November 2011
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OVERVIEW OF BILL C-XX
M ODERNIZIN G CRIMINAL INVESTIGATION POWERS ACT

The Modernizing Criminal Investigation Powers Act is a comprehensive bill that contains one new

‘statute ~ the Investigating and Preventing Criminal Electronic Communications Act IPCECA) — and

amendments to the Criminal Code, the Competition Act, and the Mutual Legal Assistance in Criminal
Matters Act. This Bill is a response to the growing complexity of telecommunications technologies that
underpin modern life, which have outstripped the ability of authorities to keep pace and are exploited

. by criminals to hide their illegal activities. Earlier iterations of this Bill were introduced in 2005, 2009,

and most recently in 2010 as Bills C-50, C-51 and C-52. The Bill contains six principal components.

Intercept capability. Bill C-XX requires telecommunications service providers (TSPs) to build and
maintain intercept capable networks, thereby ensurlng that new technologies can support interception.
This will enable the police and CSIS to more reliably receive intercepted communications requested
under lawful authority. The Bill will not substantially affect the competitiveness of the Canadian
telecommunications industry, nor unnecessarily impair the ptivacy of individuals. This is the first of
two components of the new IPCECA statute.

Basic subscriber information. Bill C-XX prov1des the police, CSIS and the Competition Bureau
consistent and reliable access to basic subscriber information, which is often required at the early stages
of investigations or to fulfill general policing duties. This information is currently provided without a
warrant under existing legislation, on a voluntary ba51s which results in inconsistent access and delay.
Authorities may request any or all of the: subscriber‘ s name, address, telephone number, e-mail address,
Internet Protocol address, and local service provider identifier. The Bill introduces strict controls and
protections for the release of basic subscriber 1nformation including record-keeping and audits, none of
which exist today. Basic subscriber information is the second component of the new IPCECA statute.

Streamlined court order application process. Tho Bill reduces delays and inconsistencies inherent in
the judicial authorization process for multiple investigative techniques under the Criminal Code.
Currently, police have to apply for different warrants — interception, tracking, dialed number recorder,
etc. — separately. Bill C-XX will allow police to apply to a single judge for all the warrants relating to
the same investigation s1multaneously (ensuring that one judge has the full picture of the investigation),
harmonize the timeframes, and receive automatic sealing to prevent disclosure to the person targeted by
the investigation. -

New safeguards for warrantless interceptions. Bill C-XX improves the public accountability of the
interception regime by introducing annual public reporting of interceptions conducted lawfully, but
without judicial authorization, in exceptional circumstances. The Bill also includes provisions to notify
individuals whose communications have been 1ntercepted under these same circumstances. These
provisions would match those already included in the Criminal Code for interceptions in.normal
circumstances, which must receive judicial authorization.

Modernizing somée investigative powers. The Bill amends substantive offences and procedural
powers of the Criminal Code to better address cybercrime and update the Code to enable it to respond
to today’s telecommunications reality. New classifications will be established for certain production
orders to reflect modern technologies, including for accessing transmission data. Finally, a new data
preservation power will allow police to require TSPs to preserve computer data, for specified periods
not exceeding 90 days. In such cases, however, the police must return to the TSP with judicial
authorization in order to access the preserved data.
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Ratifying the Convention on Cybercrtme Canada signed the Council of Europe’s Convention on
Cybercrime — the only ex1st1ng international treaty on cybercrime — and its Additional Protocol

" criminalizing online hate activities in 2001 and 2005, respectively, but has yet to ratify it. The

amendments proposed in this Bill will allow Canada to ratify this important Convention and improve
international cooperation on cybercrime. Ratification will also allow Canada to meet its G8
commitments on the matter.

These tools are essential for the investigation and prosecution of serious offences such as child
pornography, drug trafficking and terrorism. The Bill maintains or in some instances strengthens
current thresholds for judicial authorization, and strikes the right balance between providing authorities
with the tools they need to fight crime in the 21* century, and protecting the fundamental rights of
Canadians.
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BUI.DING A SAFE AND RESILIENT CANADA

The Modernizing
Crlmlnal Investlgatlon
Powers Act

B;iefing

Novernber 16, 2011 11:21am

DRAFT - FOR INTERNAL USE ==
Context ‘

o The rapidly growing number of telecommunications service providers
(TSPs) and the diffusion of technology into every aspect of modern life
has a significant impact.on criminal law

¢ Legal frameworks and investigative practices are challenged to keep
pace with this evolution

o Lawful interception of communications is an essential tool for
investigating serious offences, organlzed crime, and national security
threats

e Bill C-XX (formerly Bills C-50, 51. and 52) will equip police, CSIS and
the Competition Bureau with the tools they need to ensure criminals
and terrorist groups do not exploit: technologlcal |nnovat|ons to hide
their illegal activities : .

Bol oo gimtoees . | 1

BHILDING A SAFE ANT RESILIENT CANADA

L Bguisé envertu de la loi sur accés a I'information
e N P M e TR T
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Domestic and Intematloqal Rationale

BUILDING A SAFE AND RESILIENT CANADA

o Appeals for lawful access legislation and updates to existing laws have been
made by annual resolutions of the C‘aqadian Association of Chiefs of Police, as
well as by provincial and federal prosécutors charged with the administration of
justice and advocates for crime victim'§ such as the Federal Ombudsman for

Victims of Crime
o Many of our international partners have had similar legislation in place for
Nl

several years

« Canada has been increasingly criticizéd by international partners for being out-
of-step with international partners ‘

« The proposed legislation is consistent with that of Australia, New Zealand,
United Kingdom, United States and will improve Canada’s ability to work with its
partners to combat crime and terrorism

« In June 2008, members of the G8 endorsed a declaration that emphasized the
need for intercept capability '

Bel S5 Sumiooiae 2
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Proposed Lawful Ag:cessrijill

‘s In October and November 2010, the Ministers of Justice and Public
Safety introduced Bills C-50, C-51, and C-52 in the House of Commons

e The Bills died on the Order Paper when Parliament dissolved in March
2011, without having received Seéond Reading

» The three former bills were combined into the proposed omnibus bill,
composed of one new statute and,various amendments to the Criminal
Code, the Competition Act, and the Mutual Legal Assistance in
Criminal Matters Act '

» Consultations took place with various stakeholders to help ensure an
appropriate balance between investigative needs and the rights of
Canadians, while safeguarding the competitiveness of the Canadian
industry — however, privacy advocates continue to oppose the bill -

Boll DEsss gotostan ;
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Basic Elements
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. e,
4

/<7 " in exceptional circumstances.(s.’lj%\.é \ﬁf th{g gn'rriiﬁalﬂ3 (E/?ge\);‘ (m: WA

6/) production order"powefs for tracking and number recorders; and

=
. . 3UILDING A SAFE AND RESILIENT CANADA
« The new statute, the Investigating and Preventing Criminal Electronic
Communications Act (IPCECA) will require TSPs to:

1. implement and maintain systém's capable of lawfully intercepting private
communications; and ‘

2. provide basic subscriber information in a timely fashion to designated
police, CSIS and Competition Bureau officials upon request

+ The amendments to the Criminal Code, the Competition Act, and the Mutual
Legal Assistance in Criminal Matters Act include:

interception investigation; ) :
introducing safeguards for.the-use-ef-wasrantiess interceptions conducted

5. modernizing some investigat‘n’V‘é,,‘SBwers, ﬁ\cluding».t.he-weﬁana-kadz

6. amendments to enable {ﬁe?a\‘ﬁt‘faﬁmf the Council of Europe’s
Convention on Cybercrime and its Additional Protocol

o Current thresholds for judicial authoriiation will be maintained or strengthened

Canada Sanaca

Bl R Stumtoion ‘ .

DRAFT - FOR INTERNAL USE

1. Interception capability

"BIEDING A SAFE AND RESILIENT CANADA

¢ Telecommunications service providers must develop and maintain a
technical capability to enable lawfully authorized interceptions

« Implementation of the legislation will be flexible and gradual to avoid
. undue burden on industry: _

- applies only to newly installed equipment (not retroactive)

- transition period (18 months) to allow TSPs time to plan and adjust
to requirements

- reduced requirements for smaller service providers (<100,000
subscribers) for the first three years

- exemptions, as necessary, in defined circumstances

¢ The Bill entitles service providers to compensation for specialized
telecommunications support related to interception — details to be
articulated in the regulations

134 ] &ﬁ?«f‘"‘” Canaca 5
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H
+ Telecommunications service providers“’must provide basic subscriber
information to' designated officials upon request

¢ Only designated police, CSIS and Corﬁpetition Bureau officials can request

~ basic subscriber information in non-exigent circumstances, which can consist of
any of the subscriber’s e . _

- name . > )
- address I % % .
- phone number X )
- email address ' , '
- P address !' Md/\) L;\
- service provider identifier (which ~ —7 |\ \f

+ Designated officials must provide a £ V- L} VCCV\/H*

{e.g. name) to obtain basic subscribe

+ TSPs are entitled to compensation fur prvvicivg- : .=
details to be articulated in the regulations

Bl Zoisgee gmesss | s
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2. Basic Subscriber Infor.fniation Safeguards

BUILDING A SAFE AND RESILIENT CANADA

« Privacy safeguards for.basic subscriber information include:

- request for basic subscriber information is limited to designated
personnel (except in exigent circumstances) — maximum 5% of the
employees of an organization

- information to be provided to the reques{ing official is limited to the
identifiers set out in the Bill

- Record-keeping requirements

- regular internai audits, and external audits by appropriate third
parties (such as the federal Privacy Commissioner in the case of
the RCMP)

- all requests must be in the performance of a duty or function of the
requesting agency '

Boll 2o giatveses 7




e e ————— T T e e T T T e St . Processed under the provision of the Access to Information Act / Révisé en vertu de la lot sur "accés a I"nformation

e

[ .

DRAI;"I' ~ FOR INTERNAL USE

2. Basic Subécriber Information
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BUILDING A SAFE AND RESILIENT CANADA

. Telgcommunications service providers must provide basic subscriber
information to designated officials upon.request

« Only designated police, CSIS and Competition Bureau officials can request
_ basic subscriber information in non-exigent circumstances, which can consist of

any of the subscriber's '
- name
- address
- phone number
- email address
-, IP address
- service provider identifier (which TSP they subscribe to)

« Designated officials must provide a piece of prescribed identifying information
(e.g. name) to obtain basic subscriber information ‘

« TSPs are entitled to compensation for providing basic subscriber information —
details to be articulated in the regulations

Bel Zoisee gmeeer , ‘
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2, Bafsic Subscriber Infor"nation Safeguards

RUNLMNG A SAFE ANTI RESILIENT CANADA

s Privacy safeguards for basic subscriber information include:

- request for basic subscriber information is limited to designated
personnel (except in exigent circumstances) — maximum 5% of the
‘employees of an organization

- information to be provided to the requesting official is limited to the
identifiers set out in the Bill

- Record-keeping requirements

- regularinternal audits, and external audits by appropriate third
parties (such as the federal Privacy Commissioner in the case of
the RCMP)

- all requests must be in the performance of a duty or function of the
requesting agency ’ '

l.l Public Safety  Sécurité pubique . 7
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DRAFT - FOR INTERNAL USE »
3. & 4. Streamlined process for related

warrants and new safeguards ‘

BUILDING A SAFE AND RESILIENT CANADA

¢ Provide a single process for obtaining court orders relating to an
investigation for which an mterceptlon authorization was obtained
- reduces delay by going to one judge instead of several
- introduces a consistent authonzatlon timeframe for all investigative
techniques
- increases safety by automatically sealing all warrants related to the
interception investigation from disclosure

e Add safeguards of reporting and notification to section 184.4
(interception of private communications in exceptional circumstances)
of the Criminal Code .
- Interceptions made pursuant to s.184.4 of the Code must be
reported annually
- A person whose private communications were intercepted by virtue
of 5.184.4 of the Code must be notified within specified timelines

Bl B0 Bamestes

DRAFT FOR INTERNAL USE
5. & 6. Modernizing offences and ratifying

Convention on Cybercrlme

BUHIDING A SAFE ANN RESILIENT CANADA

« Amends substantive offences and proeedural powers of the Criminal Code to
better address cybercrime and crlmesicommltted using new technology
- new power requires TSP to preserve data for specified period
» no disclosure of information = - merely a “do-not-delete” requirement,
and officer must seek warrant to release actual content
- includes production orders for trapkmg data, transmission and general
data, financial data and tracing cg:,mmumcatrons (partial disclosure)
- introduces new or updated warrant powers
« dialled number recorder (for phones) updated to include computer
transmission data (bill also proposes to allow this without a warrant in
exceptional crrcumstances) !
« .new tracking warrant raises JUdICIa| threshold for authorization if the
tracking devrce is on the person (e. g. cell phone)

¢ Allamendments maintain or strengthen oversight thresholds, and create proper
balance between investigative need and privacy protection ’

« Permits ratification of the Council of Europe Conventlon on Cybercrime and the
Additional Protocol to the Convention on cybercrime, concerning the
criminalisation of acts of a racist and xenophob/c nature comm/tted through
computer systems

IOl G gios

|
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Hot Issues:

Myths About Lawful Access Legislation

Myth: Compelling telecommunication servnce prowders to provide basic
subscriber information to authorities upon request, and to police in emergencies,
will automatically give authorities access to the contents of an individual’s
communications.

Fact: Access to the actual content of communications, or tracking of an individual or a
telecommunications device, will continue to require judicial authorization, except in
exigent circumstances, as per current legislation governing interception.

+ Providing basic subscriber information to authorities refers to just that: the provision
of information limited to a customer’s name, address, telephone number ema|I
address, Internet Protocol address at a given date and time,

¢ Basic subscriber information only revi als. |dent|f cation information about a person,
and only at a specific point in time. b

e Having access to this basnc information doe$ Joiffe) ‘hysmlly or legally allow police,
CSIS and the Competition Bureau to have acce's\ s'to lnformatlon pertaining to the
content of emails, websites an individual visited, phgne calls either made or received,
or tracklng an individual's activities,

S mima)

N\
Myth: “Warrantless ccess”\to basic subscriber |nformat%n lacks oversight, and
will give police alkd{vernme t unregulated access to our personal information.

Fact: Federal legislationalkga@y, allows, éemce prowders to release basic subscriber
information to police, CSIS\and/tﬁ'é'“ G6mpetition Bureau without a warrant.

Lawful ACGESs Jegislation will put mto a place a number of checks
and balances concerning the coIIectlo”hand use of this mformatlon which do not eX|st
today, specifically:

¢ Limiting the number of officials who can request basic subscriber information to a
maximum of five people per organization, or 5% of the organization's workforce
(whichever is greater); .

e Putting procedures in place for mandatory record keeping by authontles of all
requests for basic subscriber information;

. that basic subscriber information may only be requested in order to
perform a duty or function of the agency in which a designated officials works;

At

e
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e Mandating regular interhal audits be conducted by the heads of respective agencies,
and requiring that reports on the findings of these audits be provided to the
responsible Minister and to the responsible external review bodies;

+ Requiring that telecommunications service providers comply with the confidentiality
and security measures included in the regulations.

Myth: Basic subscriber information provisions go wa hbeyond accessing “phone
book information”.

Fact: The basic subscriber information contained wtﬁ’\t A legislation is the modern day
equivalent of information that is accessed from the phone on These identifiers are
often searchable online, shared between individuals, .

¢ Name, address, and telephone number are available on pub}cﬁy avallable websites
or in the actual phone book. Q

S ey

s People provide their names, a gsse and home phone and cell phone numbers on
a daily basis to apply for credll\d§ \ er into contests, and to soaally connect.
hared

o Email addresses are designed to >ﬁr.are given out by Canadlans so that

they may connect with other peopley \/ :

» Every time someone uses the internet, {helr IP address is shared with the website

that t@y_a@ng and is often wsb%g chat rooms or other public spaces
onliné o B

. ln~ge eral, these |dent|f iers are voluntarily and repeatedly released by individuals for
a Iarge umber of purposes which reveals a high expectation that this information
will beY put llcly known.

Myth: Lawful Ac‘gess leglslatmn is adding new “surveillance” powers, and will
inevitably resuit'i m‘a‘n |ncre95e in the tracking of Canadians and/or the
interception of theii m junications.

x )

e ‘Production orders related to transmission data and tracing of specified
communications, which were previously obtained using general warrants, will be
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reclassified under new categories. These orders will adopt the judicial authorization
threshold that is already employed by existing specific production order powers

¢ Bill C-XX will also rectify a gap in powers related to the;transmission data recorder (a
machine that records the basic transmission information about a communication,
rather than its content), by allowing police to use such a device in exceptional
circumstances without a warrant. This simply brings transmission data recorder
powers into line with other similar techniques with respect to the ability to use them
without a warrant in exceptional circumstances.

+ In addition, the new statute created by the Bill, IPCECA, will require that ‘ . :
telecommunication service providers be intercept capable so that authorities can TR ey S
intercept communications in an efficient manner when they are legally authorized to o cr e TR
do so. No new interception or tracking (“surveillance”) powers are included in el T T :
IPCECA, and the interception and tracking of individuals continues to require lawful

~authorization. < (

Myth: Lawful Access legislation will trk"‘\rg yacy rights of Canadians. B
Fact: Lawful Access legistation will put into place a num:\'%xsafeguards that currently

do not exist regarding@ceesgfto basic subscriber information{as discussed above), and
will also maintain oyﬁfs"trengthéhxlegal thresholds for provisions with the Criminal Code

and related statutes 't’c;‘»ensure é‘j’broper balance between investigative needs in the 21%
century and privacy pratection/

v B

« Forexample, it has besi récognized that authorities may at times be required to R

intercept communications Wm;\\out a warant in exigent ¢ircumstances, which they are
authorized to do under the Crnigal Code. Proposed amendments to the Criminal
Code will further clarify expectatier)s respecting this section by putting in writing
certain safeguards, such as annua‘l’reporting and notification to the individual whose

communications have been intercepted.

Myth: Lawful Access legislation will require telecommunication service providers
to maintain a database of information about their customers, and: authorities will
have access to this database upon request.

Fact: Lawful Access legislation does not compel service providers to keep information
about.all customers at all times. The Bill will allow police to compel a TSP to preserve
historical computer data of a specific subscriber until such time as the police can get a
warrant to access it. Authorities can only request the preservation of data already in
control of the TSP.

s This data must be related to a specific individual(s) where authorities believe that
such data will assist in a specific investigation.
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e Ultimately, in order to receive the contths of the communlcatlons being held under a
preservation order or demand, the judicially® uthomze ;productlon order or a warrant.
Without it, TSPs are not obligated to contint e tefp {serve any information.
(o]

Myth: Lawful Access Ieglslatlon will be expensive]

ot industry, passing along
costs to consumers. =% -

Fact: Lawful Accgss _I;gtslatlon contains a number of mechamsms that would minimize
the cost to servicé, provrders\ \

o The intercept capability_ requirements within the new legislation, IPCECA, are
forward-looking,
. The 1€GiS] atro was desrgned this way as it was
recognized that it is more st-effectlv o’incorporate capablllty at the design stage
than itis to include it in equmenglready in use. In addition, the legisation:

. Grants an initial transition period of 18 months for all telecommunications service
providers, during which time the operational reqwrements would be suspended. This
would allow TSPs time to test and integrate intercept capability into new eqmpment
and services;

¢ Provides reasonable compensation to service providers in instances where the
police or CSIS require them to implement intercept capability W|th|n the 18 month
transition period;

o Allows service providers to select the most cost eff cient solution for their particular
networks, based on their business practices, rather than i imposing the use of specific
equipment; and,

¢ Provides compensation to éervice providers for the spe|<‘:ia|ized-t'elecommunicatiéns
support they provide the RCMP and CSIS in'implementing interceptions, as well as

: Erpoessed undertlis
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for providing the police, CSIS and the Competition Bureau with basic subscriber
information.
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RCMP Media Lines — Draft 5

Date: November 24, 2011

Issue/Title ‘
November 29 tabling of “lawful access” legislation, formerly Bills C-50, C-51 and C 52, which
have been amalgamated into one Bill: C-XX

Background

Lawful access is an important 1nvest1gat1ve technique used by law enforcement and national .
security agencies. In the context of telecommunications in Canada, it consists of the interception
of communications and search and seizure of 1nformat10n carried out under legal authority as per
the Criminal Code (CC), the Canadian Security Intelligence Service Act, and other Acts of
Parliament, 1nclud1ng the Competition Act.

The CC and these Acts provide law enforcement and national security agencies with powers to
intercept communications,-and search for and seize information in a manner consistent with the
rights guaranteed in the Canadian Charter of Rights and Freedoms, particularly the right to be
secure against unreasonable search and seizure. Updatlng lawful access legislation has been on
the government agenda for some time but successful passage of legislation has yet to occur,
hence the tabling of the current Bill C-XX. Key reasons updated lawful access legislation is
needed include:

e Canada’s legislation on this matter is antiquated and has not kept pace with the rapid
. evolution of technology. :

e The RCMP and other law enforcement agen01es face situations where authorlzatlons to
intercept communications cannot be readily executed due to a lack of technical capablhty
for interception in telecommunications service providers’ networks.

e - Access to basic subscriber information is often required in the early stages of
investigations and is essential for pursuing investigative leads. Lack of timely access to
this information can delay or possibly block investigations and undermine public safety
and security. '

e Basic subscriber information simply provides police with a starting point in an
investigation; obtaining identifying information suchi as a person’s name and address is
tombstone information. To advance an investigation, warrants will still be required.

Strategic Consideration
The fact that three Bills have now been combined into one may serve to complicate what was
already complex when the Bills were separate.

1|Page
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Media lines

e The proposed legislation and amendments to the Criminal Code would proilide more
effective tools to investigate criminal acts in the digital age.

e The RCMP believes police need modern tools and resources to respond to the evolving
nature of national and transnational crime, including terrorism.

e Hi-tech criminals are using state of the art technology to carry out illegal activities — to
undertake crime, to conceal activities and to communicate securely with associates. Law
enforcement is often hamstrung using le'gal tools dating from the 1970s and 80s.

e Police require lawful access to communications and information in a number of instances
including investigations into organized crime, drug trafficking, terrorism, and online
child sexual abuse.

é . The proposed updates to lawful access legislation maintain appropriate judicial oversight
required to protect the privacy of Canadians in accordance with the Charter.

o Lawful access laws balance the privacy rights of Canadians and the pubhc interest in
- police having modern and effective tools and capablhtles to investigate crime and protect
public safety.

e New lawful access legislation will bring Canada in line with many other countries which
already have similar laws including the United Kingdom, the United States, Australia,
Germany and Sweden. Canada and Japan are the only G-8 countries without intercept
capability legislation.

Basic Subscriber Information (Customer Name and Address)

i

————

e The type of basic identifying information that could be requestéd by police under the
proposed legislation includes only subscriber name and address, telephone number or e-
mail address, local service provider identifier, and Internet protocol address. It is such

rudimentary information that it attracts no - or a very minimal - expectation of privacy.

e Canadians disclose their BSI publicly on a daily basis. This is especially true today with
the popularity of social networking sites: BSI is today’s electronlc equivalent of the
telephone books

e Police fequire basic subscriber information (BSI) in their daily work. Investigations in
- which police may need to request BSI include: :

- Child sexual exploitation;

- Drugs and organized crime;

- Abduction/missing persons;

- Fraud/financial crime;

- Othersi.e., notlfymg next-of-kin after a car accident and addressmg suictde
threats over crisis lines

v<"*2rr~%<@\t\f& ) fpoofl
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BSI is no different from police searchrng a vehicle’s plate number to find out who the
registered owner is.

Access to basic subscriber information is often required at the early stages of

~ investigations and is essential for pursumg investigative leads. Lack of timely access to

this information can delay or block investigations and undermine public safety and
security.

Currently in Canada, ISPs are allowed urider the Personal Informatron Protection and

" Electronic Documents Act (PIPEDA), to lvoluntarrly (but are not obligated to do so
- without warrant) provide basic subscrrber information without warrant. Consequently,

they can and often do, refuse to cooperate with law enforcement. Without this basic

_information as a starting pornt law enforcement may face roadblocks which can hamper
‘an 1nvest1gat10n

Some service provrders release basic subscrrber mformatron to authorities upon request,
others fail to provide it in a timely fashron and still others insist on a warrant. There are

. situations where obtaining a warrant for tlhrs basic information is neither practical nor
" possible and the result is criminals escape justice. Lawful access will address the lack of

uniformity in the process across. Canada

gl
i

Requiring ISPs and TPSs to provide basw subscriber 1nformat10n to police will help
authorities follow the necessary steps to conﬁrm the 1dent1ty of individuals suspected of

- gommitting crimes.

Law enforcement needs BSI to pursue 1nvest1gatrons at their earliest stages Giving BSI
to law enforcement upon request and w1thout a warrant will by no means give law
enforcement the contents of a suspect’s computer for instant message trails, Internet
surfing records, or banking or medical in:formation without a warrant.

!

Intercept

Current leglslatlon does not require telecommumcanons companies to build in intercept
capabilities. Bill C-XX would ensure that over time, companies build these features mto

_ their systems.

By requmng telecom service providers (TSP’s) to have intercept-capable equipment, the
legislation will ensure that when police are legally authorized to intercept

' communications, they are able to rely on the technical capability of the TSP to do so.

1
I

' Questions 'and Answers

i
- Q. 1. Why does the RCMP need the additional powers proposed as part of the
government’s lawful access legislation?

{
t

|
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A. The proposed legrslatlon does not provide for any add1t1onal police powers with respect to the
lawful interception of communications. Currently, there is no requirement for telephone and
- Internet companies to develop and maintain systems that provide intercept capability. This

means that when the courts give the police (or CSIS) the authority to do an intercept (wiretap),
many service providers do not have the technical capability to comply with the court order. As a
result, the police and CSIS often have to spend a‘cons1derable amount of time and resources
researching and developlng new methods to gain lawful access to these communications
networks. Criminals and terrorist groups are able‘ to take advantage of this to hide their illegal
activities, and as a result put public safety at nsk

[ . l‘
Q. 2. Didn’t police say in the past that such lelglslatlon would provide them with no new
powers? What’s chalilged" {l
A. Nothing has changed The proposed. leglslatllhn does not provide for any additional police
powers with respect to the lawful interception of communications. But now that the proposed
legislation is in the form of an amalgamated or ommbus bill, it also includes some updated or
modernized 1nvest1gat1ve tools, for example under the Criminal Code amendments.

i
Q. 3. Doesn’t this legislation give the RCMP the power to momtor websites and individual
visits without a warrant? g‘

~ A. No. Tracking a sub scriber’s act1v1t1es on the Intemet would not be author1zed under the Act.
Law enforcement wrll still require a warrant from the courts to obtain this type of information, or
the contents of any co[mmumcatlon

|

Q. 4. In the case of the basic subscriber mformatlon you’re askmg for, what is this, why do
you need the information and exactly how do; you use it?

A. Subscriber 1nformat1on provides police a starting point in an investigation or helps them to
carry out general (non -investigative) duties, such as notifying next of kin about a serious
accident or returning stolen property. A person’s s name and address is rudimentary — it’s what
police call “tombstone” information. Today, if § you dr1ve away from the scene of an accident,
police find your name and address by looking up your license plate. This is no different.
Without subscriber mformatlon pohce could be'left with no avenues to pursue a possible
criminal case.

. Q. 5. You’ve said that even without updated legislation, accessing basic subscriber

~ information does not require a warrant. Then why do.you need these changes and why do
some ISPs demand pollce obtain a warrant before they (the ISPs) release subscriber
information?
A. Some ISP’s are refusing to disclose CNA 1nformat10n without a warrant. Doing so can
unnecessarily delay and hamper an investigation.

The reason is a statutle called PIPEDA (Personal Informatlon Protection and Electronic
Documents Act). This Act governs the collection, use, and disclosure of "personal information"
by federally regulated companies such as telcos and ISPs It gives them the discretion (choice)

|
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to provide non-sensitive personal info (e.g. basic identifying information) to police for an
investigation. This is tllle type of information thatj?doegn’t attract Charter protection and so doesn't
require a court order to be lawfully obtained. Soine ISPs refuse to release BSI without a warrant

Includes revisions from

Brigitte Mineault (CPCMEC)
Bemnie Tremblay (Tech Crime)

Helen Van Dyk (Legal).

Susan Alter (Legal)

Prepared-by:
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From: Brigitte Mineault
To: Konarski, Tom; Piche, Pierre
Date: 9/14/2009 11:06 AM

Subject: lawful access Op-Ed j = (/@J\
Tom and Pierre,

Please see below the Op-Ed the Minister's office want to send out. Any concerns with this please let me know.

'
t

Merci

Brigitte Mineault .
Communications Team Lead, Policing Support Services/Chef d'équipe en Communications, Soutien aux Services de Police

National Communications Services /Services Nationaux de Communication
RCMP/GRC

Tel: 613-949-0285

Cell: 613-298-9264

>>> Liam Gerofsky 9/11/2009 4:46 PM >>>
Hi Meredith, ‘

We don't see any immediate concerns, but are still checking with the SMEs.

Liam

From: "Burton, Meredith" <Meredith.Burton@ps-sp.gc.ca>
To: Maureen.McGrath@ic.gc.ca <Maureen.McGrath@ic.gc.ca>
To: Butcher, Joan <J)Butcher@justice.gc.ca>

Cc: Savoy, Jennifer <Jennifer.Savo S-Sp.gc.ca>

To: Gerofsky, Liam <Liam.Gerofsky@rcmp-gre.g¢.ca>

To: Spendlove, Jim <Jim.Spendlove@rcmp-gre.qc.ca>

Sent: 11/09/2009 3:16:23 PM
Subject: FYI Op-Ed

Hi everyone. FYI, our Mino is considering issuing an op-ed in response to comments by the privacy commissioners. Please
see below. If you have concerns, please advise. '

Cheers,
Meredith

Op-Ed - Bill C-47

| t
I would like to respond to some remarks made by the Federal, Provincial and Territorial Privacy Commissioners. While 1
have great respect for the work they do, I feel there have been some misunderstandings about Bill C-47, the Technical
Assistance to Law Enforcement in the 21st Century Act. As such, I believe clarification is needed.
First, let's start with what Bill C-47 is not: It is not about intercepting or eavesdropping on the private communications of
Canadians. Nor is it about monitoring the web surfing habits of Canadians or preventing them from sending anonymous e-
mails.
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The proposals in Bill C-47 are about ensuring that law enforcement can keep up with new communication technologies and
continue to implement warrants authorized by the courts. New technology is a powerful tool however, in the hands of
criminals and terrorists, this technology can be used in ways that threaten public safety. The Government of Canada needs
to update Canadian laws to keep pace with new technology - a step already taken by many of our international partners.

I want to be clear: The legislation provides no new powers to intercept communications. The existing requirements for
judicial authorization for intercepts will be maintained. Since 1974, police in Canada have been authorized to intercept
private communications when a court order is issued by a ]udge who believes on reasonable grounds that a serious offence,
such as child pornography, drug trafficking, money Iaunderlng or murder, has been or will be committed. The judge must
also be satisfied that authorizing the intercept is in the best interests of the administration of justice and that other
investigative procedures have been tried and failed.

Nothing proposed in Bill C-47 will change these limits. Nor will it upset the strong balance established between the
protection of privacy, human rights and the safety of our citizens, which are values we all cherish.

Today, telephone and Internet companies are not required to build intercept capabilities into their networks. Because of
this, even with a court order, police may not be able to intercept communications. Under Bill C-47, communications
providers would be required to update their systems to enable interceptions approved by the courts. To avoid undue
burden, the proposed law would allow companies to build this capability gradually over time.

There have also been misunderstandings about the Government's proposals for police and CSIS to obtain subscriber
information. Basic subscriber information such as a customet's name, address, telephone number and Internet address can
be valuable at the initial stages of an investigation.

The problem is that while some service providers give subscriber information to law enforcement upon request, others fail
to provide it in a timely fashion, or refuse to provide it at all. This has created a difference in industry practices across the
country. ‘

Access to subscriber information is particularly important in the online context, as criminals use the internet to operate with
anonymity. For example, in cases where a child is lured over: the internet by a sexual predator, often the only clue police
have as to the identity of the perpetrator is an IP address assocnated with a chat room. In these situations, police need to
quickly estabiish the identity of the suspect based on the IP address In several cases, service providers have refused to
share this information, thereby leaving some children at risk. This proposed legistation will help to ensure that there are no
more dead-end investigations.

The proposed legislation would require telephone and internet companies to provide this information to designated law
enforcement and CSIS officials without a warrant. Bill C-47 includes some of the very safeguards identified by the privacy
commissioners to protect privacy, such as the requirement to track who is requesting the information and why, to permit
audit and oversight of how the information is handled, and afive year Parliamentary review.

Canadians can rest assured that any updates to our legistative regime will respect the privacy and human rights entrenched
in laws such as the Canadian Charter of Rights and Freedoms, the Privacy Act, and the Persona! Information Protection and

Electronic Documents Act.

Senior advisor / Conseillére principale

Communications - Emergency Management and National Security
Sécurité nationale et gestion des urgences - Communications
Public Safety Canada / Sécurité Publique Canada

Tel: 613-949-6583

Cel: 613-219-1285

Fax: 613-993-7062

meredith.burton@ps-sp.gc.ca
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[(27872010) Bernard Tremblay - RE. Next Ops Fees Mesting : - Page 1)
From: "Kwavnick, Andrea" <Andrea.Kwavnick@ps-sp.gc.ca>
To: 'Susan Alter' <Susan.Alter@rcmp-gre.ge.ca>
CC: "Kousha, Hasti" <Hasti. Kousha@ps-sp.gc.ca>, Bernard Tremblay <Bernard.Tremb
_ lay@rcmp-gre.gc.ca> ‘
Date: “+12/7/2009 2:15 PM
Subject: RE: Next Ops Fees Meeting
Hi Susan,

The EAEP proposals in the Nov 2009 documents are older proposals that they had brought forward
before. And as you have stated, the proposals were discarded. | will provide the partners with the related
documentation. o '

Thanks
Andrea

From: Susan Alter [mailto:Susan.Alter@rcmp-grc.gc.ca]
Sent: December 7, 2009 2:08 PM
To: Kwavnick, Andrea
Cc: Kousha, Hasti; Bernard Tremblay
. Subject: RE: Next Ops Fees Meeting: -

Hi Andrea,

Thanks!
Susan

>>> "Kwavnick, Andrea” <Andrea. Kwavnick@ps-sp.gc.ca> 12/7/2009 12:38 PM

>>> >>> '
We will be staying with 1:30 for this week's meeting, at which time we can discuss our meeting schedule.

1 am attaching recent documents released by the CACP. | would like to discuss their position on Ops
Fees (q. 3 of the Q&As) on Thursday.

Thanks
Andrea

From: Kwavnick, Andrea

Sent: December 7, 2009 10:25 AM - .

‘To: Kwavnick, Andrea; 'Susan Alter'’; 'Bill Milley'; 'Pieéfre Piche";!'Bernard Tremblay'; 'Derm Coombs';
'‘Gordon Kirk'; 'Mike BOURQUE'; Kousha, Hasti; Fobes, Caroline;

'kaudcent@justice.gc.ca'; Dincoy, Rana; Shannon, Matthew; Goodwin, Darlene

Subject: RE: Next Ops Fees Meeting

Colleagues,

Haéti has informed me of a scheduling conflict, in that she will be required to attend another set of
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1(2/8/2010) Bernard Tremblay - RE: Next OpsFees Meeting

meetings held every Thursda'y afternoon.

Would there be a scheduling conﬂlct for any members of the group if we were to move our meetings to
Thursday mornings at 10:00, beginning with our December 10th meeting?

Please let me know at your earliest convenience, so that we know how to proceed.

Thanks
Andrea

From: Kwavnick, Andrea

Sent: December 1, 2009 3:53 PM

To: 'Susan Alter'; Bill Milley; ‘Pierre Piche'; Bernard Tremblay, Derm Coombs;

'Gordon Kirk'; 'Mike BOURQUE'; Kousha, Hasti; Fobes, Caroline; 'kaudcent@justice.gc.ca’; Dincoy,
Rana; Shannon, Matthew; Goodwin, Darlene

Subject: Next Ops Fees Meeting

| would like to hold our next meeting on Thursday, December 10th at 1:30 at 340 Laurier (11E).

| would like to thank the partners for their comments on the Ops Fees Policy Principles document. These
comments have been incorporated into the document, which | am sending out again. We can discuss
further at our next meeting. Once we have the principles agreed upon, | think it is important to present to
Industry and Treasury Board. :

Thanks
Andrea
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CACP Key Messages — Lawful Access Legislation
Updated November, 2009

Definition:

—- . = ‘Lawful Access' refers to the lawful interception of private communications by law
enforcement and national security agencies.

CACP Goal

* The goal of the Canadian Association of Chiefs of Police is to see government
modernize legislation to help police detect and prevent crime and apprehend
criminals who seek to exploit electronlc commumcatrons to the detriment of society.

/
History:

s The CACP has been advocating for electronic interception laws or what is commonly
referred to as the “Lawful Access” initiative.

= |n the age of cell-phones, Blackberries and the Internet, police in Canada are
operating under Iaws written when rotary phones were the norm:.

= Bills C-46, lnvestlgatlve Powers for the: 21St Century Act and C-47 Technical

© - Assistance for law Enforcement in the 21 Century Act have passed second reading
in the House of Commons and has been referred to the Standing Committee on
Public Safety and National Security.

Parameters:

. ThIS Ieglslatlon is NOT about mcreasmg pollce powers It is about addressrng the
current and growing gap between our clirrent laws and the reality of new and
o ‘emerglng technologies.

* There should be no “intercept safe havens” for criminals in Canada. Technology
companies should have the technologlcal ablllty to lmplement court—ordered lawful
access orders ' : S .. : , :

Modern challenges facing Canadian law. enforcement that are driving the need for
reform

. Pollce mvestlgatlons are mcreasmgly complex extensrve expenswe and tlme and :
resource intensive. Court ordered mterceptlons are a vital mvestlgatlve tool used in
the most serious and complex of lnvestlgatlons
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Organized criminals, internet predators, cyber-criminals, and terrorists are'aware of,
and benefit from modern communications technologies which operate free of
geographical constraints.

Changes to lawful access legislation are long overdue Technology continues to
change and evolve at an unprecedented pace (e.g. text messaging, email, other
secure communications, wireless communications, private servers, enhanced
encryption etc.) Legislation has not kept pace with these changes. This has proven

-to be a hlndrance to law enforcement and natronal security agencies.

Regunred LeglslatlveChanges B b

Modernization of Canada s electronic survelllance Iegrslatlon is crrtrcal Current
provisions do not reflect the reality of evolvmg technology; they are inadequate to
allow efficient and effective lawful access to- current and emergrng data
commumcatlons services in Canada. K

Current laws related to lawfully authorized access to communications require
modernization. Virtually every western democracy, including Australia, New
Zealand, and the United Kingdom has adopted such legislation.

Telecommunlcatrons and internet servrce providers should mclude |ntercept|on
capabrlrty in alt new technologres they are releasmg

Customerr 'Narrie and Address Information (CNA):

The ablllty to access basrc subscrlber mformatron is a crrtrcal component of many
police and national securlty mvestrgatrons Currently, there rs rnconsrstency and
uncertamty |n accessmg thlS klnd of lnformatron L

CNA rnformatron refers to such basrc personal rdentrﬂers as the name and address
associated with a phone number and the company that is providing service to a
given phone number or Internet (1P) address Additional information can only be

- - secured with prior judicial authorization.

Tlmely access to basrc subscrrber lnformatlon held by telecommunlcatrons and .
internet services providers, is. non- mtrusrve and i is a key bunldrng block’ for
successful mvestlgatrons ' :

Case law seems to support the proposit‘ion that police may access this data without
judicial authorization.- Most privacy statutes presently permrt such drsclosure to law
enforcement and national securlty agencres T

The procedures and requrrements for accessrng' CNA information would benefit from
being standardized and consistent across the country. Record-keeping and audit
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requirements would provide — indeed improve any existing - procedural and
accountability safeguards. ' '

The CACP supported the Modernization. of Investigative Techniques Act (MITA) that
was tabled in 2005. The well- researched provisions in that Act allowed for access to
CNA information without prior judicial authorlzatlon under a regime of legislated
accountability provisions.

Canadian law enforcement supports the:need to obtain search warrants for lawful
interceptions when they are legally requnred They are not demanding a widespread
‘warrantless search regime”.
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issioners an
nt Officials

S CazaNl

(“Protecting Privacy for Canadians in the 21
Century”)

September 9-10, 2009, St. John's, Newfoundiand and Labrador

CONTEXT

i, The federal government tabled two pieces of legislation in June 2009 aimed at
giving Canadian law enforcement, national security agencies and others (hereafter
referred to as “authorities”) broader powers to acquire digital evidence to support
their investigations.

T

2. ’%.,Bll! C- 46 the Investigative Powers for the 21st Century Act (IP21C), would allow
authorities to order telecommunications providers to preserve and turn over the
details of their subscribers’ communications. Authorities would also have the '
power to apply for special orders to trace mobile communications devices and, by o
extension, their owners.

3. BHI C 47, the Technical Assistance for Law Enforcement in the 21st Century Act o
(TALEA), would give authorities access to information about subscribers and their" _Y

mobile devices, even without a warrant. The bill would also oblige all

telecommunications companies to build in a capability allowing authcrltﬁiio (q

intercept communications on their networks.

R S
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4. The provisions of the proposed Acts raise privacy concerns. For instance, without
a warrant, authorities could gain access to personal information such as unlisted
telephone numbers, and e-mail and IP addresses.

5. Canadians consider much of this personal information to be sensitive and expect it
to be kept-confidential. '

6. Caﬁnadia:ns also expect their use of computers and mobile devices to remain.
private. , : - ' ‘

7. The legislation as currently drafted is not limited only to investigations of serious
criminal offences, but aiso could be used to target even minor infractions and
non-criminal matters.
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WHEREAS

1. Privacy is a fundamental human right that enables the freedom of association,
thought and expression.

2. Canadian courts have cdhsistently affirmed the importance of these rights.:

3. Canada has a legal regime governing the use of surveillance that protects
individua! rights while also giving authorities access to communications when
authorized. This framework has been carefully refined over decades by Parliament
and the courts.

4. To date, the federal gdvernment has presented no compelling evidence that new
powers are needed.
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THEREFORE

The Federal, Provincial and Territorial Privacy Commissioners of Canada urge

Parliament to ensure that the proposed legislation to create an expanded surveillance o
regime strikes the right balance between individual privacy and the legitimate needs of

the authorities by:

1. Approaching IP21C and TALEA with caution because they alter a carefully
constructed and workable framework; = ; o

2. Obliging the government to demonstrate that the expanded surveillance powers

they contain are essential and that each of the new investigative powers is
justified; '
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3. Exploring the alternative that, should these powers be granted, they be limited to
dealing with specific, serious crimes and life-threatening emergencies;

4. Ensuring that any législative proposals on surveillance:

a. Be minimally intrusive;

b. Impose limits on the use of new powers and ensure appropriate legal
thresholds remain in place for court authorization; - ,

c. Requiré that draft regulations be reviewed publicly before coming into
force; - o ~ :

d. Include effective oversight;
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e. Provide for regular public reporting on the use of powers; and

f. Include a five-year Parliamentary review.
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__Page

CC:

Date:
Subject:
Attachments:

"Burton, Meredith" <Meredith.Burton@ps-sp.gc.ca>
"Dincoy, Rana" <Rana.Dincoy@ps-sp.gc.ca>, "Fobes, Caroling” <Caroline.Fobes
@ps-sp.gc.ca>, "Kwavnick, Andrea” <Andrea. Kwavnick@ps-sp.gc.ca>, "Shannon,

Matthew" <Matthew.Shannon@ps-sp.gc.ca>, "Goodwin, Darlene" <Darlene.Goodwin

@ps-sp.ge.ca>, "Thompson, Julie" <Julie. Thompson@ps-sp.gc.ca>, "Spendlove,

Jim" <Jim.Spendlove@rcmp-gre.ge.ca>, '‘Da
nOlson' <Dan.Olson@rcmp-gre.ge.ca>, "Butcher, Joan™ <JButcher@justice.gc.

ca>

"MacDonald, Michael" <Michael. MacDonald@ps-sp.gc.ca>,

&>, "Coburn, Stacey" <Stacey.Coburn@ps-sp.gc.ca>

4/9/2010 4:40 PM Z
Movement on lawful access / talea

2010-04-09 lawful access NR updated.doc; 2010-04-09 lawful access ML vi1.doc
: 2010-04-08 BK Lawful access.doc; 2010-04-09 Qs and As_POLICY .doc

Rumours of an imminent tabling for lawful access/talea legislation are now more credible, with the latest
word comiing from Andrew House that this could be re-introduced in the House the week of April 19. The
precise date is still unknown.

For your review, the products developed for the bill last year, with updates tracked in the documents.

| realize it's short notice, but | would appreciate hearing from you no later than COB April 13, so that we
can incorporate your changes in our final approvals.

Thanks,
Meredith

AlManager / Gestionnaire pi

Communications - Emergency Management and National Security
Sécurité nationale et gestion des urgences - Communications
Public Safety Canada / Sécurité Publique Canada

Tel: 613-949-6583

Cel: 613-219-1285

Fax: 613-993-7062

meredith.burton@ps-sp.gc.ca

000230



@ & E§; Public Safety  Sécurité publicue
L4 Canada Canada

ISSUE: On April xx, 2010, the Government of Canada introduced Bill C-xx, the xxx Acs,
to support the interception of communications by law enforcement agencies and CSIS by
requiring intercept capability in telecommunications networks. The law will also provide
law enforcement agencies and CSIS with access to basic subscriber information. This
legislation had been previously introduced as (name and C-xx) on June 18, 2009, but it
died on the Order Paper when the House was prorogued December 30, 2009. .

MEDIA LINES:

e The Government of Canada is committed to the safety and security of Canadians and
their communities.

e This legislation will help keep Canadians safe from those who would use new
communications technology to pursue criminal or terrorist activities.

e The XX Act ensures that law enforcement can keep pace with new communication
technologies and continue to execute judicially authorized warrants.

¢ The legislation provides no new powers to intercept communications. The warrant

processes for the interception of private communications will not change with this Bill.

o It will also provide for a balanced and well-regulated administrative regime for the
disclosure of basic subscriber information to law enforcement and CSIS when
requested.

e Canada is joining many other countries including the United Kingdom, the United
States, Australia, Germany and Sweden, which already have similar laws for
interception and the sharing of basic subscriber information.

if asked about interception:

¢ This Government is committed to providing law enforcement and national security
agencies with the tools they need to prevent, investigate and prosecute serious crimes
including terrorism.

¢ While technology has advanced over the past two decades, the capability of police to
lawfully intercept communications has not kept pace.
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Government  Gouvernement
of Canada du Canads

GOVERNMENT OF CANADA INTRODUCES LEGISLATION
TO UPDATE TOOLS TO FIGHT CRIME AND TERRORISM

OTTAWA, April xx, 2810 — The Honourable Vic Toews, Minister of Public
Safety today introduced in the House of Commons an important piece of legislation to
ensure law enforcement and national security agencies are equipped to fight crime and
terrorism in today’s high-tech environment.

“New technology is a powerful tool, however in the hands of criminals and
terrorists, this technology can be used in ways that threaten public safety,” said Minister
Toews. “The Government of Canada needs to update Canadian laws 1o keep pace with
new technology — a step already taken by many of our international partners.”

The proposed legislation will ensure that law enforcement can keep up with new
communication technologies and continue to implement warrants authorized by the courts.
While technology has advanced rapidly in the past two decades, increasingly law
enforcement and national security agencies have faced technical obstacles to protecting the
safety and security of Canadians. .

The XXXX Act requires service providers to include interception capability in their
networks. Since 1974, police in Canada have been authorized to intercept private
communications when a court order is issued by a judge who believes that a serious
offence, such as child pornography, drug trafficking, money laundering or murder, has
been or will be committed. Requirements to obtain court orders to intercept
communications will not be changed by this Act, which will also require service providers
to supply basic subscriber information to law enforcement agencies and the Canadian
Security Intelligence Service on reqguest.

Other countries, such as the United Kingdom, the United States, Australia, New
Zealand, Germany and Sweden, already have similar legislation in place.

The Government considered input from a broad range of stakeholders in developing
the legislation, including the telecommunications industry, civil liberties groups, victims’
advocates, police associations and provincial/territorial justice officials. Bill C-xx strikes a
balance between the need to protect the safety and security of Canada, the competitiveness
of the telecommunications industry, and the privacy rights of Canadians.

An online version of the legislation will be available at www.parl.gc.ca.
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Backgrounder

BACKGROUNDER
XXX Act
INTERCEPT COMPONENT

The interception of communications is essential for investigating and prosecuting serious
crime and combating terrorism. Police forces and the Canadian Security Intelligence
Service (CSIS) require lawful access to communications in a number of contexts, including
investigations into child sexual abuse, organized crime, drug trafficking, and terrorism.

The XXX Act will not provide law enforcement or CSIS with any new interception powers,
nor will it change or expand existing interception authorities in any way. Rather, it will
address the challenges posed by modern technologies that did not exist when the legal
framework for interception was designed nearly 40 years ago. Police forces and CSIS will
continue to require warrants for interception. This legislation will simply ensure that when
warrants are issued, a technical solution is available so that police forces and CSIS can
actually intercept communications.

Canada currently has no legal requirement for companies to build interception capability
inte telecommunications networks. As a result, we now have situations where judicial
authorization is granted (a warrant is issued), but cannot be effected because the service
provider’s network is not intercept capable. Criminals and terrorists are aware of
interception “safe havens” and exploit them to continue their criminal activities undetected.
As new telecommunications services and products are being rolled out every day, police
forces and CSIS continue to fall behind increasingly sophisticated criminal and terrorist
groups. There are far too many instances where police forces and CSIS cannot execute
judicially authorized interceptions to protect Canadians’ safety, simply because of a lack of
intercept capability on telecommunications networks.

A technical solution will now be available for police forces and CSIS to execute judicially
authorized warrants.

The proposal will require companies to pay for intercept capability in certain new
equipment and software, while the Government will provide reasonable compensation
when retrofits to existing networks are needed — this is a shared response to a problem that
directly affects the safety of Canadians.

Along with sharing the cost of fixing this problem, we have built flexibility into the
legislation. For example:

o A number of entities (such as banks, private networks, and charities) are
excluded from the legislation’s requirements, and will not be required to

Canadi
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have intercept capability.

0 A three-year exemption will be granted to “small” service providers (those
with less than 100,000 subscribers) from certain requirements deemed too
costly for them at this time. After the three years, these companies will be
expected to fully comply with the requirements of the legislation.

o Upon approval by the Government, exemptions may be granted to service
providers for two-year periods, with conditions, to permit innovative
technologies to be brought to the marketplace prior to being fully compliant
with the requirements of the Act. This will allow service providers to
remain competitive in the global marketplace, while developing intercept
solutions for these new technologies.

o Service providers will also be free to select the most cost-effective intercept
solutions available, and will not be tied to government-determined standards
or equipment.

This flexible and gradual approach will avoid placing an undue burden on industry, while
at the same time ensuring that telecommunications service providers build and maintain
interception capability on a going-forward basis. In doing so, this legislation strikes the
right balance between the needs of police forces and CSIS, the safety and security of
Canadians, and the competitiveness of industry.

Nothing in this legislation will diminish the considerable legal protections currently
afforded to Canadians with respect to privacy or freedom from unreasonable search and
seizure.

SUBSCRIBER INFORMATION COMPONENT

Police forces and CSIS also require timely access to basic subscriber information as it is an
essential tool for fighting crime and terrorism. Subscriber information refers to basic
identifiers such as name, address, telephone number and Internet Protocol (IP) address, e-
mail address, service provider identification and certain cell phone identifiers. These basic
identifiers are often crucial in the early stages of an investigation, and without this basic
information, police forces and CSIS often reach a dead-end as they are unable to obtain
sufficient information to pursue an investigative lead or obtain a warrant.

Currently, there is no legislation specifically designed to require the provision of this
information to police forces and CSIS in a timely fashion. As a result, the practices of
releasing this information to police forces and CSIS vary across the country: some service
providers release this information to law enforcement immediately upon request; others
provide it at their convenience, often following considerable delays; while others insist on
law enforcement obtaining search warrants before the information is disclosed. This lack
of national consisteney and clarity can delay or block investigations.
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TECHNICAL ASSISTANCE FOR LAW ENFORCEMENT IN THE 21°7

CENTURY ACT
Qs & As

LAWFUL ACCESS - GENERAL

Why do we need to update lawful aceess legislation?

L]

Criminal Code provisions regarding the interception of communications date back to
1974.

Canada’s legislation has not kept pace with the rapid evolution of technology.

The Canadian Security Intelligence Service (CSIS) and police currently face situations
where interception warrants can’t be executed due to a lack of technical capability in
the telecommunications service providers’ networks.

Criminals and terrorists are aware of interception “safe havens” and exploit them to
continue their activities undetected. This legislation is necessary to eliminate those
“safe havens”.

What is proposed in the new legislation?

]

The Act will require telecommunications service providers to build and maintain
intercept capable networks by ensuring that new and significantly modified
technologies are intercept capable.

The Act will also introduce much needed consistency and protections for the release of
basic subscriber information.

The Act will also clarify that telecommunications service providers must provide this
information to designated police, CSIS and Competition Bureau officials upon request.

What is the difference between the Department of Justice's Bill C-XY (formerly Bill C-
46) and Public Safety's Bill C-XX (formerly Bill C-47)?

-]

While both Bills are designed to provide law enforcement with the tools they require to
keep Canadians safe in the 21* century, the Bills are designed to do this in different
ways.

Bill C-XY will amend elements of the Criminal Code and other statutes to better
address cybercrime and crimes committed using new technologies. These amendments
will provide law enforcement with an enhanced tool kit for acquiring digital evidence.

Bill C-XX will obligate telecommunications service providers to have the capability to
implement interceptions and to provide basic subscriber information to the police, CSIS
and the Competition Bureau upon request.
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INTERCEPTION CAPABILITY

What is lawful interception of communications?

The lawful interception of communications refers to the ability of police and CSIS to
covertly gain access to an individual’s private communications through the use of
electronic surveillance, when authorized to do so.

The interception of private communications is illegal under the Criminal Code except
in those cases where the interception has been legally authorized.

The Criminal Code also contains a number of restrictions on the use of this power. For
example, section 183 of the Criminal Code limits the types of offences for which an
application for an authorization to intercept private communications can be sought.

Are you giving police new interception powers?

®

@

No, the 4ct is not about giving new interception powers.

The Act is about addressing the technical obstacles that prevent the police from using
their lawful authorities.

Why do police and CSIS need this legislation?

Currently, there is no requirement for telephone and Internet companies to develop and
maintain systems that provide interception capability.

This means that when the courts give the police and CSIS the authority to do an
intercept, many service providers do not have the ability to comply with the court
order.

The police and CSIS often have to spend a considerable amount of time and resources
researching and developing new methods to gain lawful access to these
communications networks.

Criminals and terrorist groups are able to take advantage of this to hide their illegal
activities.

Will there be public reporting on interceptions?

[

Public reporting already exists and will not be affected by the proposed Act.

Under the Criminal Code, the Minister of Public Safety must publish information
regarding the number of authorizations applied for in a given year.

The Security Intelligence Review Committee provides similar information in its annual
report to Parliament with respect to CSIS’s activities.
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How has this been used in the past?

e Lawful access is an essential tool in the prevention, investigation and prosecution of
serious crimes and terrorism. For example:

o In 2006, lawful access was critical to the investigation and arrest of over a
dozen suspected terrorists in the Toronto area.

o In 2007, lawful access supported the arrest of almost 100 individuals involved
in organized crime and helped solve 13 murder cases involving these people.
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SUBSCRIBER INFORMATION

What is subscriber information?

e Subscriber information refers to the basic information about a customer that is held by
a telecommunications service provider.

e [t is comprised of a subscriber’s name, address, telephone number, and if applicable,
email and Internet Protocol (IP) addresses, and/or certain cellular telephone identifiers.

e [t does not include any information pertaining to the websites a person visited, the
contents of their emails, or the phone calls they either made or received.

Why do police need subscriber information?
e The police require timely access to subscriber information in a wide variety of
situations, ranging from performing general policing duties to investigating serious

threats to the safety and security of Canadians.

e Access to subscriber information is particularly relevant in the online context, as
criminals use the Internet to operate with anonymity.

e For example, in cases where a child is lured over the Internet by a sexual predator,
often the only clue police have as to the identity of the perpetrator is an IP address
associated with a chat room,

e In these situations, police need to quickly establish the identity of the suspect based on
the IP address.

e Examples of situations where subscriber information is used by police include:

investigating the sexual exploitation of children;

investigating Internet fraud and other online crimes;

identifying an incapacitated person carrying only a cell phone to notify
next of kin;

providing police with a car accident victim’s civic address, in situations
where only the rural address of the victim is known via the victim’s
driver’s license;

addressing suicide threats over crisis lines; and,

returning stolen property to its rightful owner.
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How is subscriber information currently accessed?

e Currently, a warrant is not needed to access basic subscriber information.

e  No legislation exists to specifically address the release of basic subscriber information
to the police and CSIS.

e That is why, today, practices vary across the country. Some providers release
information immediately upon request; others provide it at their convenience, often
following considerable delays; while others insist on warrants.

e Today, there is no required record keeping of requests and no system of accountability.
e Bill C-XX is designed to address these inconsistencies.
What is wrong with the current regime of access to subscriber information?

e The current regime operating today lacks consistency and clarity. This lack of
consistency and clarity can delay or block crucial investigations.

e This Act would create clarity regarding the responsibility of service providers to
disclose basic subscriber information to the police, CSIS and the Competition Bureau
upon request.

e While this 4cr is in line with the existing practice of not requiring a warrant, it proposes
a system of consistency, accountability, record keeping, controlled access, and review,
that does not currently exist.

Why can’t the police get a warrant every time they need subscriber information?

& Subscriber information is often required at the beginning of an investigation and is
considered to be “pre-warrant” information and is often the first and most basic piece
of information needed to obtain a warrant.

¢ Warrants are generally granted for criminal investigations where the identity of the
suspect has been clearly established.

e In addition, the police are sometimes faced with situations where they may have
reasonable grounds to believe a crime has been committed, but cannot obtain a warrant
because they cannot identify the suspect or location of the crime.

e Requiring a warrant for access to basic subscriber information is also problematic for
police when they undertake non-criminal, general policing duties. For example, when
the police seek to contact:
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o next-of-kin in a traffic accident;
o anindividual whose home has been broken into; or,
o family of an Alzheimer's patient who has wandered off.

e There are other cases where acquiring a warrant is simply impractical. The warrant
application and execution process involves considerable work for investigators and can
take many hours (or days) to complete. In many cases, completing this process would
compromise or even jeopardize an investigation.

e A warrant regime would also place an unnecessary burden on the justice system. There
are tens of thousands of subscriber information look-ups done annually, at all times of
the day and night. The resource and logistics requirements of requiring a warrant in
each case would be impractical from an administration of justice perspective.

Under the new regime how many officials could potentially access an individual’s
subscriber information?

e The legislation stipulates that no more than five individuals or 5% (whichever is
greater) of a police force, CSIS and the Competition Bureau may be designated to
access subscriber information. This equates to (approximately) :

o 1,420 officials at the RCMP (28,419 total employees)
o 150 officials at CSIS (3000 total employees)
o 23 officials at the Competition Bureau (447 total employees)

Are you giving the police and CSIS the power to monitor websites and individual
visits without 2 warrant?

e No. Tracking a subscriber’s activities on the Internet would not be authorized under the
: Act.

e The police will continue to require a warrant from the courts to obtain this type of
information, or the contents of any communication.

e The subscriber information to be provided under the 4ct is limited to a subscriber’s
name, address, telephone number, and if applicable, email and Internet Protocol
addresses, service provider identification, and/or certain cellular telephone identifiers.
It does not indicate who they called, or which websites were visited.

e The Act would not require telecommunications service providers to collect information
they do not normally collect as part of their regular business practices, or verify the
accuracy of the subscriber information they collect.

e This Act would not create a national database of subscriber information.
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Did foermer Public Safety Minister Stockwell Day net publiely endorse an access to
basic subscriber information regime with judicial authorization?

¢ The Government did consider the option of requiring a warrant for access to basic
subscriber information and continued to conduct consultations with stakeholders in
order to strike the appropriate balance between investigative needs and the rights of
Canadians.

e However, feedback from stakeholders demonstrated that a warrant requirement for
basic subscriber information would negatively impact the ability to carry out

investigations and would introduce an additional burden on the criminal justice system.

e This is an additional burden on police and Crown prosecution’s limited resources.

e Basic subscriber information, such as name and address, is often needed at the early
stages of an investigation when a warrant could not be obtained.

e Currently, many telecommunications service providers voluntarily provide basic
subscriber information for law enforcement and national security purposes. This is
permitted under Canada’s privacy laws.

s A legislative proposal for access to basic subscriber information with a warrant would
impede such voluntary cooperation and significantly impact public safety.

e New privacy safeguards have been included in the legislation to protect personal
privacy including limiting access to basic subscriber information to designated
officials, and audit and oversight requirements.
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APPLICATION AND SCOPE

How many service providers will be affected by this legislation?

The legislation will apply to all current telecommunications service providers in
Canada.

However, the dct was designed in a way that would not impose undue restrictions on
telecommunications activities.

The legislation contains explicit limits to its application, without sacrificing relevance
in the face of a rapidly evolving telecommunications industry.

For example, service providers with fewer than 100,000 subscribers will not have to
incorporate intercept capability into new equipment for the first three vears of the Aer
coming into force.

Institutions such as community centers, libraries, restaurants, hotels, apartment
buildings or post secondary schools, which offer telecommunications services ancillary
to their principal business functions, will have minimal requirements under the
proposed legislation.

Private networks, e-commerce services, e-banking services, elementary and high
schools, charities, retirement homes, places of worship, hospitals, and research
networks that provide telecommunications services ancillary to their principal functions
are excluded from requirements of the legislation.

Would the propesed Act put the Canadian telecommunications industry at a
competitive disadvantage?

No, the Act will place requirements on all types of telecommunications service
providers; this will avoid placing individual sectors or companies at a competitive
disadvantage.

The requirements being placed on the Canadian industry are consistent with those of
industry in other countries such as the United States, the United Kingdom, Australia,
New Zealand, Germany, Sweden, Finland, the Netherlands, and Spain.

How does this Acf differ from former Bill C-74, the Modernization of Investigative
Technigues Act, and Private Member’s Bill C-285?

This Act contains several key changes from both former Bill C-74 and Bill C-285,
including modification and additions designed to address industry and privacy
concerns. These key changes include:

o provision for payment to service providers for the specialized
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telecommunications support and labour they provide in implementing
interceptions;

o an extended transition period of 18 months for companies to meet the

requirements (formerly a 12-month transition period);

o afive-year Parliamentary review of the legislation;
o anexemption for e-commerce and banking activities;
o anarrowing of the scope of subscriber information to include only those

identifiers set out in legislation;

o provision for compensation to service providers for their assistance when

providing subscriber information for law enforcement and national
security purposes; and,

o clarification to the requirement for companies to decrypt communications

they themselves have encrypted.
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PRIVACY
How will this Act impact personal privacy?

e Today there are protections for private communications in the Criminal Code and these
protections would not be modified by this Act.

e To ensure the appropriate level of privacy protection for the release of subscriber
information to the police, CSIS and the Competition Bureau, privacy safeguards have
been included in the legislation which do not exist today. This includes:

o limiting the number of designated officials who may access the subscriber
information;

o mandatory record keeping of all requests for subscriber information;

o regular audit reports to prevent inappropriate use of the subscriber
information; and,

o limiting the subscriber identifiers to be released to the designated officials.

How have you addressed privacy concerns?

e Inthe fall of 2007, the Government held targeted public consultations on the issue of
police and CSIS access to subscriber information.

e These consultations led to two significant changes designed to strengthen the privacy
safeguards contained in the proposed Act.

o First, the scope of identifiers for the subscriber information provisions has
been narrowed and limited to only those specified in legislation.

= This change was made in response to concerns that the scope of
identifiers could be easily increased through regulations following the
passing of the Aet.

= Should authorities seek access to an expanded list of customer
identifiers in the future, this would require an amendment to the Act,
with full Parliamentary debate.

o Second, the 4cf now includes provision for a mandatory review of the
legislation by Parliament after five years. This will help to ensure that the
objectives of the 4ct are being met.

= The Parliamentary review will serve to highlight any unanticipated
problems and will provide law-makers the opportunity to amend any
parts of the Act that are not functioning effectively, including controls
on the disclosure of subscriber information.




Will police have to provide a justification for the requests for subscriber information?

]

Following consultations, safeguards in the 4cf were expanded to include a requirement
for designated officials to ensure the record of the request contains information about
the relevance of the information they are seeking to the duty or function they are
undertaking, as well as a relevant justification for the request.

Will you be protecting subscriber information from abuse?

(-]

The Act respects laws protecting the privacy of Canadians and is consistent with the
Charter of Rights and Freedoms. It includes safeguards, such as:

o

limiting the number of police and intelligence officers who can request
subscriber information (to a maximum of 5% of their organizations);

putting procedures in place for mandatory record keeping of all requests for
subscriber information;

requiring auditing and oversight in order to ensure access to subscriber
information is not abused; and,

providing that subscriber information is only to be used for the purpose for
which it was originally obtained or a use consistent with that purpose.
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OTHER COUNTRIES

What are Canada’s international partrers doing with regard to intercept
capability?

Many other countries, including our allies in the United States, the United Kingdom,
Australia, New Zealand, Germany, Sweden, Finland, the Netherlands, and Spain have
all recognized the importance of ensuring intercept capability within the
communications infrastructure.

Most of Canada’s closest partners updated their lawful access legislation many years
ago.

Given the transnational nature of crime today, many of Canada’s allies are now urging
Canada to catch up in order to meet our obligations in fighting crime and terrorism.

The proposals in this Act would also assist Canada in fulfilling its G8 commitments
with respect to intercept capability.

What are Canada’s international partoaers doing with regard to access to subscriber
information?

Many countries have legislated a requirement to provide this information on request to
authorities for law enforcement and national security purposes.

Administrative models for such access exist in many countries including the United
States, the United Kingdom, Germany, Australia, Sweden, Finland, the Netherlands,
Ireland, Italy and Norway.

Bill C-XX provides not only more safeguards for access to subscriber information than
exist currently in Canada, but would also provide as many or more safeguards than
other Western nations for this type of information.

Why did it take Canada longer than other countries to bring forward this type of
legislation?

Extensive and detailed consultations were necessary to ensure that the proposed
legislation would strike an appropriate balance between investigative needs, industry
competitiveness, and privacy.
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COSTS AND COMPENSATION

What is government doing to minimize the cost to service providers?

The legislation contains a number of mechanisms to minimize the cost to service
providers.

An initial transition period of 18 months for all telecommunications service providers is
granted so as to accommodate advance planning of their network evolution and capital
expenditures.

In addition, the obligation to provide an interception capability on equipment deployed
during this transition period would be deferred until the end of the 18 month transition
period.

The transition period is designed to provide service providers with time to integrate
interception capability into new equipment and services.

Clear requirements in legislation and regulations will allow the intercept requirement to
be factored in during the design stage of any new technologies, avoiding today’s high
cost of having to retrofit solutions.

In instances where the police and CSIS require service providers to implement
interception capability within the 18 month transition period, the service providers will
be compensated.

In the area of capacity for multiple interceptions, the Government will provide
compensation where this threshold must be exceeded.

Furthermore, exemptions are available for two-year periods to permit flexibility to
respond to new technologies, and to protect innovation and industry competitiveness.

The requirements are designed to ensure specific equipment is not imposed on service
providers; they will be free to select the most cost efficient solution for their particular
networks based on their business practices.

This reflects the commitment of the Government to provide a shared response to a
shared problem.

Will you be compensating the telecommunications industry for implementing this
legistation?

Reasonable compensation will be provided to service providers for the specialized

telecommunications support they provide the police and CSIS in implementing

interceptions and providing subscriber information.
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e A reasonable amount would be paid for specialized telecommunications support
received by the police or CSIS for specialized technical interception assistance and for
“looking up” subscriber information.

e In asituation where the 18 month transition period must be accelerated to address
investigative needs, the Minister of Public Satety would provide reasonable
compensation to service providers for this capability.

e The proposed legislation would set out a fee schedule in regulations. Development of
these regulations is on-going.
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EXAMPLES

Below are examples of requests for subscriber information. In some instances, requests
were granted and helped investigations. In other instances, requests were denied and
investigations were hindered.

No. | Year Law DETAILS
Enforcement
Agency
Source
Sexual Exploitation of Children
1 2007- RCMP The National Child Exploitation Coordination Centre in
2008 {General) Ottawa reported that, based on information available at the
time, they were unsuccessful at obtaining subscriber
information from Internet Service Providers without a court
order 31.3% of the time in 2007 and 24.5% of the time in 2008.
2007 2008
Requests 482 335
- Refusal 19 (3.9%) 6 (1.8%)
- No reply 92 (19.1%) 46 (13.7%)
- No data available 40 (8.3%) 30 (9%) ,
2 2006 Toronto Police went to the home of a 35-year-old St. Thomas man and
Police arrested him for sexually abusing his four-year-old child live
Service on the Internet. Fourteen months later, he pled guilty to two

counts of sexual assault, three charges of making child
pornography, one count of possessing child pornography and
one count of distributing child pornography. The arrest of the
man came only hours after he used a webcam to expose his
daughter on the Internet. The sentencing judge said, “Words
cannot describe what is found in those pictures.” The
undercover officer who was chatting with the girl’s father did
not know who the man was or where he lived. All he had was
the man’s Internet Protocol address. To find out who the man
was, the officer asked the man’s Internet Service Provider
(ISP) for his name and address. Fortunately for this child, the
ISP [immediately] provided the information and a four year old
child was spared being sexually abused again.
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2006

RCMP

An international criminal investigation involved 78 Canadian
Internet Protocol (IP) addresses linked to the purchase of child
pornography. Requests for subscriber information were
submitted to the relevant Internet Service Providers (ISPs}) and
subscriber information was provided for 44 IP addresses. Cases
were sent to 16 jurisdictions (multiple suspects per jurisdiction)
and there were several arrests and charges for possession and
accessing. 18 suspects have not been identified since the ISPs
refused to provide subscriber information without a warrant.

Note: Prior to the end of 2007 the National Child Exploitation
Coordination Centre did not summarize all the reasons for non-
cooperation.

2008

Ottawa
Police
Service

American authorities alerted the Ottawa Police Service that an
internet user in its jurisdiction was trading in child
pornography. In Canada, the Internet Service Provider (ISP)
voluntarily gave the police the subscriber information related to
the Internet Protocol address. The police then obtained a
warrant to search the residence of an elderly couple for
evidence that someone at their address was downloading child
pornography. When police questioned the couple it became
apparent they had an unsecured wireless connection and,
without their knowledge, a criminal was surreptitiously using
their Internet service for the purposes of exchanging child
pornography online. Even though the perpetrator was not
caught, the ISPs’ cooperation in this investigation allowed the
police to identify the address where the incident occurred and
educate the residents about securing their wireless Internet
access.

Other Investigations and General Policing Duties

2009

Toronto
Police
Service

A representative of a popular children’s website notified the
police that a parent had posted messages threatening suicide
and planning to take their child with them. Through an online
“open source” search and a request for subscriber information,
the police quickly identified the parent’s location and
intervened. They found the parent alone without that child.
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2 2009 RCMP
(Alberta)

Ottawa RCMP Tech Crime & Interpol notified the RCMP in
Alberta of a threat made online to carry out a school shooting.
Police had the Internet Protocol address and the date and time
the threat was made and police requested that the Internet
Service Provider (ISP) provide the corresponding subscriber
information. The ISP refused to cooperate, saying there was no
urgency because the threat to carry out the shooting was 6 days
old. The following day (Friday before a long weekend) police
applied for a production order to compel the ISP to provide the
subscriber name and address information. By the time the
production order was issued by a Justice of the Peace, the ISP
contact had left for the weekend and the police had to wait an
extra three days before obtaining the information. When the
ISP complied with the production order, the police used that
information to obtain an additional warrant authorizing the
search of a residence. A young person was arrested and
remanded pending a mental health evaluation.

3 2009 RCMP
(Alberta)

An email was sent to a school, threatening to "shoot the school
up at 11:00". The threat was discovered at 9:00 AM by school
staff and police were called. There was a sender Internet
Protocol address identified on the ematl, but no other data
about the sender. It would have been impossible to obtain a
court order to try to identify the sender and take the appropriate
action to prevent the shooting in the short period of time
available. Police were preparing to implement safety measures
such as lockdown and police presence in the school. The
Internet Service Provider agreed that exigent circumstances
existed and provided the subscriber info verbally and without
demanding a warrant. Police were successful in identifying and
arresting the suspect at about 10:55 AM. Charges were laid

against the individual.
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2008

RCMP
(British
Columbia)

A person sent an anonymous email message to a University of
British Columbia employee threatening to kill numerous
people. Police were able to determine that the suspect used a
web based email account (GMAIL) to send the death threats,
but they needed the Internet Protocol (IP) address related to the
email to identify the computer the suspect had used. The only
way to identify the IP address in question was to get the
information from the email service provider in the United
States (California) because California was the only place where
it was housed. The RCMP asked the Federal Bureau of
Investigation (FBI) to obtain this information on its behalf from
GMAIL. As requested by the FBI, GMAIL provided the IP
address for the email sent on the date and time in question.

The RCMP investigators then obtained assistance from a
University of British Columbia Information Technology
employee who, given the IP address, was able to confirm the
computer used was a University of British Columbia computer
located in a "common area" where students were permitted to
use university computers. Police then used covert techniques
for the computer in the common area and were able to identify
the suspect when he returned to the same computer a few days
later and sent another threat. As soon as the suspect was
identified he was arrested and charged.

If GMAIL in California had required the FBI to obtain a
warrant before it disclosed the IP address of the University of
British Columbia computer — which is what some Internet
Service Providers require police to do in Canada — then the
RCMP would have had to initiate a Mutual Legal Assistance
Treaty (MLAT) process 1o have the FBI obtain a search
warrant for that IP address. A MLAT process would have
significantly delayed the investigation in Canada.

Non-Criminai
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2009

Competition
Bureau

In 2009 alone, the Competition Bureau had requested
subscriber information from a telecommunications service
provider (TSP) for about 100 telephone numbers. The
information provided has proved useful to help track down the
location of various telemarketing ‘boiler rooms’ and has been
used, along with other information, to obtain search warrants
for those ‘boiler rooms’. This Bill would require all TSPs,
including internet service providers, to provide this type of
information to Competition Bureau officers. Without this type
of information being provided by the TSPs, the Competition
Bureau would experience greater difficulties in identifying the
individuals responsible for certain deceptive emails or
websites, and therefore not be able to get search warrants or
production orders to investigate them and eventually shut them
down,
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“Page 2]

>>> Carole Routhier 1/20/2010 3:01 PM >>>
Good afternoon, '

Should you require additional information, please do not hesitate to contact me at 613-
993-1619.

Thank you.
Carole Routhier

Administrative Assistant
RCMP Technical Operations.

000258






000262




Processed under the provision of the Access {0 Information Act /Révisé envertu de la o1 sur I"aeces a 'mformation

000263




208~ 10—+

Sin Spelloe

' ‘ Utdor aatrtisa—ie
bleo b Qof Gunr 4 CACE  os (Toar antes

S Qaky et , 4o Do

. Reoaars, Qodfer C Acv,__gohu Mme.ﬁ.:—._—CQcm&
- T ,AM_M.@WJ«V»-:\L.‘K(:L_O\AM e "I Sp At

o QL rd*,,.phwu\ﬂa,MCACf'.Lh_MK

[

Ak @665 Al el o A By G gk aw\b“\?wi

%NM&AM g\(s‘,i“ J«\Q

000264



[(9/18/2009) Bernard Tremblay - Fwd: RE: Lawful Access Update Page 1j
P4 B . i B

From: Susan Alter

To: Pownall, Tom

Date: 9/17/2009 11:37 AM
Subject: Fwd: RE: 1

CC: Tremblay, Bernard
Hi Tom,

Thank you

Susan

>>> Susan Alter 9/17/2009 9:33 AM >>>
Thanks very much for this information Bernie. It is very helpful.

Susan

Susan Alter, Senior Counsel / |
Avocate-conseil
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RCMP Legal Services /
Services juridiques GRC
Department of Justice /
Ministere de la Justice
Ottawa, Canada K1A OR2
susan.alter@rcmp-grc.gec.ca

Hello Susan,

Bernie

>>>

From:
To:
Date:
Subject:

CC:
Hi Bernie,

Telephone /Télephone 613-990-9090
Facsimile /Télécopieur 613-990-2343
Government of Canada / Gouvernement du Canada

>>> Bernard Tremblay 9/16/2009 5:03 PM >>>

Susan Alter .
Tremblay, Bernard
9/16/2009 9:27 AM
Fwd: RE:

Bernstein, EIiSa; Konarski, Tom

Rt

La-lonorr Haceds& |
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i (9/21/2009) Bernard Tremblay - Re: Fwd. Faire suvre - Topics for Minister

From: Tom Konarski

To: Gaudreau, Mike

Date: 9/14/2009 10:44 AM

Subject: Re: Fwd: Faire suivre : Topics for Minister

CC: Bernstein, Elisa; Flynn, Mark; Tremblay, Bernard
Greetings Sir

Regards

Tom

>>> Elisa Bernstein 9/14/2009 9:46 AM >>>
email format -

thanks
Elisa

>>>

From: Mike Gaudreau _

To:Bernstein, Elisa; Pasin, Sergio; Sheppard, Scott
CC:rainville, Donna

Date: 9/14/2009 9:42 AM

Subject: Fwd: Faire suivre : Topics for Minister ;

for your info/attention.

pis provide me with your input prior to 1000 hrs tomorrow momning.

Mike

>>> TechOps_Tasking 9/14/2009 9:37 AM >>>
Good morning,

If you do have any topics we need the info (E-mail) by tomorrow.

Mario Desjourdy
Management Services

>>> Guylaine Duperre 09/14/09 8:5% am >>>
Good morning, :

The Minister's office has asked the RCMP to provide a list of possible topics for discussion for future briefings. The topics may

include issues that will require ministerial support, approval, or advance notification. The briefings are not specific to
bilats. ]

Please forward your proposed issues to my attention by COB Tuesday September 15, 2009. E-mail format is fine. I would
suggest you include a very brief description (1 or 2 lines) of your topic if it's not self-evident. Service line leader approval is
required (e-mail is sufficient). Nil replies greatly appreciated.

Should you have any questions, please do not hesitate to contact me at 993-4048.

Regards,
Guylaine

Guylaine Duperré

The final list of topics will be approved by the Commissioner and then be forwarded to Public Safety for furtherance to the Minister.
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Acting Director, Planning and Performance Management / Directrice mtenmalre, Planification et gestlon du rendement
Policing Support Services / Soutien aux services de police

(613) 993-4048

Fax: (613) 949-0935
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g9 COLUMBIA
“The Best Place on Barth- ;
| NEWS RELEASE
For Immediate Release Ministry of Attorney General
2009AG0008-000368 Ministry of Public Safety and Solicitor General
September 18, 2009

B.C. SUPPORTS CRIME-FIGHTING TECHNOLOGY AND PREVENTION

SASKATOON — British Columbia’s commitment to improved federal wiretap and lawful

access legislation was reaffirmed today by Attorney General Michael de Jong and Solicitor

General Kash Heed, as they joined the western justice ministers’ conference in Saskatoon to talk
".about innovative ways to both fight and prevent crime.

“We are optimistic federal changes announced earlier this year will contribute to reducing
illegal gang and gun activities on B.C. streets,” said de Jong. “We will continue to press Ottawa
to strengthen the Criminal Code and other legislation to deter serious and violent street crime,
and provide the Crown with the evidence needed to bring violent gang members to justice.”

“We believe that in order to stay ahead of criminal ¢lements, we require amended
legislation that recognizes the use of new technologies. such as cellphones and the Internet,”
de Jong said.

Another item on the agenda at the meeting was a presentation on gang prevention for
parents and an overview discussion of the root causes of crime in communities, with a focus on
promising approaches jurisdictions are taking.

“Here in B.C., we’ve done a lot of work on combating guns and gangs by emphasizing
intelligence-led, integrated policing,” said Heed. “At the same time, we need a balanced
approach, and that means not only being tough on gang members, but being equally tough on the
social conditions that breed them so we can prevent young people from joining gangs in the first
place.”

B.C. is urging the adoption of federal bills C-46, the Investigative Powers for the 21st
Century Act, and C-47, the Technical Assistance for Law Enforcement in the 21st Century Act.
The legislation would clarify the law regarding police authority to investigate criminals who are
using current technologies to conduct their unlawful activities. The legislation is expected to be
useful in investigations into Internet crime, cyber-stalking, child pornography, organized crime,
white-collar crime and national security breaches. '

The bills, introduced in the House of Commons in June; are also aimed at ensuring
wireless, Internet and other telecommunications companies have the capability to intercept
electronic communications'and; as a result, are able'to comply with court orders fo provide ? 7 7

{ subscriber data for criminal : mvestlgatlons

o

-more- ) }
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B.C.’s ministers participated in the Sept. 18 wnferénce using virtual technology.
Both de Jong and Heed opted to attend the sessions via video conference, reducing their
carbon footprint and saving the Province an estimated $5,QOO in direct travel costs.

-30-
Contact: Shawn Robins Karen Johnston
‘ Communications Director Communications Director
Ministry of Attomey General Ministry of Public Safety and Solicitor
250 387-4965 ' General

250 356-1196

For more information on government services or to subscribe to the Province’s news feeds using
RSS, visit the Province’s website at www.gov.bc.ca.
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1(9/17/2009) Bernard Tremblay - Fwd: RE

From: Susan Alter

To: Tremblay, Bernard
Date: 9/17/2009 9:33 AM
Subject: Fwd: RE:

CC: Konarski, Tom

Thanks very much for this information Bernie. It is very helpful.

Susan

Susan Alter, Senior Counsel /
Avocate-conseil ,

RCMP Legal Services /-

Services juridiques GRC

Department of Justice /

Ministére de la Justice

Ottawa, Canada K1A OR2
susan.alter@rcmp-grc.gc.ca

Telephone /Téléphone 613-990-9090
Facsimile /Télécopieur 613-990-2343
Government of Canada / Gouvernement du Canada
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>>> Bernard Tremblay 9/16/2009 5:03 PM >>>
Hello Susan,

Bernie
>>>
From: Susan Alter
To: Tremblay, Bernard
Date: 9/16/2009 9:27 AM
Subject: Fwd: RE:
Cc: Bernstein, Elisa; Konarski, Tom

Hi Bernie,

Susan
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From: Susan Alter

To: , Konarski, Tom

Date: 9/16/2009 9:19 AM

Subject: - Re: Fwd: online tool for reporting CNA request data
CC: Tremblay, Bernard

Tom,

FYI | am attending a meeting Friday pm with the head of Legal at Sr Deputy Sweeney's
office to discuss the strategy for Lawful Access and the Privacy Commissioner's
concerns.

| don't know whether SpeC|aI "I" or Tech Crime (Tom Pownall) are involved in the Frlday
afternoon meeting; however, | think’ |t ‘would be very helpful if Special "I". and-National.

Communications.Services. coul_d meet before Friday afternoon to-have.a-plan.ready. for )
""thé tool and for il the "CNA_examples document reléase too.

Bernie ... | am going to call you to discuss this matter further.

Susan

>>> Brigitte Mineault 9/16/2009 8:14 AM >>>

Jim is back in the office tomorrow so let us know when you want us to come over. We'll
bring a comms outline as a draft.

Thanks!

Brigitte Mineault

Communications Team Lead, Pollcmg Support Services/Chef d'équipe en
Communlcatlons Soutien aux Services de Police

National Communications Servnces /Serwces Nat|onaux de Communlcatlon
RCMP/GRC

Tel: 613-949-0285
Cell: 613-298-9264

>>> Tom Konarski 9/156/2009 4:54 PM >>>
Hi Bernie

I haven't had a chance to set up a meeting with RCMP Comms. Could you?
Please and thanks

Tom
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