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' to assess the extent to which CsEprotected theprivacy of C.anadians in assisting
CSIS with s. 16 activitiçs.

IV' SCOPE

In additio4 to acquiringdetailed knowiçdeç abour CSE aotivities in pfovidìng assistance
to CSIS with warranted s. 16 aofivities,.thp Crmmissioner's ofEçe examinsd:

I the,leglslativ,e and polioy framework,¡rndet whiulr 08-Ë p.rovidçs assistancc úo eSiS;

i policy andgl¡idance, Inoluding the MoUt between,CSE,and GSIS for,s. 16 co-
operation;,

. whether CsErs targeting cOìlecion ar¡d:q$sopiated,actiy.itiç$,werÊisonlistept with
the'rqqrlesgft¡t asgst ftofr4 Cgl$.:å[d,æ¡ociatEd W,ar,r,ants anil ¡àurho¡itiçs;:

. æssçìaledfeçhno-!9gy,¡ flatab¡ses and systems used by CI.SE¡,

. a,sample of comr-runlcations,collecled and shared and the rssultqnt Fl and
teporting;

thç çxteqt tB.Wliiphlec.h*qlosy wæ çsp-d arrd other effo{.S were sþþlied to p'röteql.
fto privæ1r of Gatla(li.a¡u¡ and.

CSE activities iil i:esponse to ptevlous associgted findings,andreçqinmondatignslof
Comtriesioners.

.V. 
CRTTßRIA

iÏ"ffi:ï;îiî':;Ç$F,tsoenductitsaoiÍriiäeiiinapcprtraræ ${rb:trre,vDr,'he
Cangdlan Charter of,Riglitl andFraedoms;thio Prtvacl¡ Act;the G¡¡m¡ntit Co¿le,ândany
.other relpvant legislqtion sr authorities, and in,accor.da¡ree with Justice eanada leeai
:Èdvide

B) Mjni¡dBrjal RçquiÍp.mohtr

The0ommígsisno¡exp.esl$ÇS.Ëto',ççnduat ik aoü,vjfip¡ ur acep,r{¿¡¡g,ç }yith.nilrísiêrial
difêstion and tofollow'all,Èequ¡ieûièntri'ãnd.[funiüitiüirs sptôut in suoh,dîtectitin.
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s.16(1)(a)
tröha-

€). Poliiiæ anü Procql¡nc¡

îhe Opmrri,iççlonç¡ e.4pects CS€:

i) ts estâblish app.r-op{ate policies ar-rd FrQsdt¡rþs Éo gsidê íts.aciivítieq ånq to
prl)yide sgffiiiient'diieçiiqn on lègal antl mirristerial reqüireúrents, inclutling the
protecttôu af the piracy of ð¿naitibns;,

,ii¡ fo ôßufo itÉ øn¡Íoyoes are lrnowledgøbie about iaad cornpiy'u,ithpolioier anú
pro,ædur'es; a{.rd

:fíi) to r¡¡aitrfa¡in tlie integ¡it¡ ofoBerational activiþ,by applyt$g'an effectflye
co,mpfiæce valittafión,ûsúev',o, rk to its acfivities, i¡oludi¡g iappto,Ì¡riately

rieaduriting:ñr impoi'tarÍt declsions,arðinforrrratÍonrelaüng{oco.gplia¡¡ce andthe
proúection of {hepri,væy of e-a¡tadirÍns,

'vr. n/fgT[topox,ocY

In ñove¡nbor 20.I3¡ $SÐ,providèd a:cor'npnehonsive'¡ivsr,view br'te,{ihg,;çn,r'ts,æsisJp¡rçe.19

CSIS r¡nder s, 1S wÊrrantsand¡elated aotivilios, Thþ CorÈlmis$io¡çf,s,oftoe-'çxamiiied
haitt c¡py and decfionic .recofdsr coffespÒddence'aüd ottier doournentaiion¡nlevartt to
eSEis,asçistanceto OSIS,oû's,,16 wBnants arid.,related astivitia$. tnciudÍng thç w.affi$t$
themsdVç¡¡,CËS.pÈlic.tss,and'prBceûr¡es, andl-çgp!adviæ. war,tants issued atid

'c:tþircd bEæseen Febnrar-y ä0i I andrOctobe¡ 2013 wero oraminçd; Á oample
wa$âFtsir1,t?rtlchoien, bgtlç¡gbjæt;ofiqdçþ.thrcyiewi:and' t-gpfesenfeda

lÉvterrit i#'önly têchmiëäl åssietancriby CSË.to CSIS'I

The,Cor¡Urissioner'$ Offigo exmi¡rçd all¡rçofds;and tlooutrieiit¿tion aridthort dÍscussed
theût uâth,C.SE druir¡g,¡¡¡orvf*ws :and b-tíEfi ngs,,ãnd e.SE p. rovided answcts: tç an
ex.tþ,neiveñw¡lþto-f ï¡nittçngrtPs.{o.ltq,.

Thç Op$sríssi.s¡er.æltÉsseil Ç$Elq qsgis!çqçe pnÉ æ.tÍvities,qsûü$t the É'ritoria dn4
arri.vcd E eom.li¡siops,rÈeBóctinS.thp,o'bjçCtivet. Thisrepoiti$Îhe ouh¡ome. Artf¡exrA,
cort¿ins t¡ûe rcraçw findingp and ¡eponruendâÈonsflrd Asne¡r B' liðts :tlre inWielryçss fÖ-r

ÍlÉi$.1þviëS,

A-2016-0010'tÃoo22



s.15(1) - DEF

..5 *
roP EdRETI/$/I 7.CEO

vII. Brëf(GROUs{D

.Changes lq thç iAppr.o¡al Proress

$e¡ction lóof the t$/.slcnexplicitly vcsts auiloriúy for.the initiatio-n of;s. l,6ractivjties
witlù the Ministers of Foreign ,4,ffairs,,arrdihtational De nep;,Í¿iuclling a s, 1 d: c¡potatiori
rsquirøs a personål reguest for æsistanee fto¡n.tt¡e initigt¡ng øinistm (umo *onmonly
the M-inister of Fo¡eign Atr-airs qr, on ocçasion, the Minister ofNationpl Defþnce) and: thç
þe,ryOnr{ written con$ent oftk, Mtuiistor of Public"safe'ty. Shotrld,the s, 16 operation ôSÍ$
wjsti¡sõ to Uûdertake. require a wa¡r&nt fip.rn:therFedçral ô.Ourt,'the N,Íiniste¡,oi pub[p
$afPtyqUsf,gç4ptco.qs6rit'and 4ppfovè thþ appllcation bcfore 6S-l'3 subnits ttto,the.
Feôé¡âI,€otrrt¡

l &Af atíd'exiy2008the Friivy Sountril CIffïco (PGCI) lod.interdep4rtmental discusçis¡s
dated to changes in,how"the s, l$,process woflted within the ,SecwÍty and Intelligence
Conriruni¡y (S&I), Óne:of the changeô madewâs the elirnirrationof,the 1987 Trii
,Minlsreria-l MdU, forodlllr titlçd,Itlemorønd.rwaf'lünder,ttønding4lgeeÍion t.6-oÍthe
CSIS,Áét.

Tbe,C.ommis¡lpne¡tflrofficè was,p¡,cvided with:dg.çi$çffiâ.tioir çnJêrruqry !,4,20L4, -

wtriõh outllrièd the changos made to the approval.prÒcess fot the cotlesiiån ofnl un¿cr
s. 16 s-f'tltç,C,9lSlcl; qþich wæ .approled:on .{Bgust 15; 20-07, by tho,De,puty Miûistef$
Intelligeå. ce çub-Group;'Iricluded with this doct¡mentatiop fvr¡s,a Öopy o,f alettcr
(undated) s.igned bythe ihen Minisrers of Public Safety,lrlattonal D-efcnos;and fiorcign
Af-f.qim'outliqlge,the clangry to tbEs, t6ap.proval pfoce$$, anrl amç'qoraadutn iudicatir¡g
thatthernattçr was leviewed by the Frime Minister on,Mæchã7, 200$.

P,r¡Qr tö fue changes,rir¡$temcnted"iäå001*2008, the sigrrtures'of tfue.rnirüsreï,s,of
Natío.ual Defence and Forcigp Affair,s ws're þoth requir-cd,on qny tç.quô$t'beine puti
fortv'ard.to the tv[tni$tst oj'Fublíe SqfeW. In ådditiou. the prevl'bus Êrocss¡ did no't requtue
approved and uxplicit ortúor{a agaihst which the raiue ofrhe çollegtÍo¡ was agçessed. The.
Iþtte¡'s-igned by'ths Brevious i¡inistefb.to the P,rime Miniqterl$t¿lt6d r¡ÊL "Thete4niiefr.refll
fof.two'sþaftres¡ the increased serufuny ofthe F'deral Qourt¡aud the absence of
app-roved.qnd'pxpliçít cr¡teria agaiiæt whioh,fhe value,qfcoj.leption is assessèd,.hav,e
øntibuted to åiJurnbersomè, Ínfloxiþte ând longthy prooesb,ü3

ïle ptp'cæs,crtrerulfl ih plaæ rnçlUden,üe follirwirig!

1" $tpticftÇfuit¡per l¡¡kedtq govefwþnf aB!¡ovd urtsJligcnçe,þÌiofities,,egainst
wlilch poæntial targçts,are,assessed;,

t sec¡rlç O.q¡mom ddràih o¡ ttrl3:gfpupi

159¿.lo ttalilqfrllinigrg pitroú.br.urc¡¡¡¡iriqters orrqçtgl 4ftin, n*anål psrenc¿'priFuÞ¡o seri*v, UndÍ*od,þp¡:ttqqp'
rÍBçlrË¿lrò û$úm0r¡ndurn.d¡rd Jútlì13,2008, no¡i,pco ttrafiñdí¿dtt{it¡átgÎçî,rvít ravloiìí-eíbjUrcniiiÉ M,itstdtitlr.trertlr aZ,
200Ei:
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2, ûtçrsigtt: a:pef.-¡rtsneni coürmi{twstr,usturo;,upîÕ:the dppuWhgd levgLtcviews-
¿lt reg¡iègt$ 'aga¡ífi.t,.ôritpria al.td ifrteltig6$cç, priorities qrl' âÍ ongoiirg basis;

3. Renoval of Concurre¡çe; only therequestingminist.e-r-(oither Fii¡eíg¡ {fairsor
Naúonal Defenee).wilt sign,ttre letær to tlte Minisúer of Public Safotyseeking
CsIs'asÞi$tanqÊ t¡ûd€r $, 16 of the ÇSJ,s7cf. Both wlll b,-e co,pied onan reqqests
(gp. w-i[ Íhe Natiotþl Seðurí{y Adv,isor) for i¡tfotirlâtiqn p, ttrposbb.

CS$!s ge¡rín lhe Proçe¡s

CSËhæ a¡cprcsentativ¡:on eagh of:the ço.4rT¡ifteg.s re,l4ted.t 1,the s' 16 proc¡ss. These

eo itteosrtþeir reprsse.tltatiérr arid ârnctioirs arê brokendiiu¡r ¿s follows:*

Þ.êpurvlvllnßtql.slhtolligencç.i$qrygr,ôupi

o, compriEeg,rhe Nadpn¿l:seourity Advisor(ChaiÐ,Dçp,4$uent of Fórp'iep;4,ffafus

,and Trade Dovelopnient (DFATD), De,paiffioat of Natlonal Defence (DND),
CSF, CSE, Priy¡r CowrçÍl Office/ßes¡rity apd Inte]ligenoe DÌrço.tQratÊ

(PAO/S&I), Publio Safoty, Ju$ïce Cairada, and thê'Royal Canadian Mouiited
policgl,and

.- receivee tegulæ uptlates from tho AssistanùDopufy Mi¡ister (A[ü4).Co-ileetions

çorngittee,and rcVjews taigçtlis} on aU ongqing þæip in ür.e"ponþtit éf broad6r,

intplligençç priorlties:.

.{Dlvl Cplitwdons,Golnsiittêe:: '

', cosrp.npÞs:P,C.o/,S&I'€,ltqiç Þ"ffAfÐ; D}lJÞ,1e.$IF¡CSE and Fublia Sqf,s*t ã44

. ar¡,thp:rizcs,re{uçsfg,f,e5new p¡'rpnpwçd tårgÞ.t$ Þ-æed o¡¡epa{¡.nèridatlons ôf the

managçËentrççmiri,ittee - êgreèäiêrtt:higgerq thg erchan$ç oflstt¿rs be¿iueen

gtiuiste¡s;

Dìrector Oeneral @G) ivfanagetnent êorn¡ioitteoi:

. cornprisesPGOlS&I Chäir¡ p¡eÐ DND;,ÉSffi, CSË ând pubtic Safety; arid

rçïjêw$ r.gbomncir&i.fiétri ofréquiremenrs coirrrnittoe agaìnst priorÌties a:nd

c¡iteti¿. + ,

Co'uüniheel

'.': óo,mp1t$esÞS'ATD, GSIS ard.ëSE¡

l'F¡rrco$,ch¡¡rgo itþeument agWniiedlbl¿igr.{ig¡rd bJ tf¡e¡t,mäiiqq6 óffoß.ig¡''ÂftiràÑniionA Dotånæ andlPriÞiìcSafe$

A-2016{0101-4,0024
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Regu{reurpnas Oommitteei: .

| ôÕûrprisegPdô/S&f,Chair, þFATÐ" Þ-NDiÞêo, CSÍS, CSE;

. Èlgees on, spêcifir rcquiremerrts'.for proposed new and /or ¡enewed targets,
ioah¡ding the revie¡v of rationale againgtprioritiçs;

refi nes taskiag for co"llsctors; and

., eÏ/ãiui¡tcs thç våLue of infor.ñationcollected"

Those personnel.reqþnsible fo¡ DFATD andOSIS devdlop as individual rationalq'fo¡
çac¡,war$rit ap¡licatiOn identt&ing the requiiemeni â¡rd lntbnded cöllecJloh plann to
u¡tiich CSÞ conüibutes'bf provrding a detäiled FeæÍbility of Collection otitline of the
operational capabíiities for DFATD, C8I$ and the Courr.ne consideration, This outlhe
inçludgsi

i.: thc,¡atipnalçito-r thg wqrral.tj

tlre tergçl o.vervipu¿;

forcign,inteltigçnse (Fl):rçquirçmëntÊ øgainrt the'dar,got¡

fiid i

:iirclUded.iri,'.tlie w¿¡itant. éSE verifiógffi¿¡:i1 ¡as

: :i8"4 _subg'eup ofthc,ÐG.Ma¡tageÛicnt epurrnlÍee; arrd

i ve¡i,fyi[Bi
receiv.ed ûom CSI$, vûiçå remains uürmately' responeiÞJe, &r

tpervienr

At ther;Go¡trqt$sionei's offico leques't, CSts advlsèd thaf fbr speciftc warrâhrß,
being'revieïr'edîn dotail,,withþ &eÞ-ircctoratp Gçne¡alof$t0ûiilT hUElligcnce (D,GI),
theni aæ ,æeaS thât.h'üi".dlgwoirl<'rsigtetl to s, 1.6 ïvànáñts, T,he rÚtes and
res.ponsibilities rciatorito,eacfr of.the areag are simitar,wittr
rcSpect tþ iæ;supp-ort üó e$IS't¡bdtr.s. 16..6 Eactr area rèview$.the watrants,.co'nfitrqetho
oontiiued t¿ifget assosiû't¡þrir aruilyzes tralffici pfepârÊs r€potb,-refines.,roguiicfnÊnts,

1PÈuils 
qiÇ[B's rotc fn úe $, íg 

"rmn¡¡,rq.ar¡ 
c¡n ¡e:ôunÈ ia'Ofçq-i, prqqeA,îe¡ Retqrel tq'thq:Seaøn'l6.prøg¡an tl

Fcbruàry 2009i
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I iop '$EeRET//$v/ ttÇþþ, s.r6(r)(a)
I

Il
I ¡! '-'ti !f t _! ll t!t,- t f¡..'dil i!!r: -'ri _,! 

!l¡ùrtt'-ùilf '!!i¡.!!r!! !! !r!r tri ì | !: ! !! 
-t-'.'--rît'ffi]

f ttrot¡ghfeç.db.aÈkreceíved.fuq*,cJiqt(s)ånd.dç.targëü$:$çl'ac,tb#,'o er$ifåffsüof.qr¡äi&nü
o¡asiliË Èdbyg$Is¡

The srea-þa+ü€ñ
rglates tb bötb pñfi$ þ) ,æid : (c) ofcsE's rn¿rndate, any ropo*ti,ng it nompites is:

ild.fqcusEdon,

fnacCirrdæcewi,thQñafüno.nf .øf .GÊ4ad+itrtëÏigshco;prfi oritleÈ*
,'foct¡sÞs,Off 

t

These púorities, rclao to.afpgcts of trupb ofüe $ , l6rwarrnnts S$Ë,handlç¡1dudng.tfuc
¡cvicrr'-p.oúod,.

üfsû¡ii*ir¡dth,$p.s. ló,progÑaur¡ 
¿il'disseaaiv{ry'

'Ip'SqnÈ$l,
I

ttn,main-fowÊ..ofiç* *n* *,
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'Iþlg'$eoürtn foousé.* gt:,

''':Hiiis.sostion foeusetl on

rønnted++çt&teùgë

$,þ.åÞL ür¡s1çÉrfË¡iûdd,biilfu,

&'#'#,'l ll¡n a$aRti q,$t'in$q,Égd tEât
äs$iÈtån&trto'.flio,s. $t u¡nrr¿rut for,
6$I *rryuest.fqrfsaf r¡i4fl æpj¡isülþ-

'wåfralfr. as :dliill rùåtütÍrf :srr.f, Fl

'gçpergf ,:o¡sraseiu*l

rhis,reguestfor.t*hniøl"assii'tance lnv-o.lvcs fsEp¡eÏÍdtggp.rsccssjng'
,{þpfyp.tíes fÕ¡ a Ep$Ìfiþ' .. !þ.1mêSe; ülêìFaffiË lsdldlþ: ähd ø dlsotosç- fto .rö$ürç of
Éæproæsr*ing,ordecry¡rtion'toCfils*'1he: worlrs,wltþ

. Ìþþrflgr.s.int¿all,
,rldf ê, lèiû¡ü iri .dflbli,

11çtçßyjsrc{tn¡lcîdli

A-2016,00101-40027
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s.16(1)(a)

s.16(1)(b)
ícEo

the CSn S!$lport tÒ l,,aqúr¡ Aceess ($La¡,66otoinator to prqpåre a¡ g,p9rq{oqa}pl*itl r.hat

is rcv,iewedláqnuall:y by legal services.arid seniormâriggpnent ât CSÉ':Tipicallyl onoe

.ttre cpeffi iotlat $lan is approved,

CSIS.

persorurel exAmUrç and irnalpertlU m fiaftr HL¿nd C-Sf$ is responeible'for ths,

disscmiuation of any'resulting ihtellig.ttos,

.D¡t¡bases å-üd Cöüptrter Systens

ürd¡nåndge CSBs,o¡erational çtr1m.Or.tto CStrS, u¡dertlre.a.utho¡þof wqr.rssts iszu.ed

pursuant h s. 16 oJthe C$/Slcr. is rnanagod fll{Tant¿ined 'by CSE's
continues to be CSE's system of.:reco¡d for a[

inforPnatio¡tecejved'fi om

Sy¡tgm

CS-Ehrfschedits

.€sls,

ThE,

sygtþEr in Sebnra$ t99$ Thi$s.Y$erni$lusedto tte¡¡rdo tacli

databa$e, rcçords wår,rå$t dËtails'such,æ

CSF provided üe eornmÍSeioner;s õffiee,r,füh a: derttonshatiou of ths syçtsm,,

We oþsç.rve.d úffiuentsJemçufc,eftl¡e da,lsba¡g,p4dhorv'Ç"SE pdTdiçls rEsp¡npÍbl¡û:fÖ¡{ts

adminisFationand menageräenJ could make addittbns.of'fÀôdifications to fho:iqfærnation
held,on aii,s, 16' dal-ab,ase,o,analço.þs..aeôçs#edÞ¡thoi¡ç CSg

çnflayee$.fÞ$p.gtlsibtç fg.r prodr¡pin-g'rvdtlÞn itrttrliigonseqorfs fiorn tlrÉ s, 16 wátrântoü
tn¿ffic. Aecese ls eontroltiö,by userrascoss æcounts and is,in¡eadronfy ftma.t f,o,r

analylte. Angly-'$ts,eiql'1 only r¡cccsgit-rf-çfgratioslhF! diieotly tglates to tho targét thêJ æe

workt¡rg,Õn.

O$E provtded the Comtüs¡ìbqe¡?s ofrce with a ßa$rple of þut differcht,moÉths of
rrpor*.whictr li#all thc r€Jaþd tç,s; Lf,wa$rgtibi Dt{í{â tbe

dÊponstationoftþe $ystc-thttrerCqntmissióher's,offiçoændomly,choso; from the üêpötfs provided for war¡ants to seç,the dêtâils eoRcerning eac.h

:o¡æ'rwe'ryeresdvi$*d'W:'ih9' 
$Je wele arso,advisèd.that

areno:vor uscd-|

A-2016{0101 -{0028
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s.l5(1) - lA

s.16(r)(a)

s.16(1)(b)

8þcç previgus reviews of CSË?s supl'ort.to CSIS under s. 16 werè Õonductsd before ths
c_rêation or'ímplernèntatípn of some dalaþasê$, we rcquested thât CSE provide a
d,ernonsha¡¡rt rt - 

" 
tool used by analysts to

view and m¿rk stöt'èdl tr¿ffic forrns pf qafiie collected
unde¡ section 16 warrant$) in the rtris attowø
the Cornmissionef's office to:obtäin:abetter uflderstanding of.the systems,used by CS-E
analyss when wo¡king.on s, [6 activities, and ro verify iniotmatioù provid€d by:bs.E:

Fçr thepuroose of tläs itemonstration, we viewed trafüc intercepted,undç,¡tlie
wqr¡qrt, which.wæ:r"elatÊd fö onp EpR p,¡otlucç{ durirtg the rwiew $eriod. eSE

{gionstøed tlioothor fo.r,rfis,of'traffic tlraÉ r.elate fo its ortnentlwark n¡ ttte, wqrrrqnt.
OSE.p¡ovidsd sç¡çsRg,hot$, aamri re¡atø:ùb,thg:w$û,åbt.

For s. l6+ictivities, all daPis segregated by itsolassifiçafion,and.,tþe analy-st/usçr is only
pp¡mltted rlccsss to wfuttheor.she hæ $Fgpífic eløqange to Êee. Tïr$ is Côntrolled by the

regulatçd and monit-ored t!¡¡ough:app_fopriàtÞ pglÍciesipniceaures'rnnålvarious teieis of
Õtirtpliance rnonitorirrgaotiv,itÍes. lt¡ithinthe sy-$tem ítself¡ all s. l6.fueffiç canbe retainc.d

matked fs;,relcntio¡r',in ¿ictrnrdaneêwith þ¡oirerpolîoy.p a,muto* ur,i*11ffi.*1H*åt*,
'Ths ir¡&rrnatiou rçsçjyçd

$d.gr a w4üd$I'tu4iritâiùs'all thedêf+îls of thç statr¡g Ofttiat w.arrarit, wnicn is'.not
dispJayedto the uscr.

.{l1,regtlars 1,6 uäffio

SSE section t6"contar¡titlrat ip asqp¡sed rô hrivê fotèi€a,iritelllgeree,valu¿ is,tþtâinÉd,if 
.

rrækçcl fo¡,reteÉtio¡ ot used.,in eB,'Bh¿ p,{oduct Rçpart (9,p,&) by.,e0::S¡l4lyst, .Tf.Affic. ihâf
has,qg foreígq'inteltige¡ce valtre iå noiret"ino,¿. ffthgre aré
arrÏ' other Sour"es of hsffto

!¡Srüdy.triþl¡itrd,tg.I'df¡f 
ç,-rørof Ntäøai [râfenca lang¡y rq1f,t.4,
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s.15(1) - DEF

s.l5(1) - rA

s.16(1Xa)

s.16(1Xb)

.12"
TOPSFCRFT//ST// TcFO

'¿¡n SL,A r,eqwst is

reon{iletedi:¿urd Euhrnltted'to ths Ðí!Çalor ü.e¡elal.'Sl,Gb{T P¡o':graus tÞGp¡ çûCSg'zu
'rðn,ordirlagod'

llnp¡*r¡ quüUìqn'{,Þ;'q¡¡cd á$ii 142!t{:*'reJ¡-otìbërsçsFed'fio.ûtS:.E't.trlilAt¡gu*Anl4'fl'. ' rclirlingìo.Sre rtrrr-útwA¡,eiupp!þdt8€SEph hror¡gttbdr5,20r4-'

In adilltion"we wsrç adviscd that there q$larùrnbe¡of oThe¡ CsE sySttp]o that 
ma¿

also be used whon providing assistance to s. t6 activitìes;.Ihesoåre listed inAnnex C

with :¿. Bhor,t deesriþtiOU of each,.

Thit:qçtiviüCs q+dpilaken'æe in æcqrdaflce w¡thtfie yarious s. tr6'v',qri?dnts

authorized by the'Fed.eral :eor¡rc'

eSts advised thæ thdre,usrao{cêEl opinionr ditectl}' ¡el¿tod.for

operatlon$., lbpsc 'op-ç.rationp arc imdsrtakou,bæed,.9"ri spçeific autho$iti$ tgntåiþ.Êal i'Ê thç

fä¿¿rat COWw . ãms,and G$Ërs lsgal depatttrent.would have bæn uonsulæil only if
.rië14rrârtivitiçs wereb-e-iqg contemplated that did not.olea¡ly fall rvithÍn the auiborities

,graltçöro,GSfS¡,

A-201640101 -{0030



s.15(1)- DEF

i ll-. 
s'16(1)(a)

ToP sËeRÉTr Vl {/m0 s'16(1xb)

ln,4pril201f, eü,emÊil ûom,CSß,lto e$E advisedthstit\ryasþrëpæingsèpaùate..S,I;A
re4uests for openations üat'rclated'to'the warrqrits CSÞ aovers on b,ehalf
of CSIS. CSElsD.Gp SLAcõo¡din¿torconsutip¿ *i*rtne Ði¡octor.SÏONT P¡oeËams,
Rçqutwme.nts- (SFRI s¡-to,wået{rgr:

InJune 2011, CSE,ailg CSIS nret to discuss the proeêss fot o¡ertÍtionÈ and an
ertail from DirEotor SIR reafllirmed.andagreed'tn"tt i" o.peratío¡srwhere C-$n
is already províding æsishnce to GSI,S under a warrant för ttre specific targeT, GSIS doeÉ
hot necd to submit separate rsguêsts to CSE fo¡ assistance.

In OÖtober 20I l, CSE identifiçd the need to -ff¡nhsr forinali-ze process and
therebre orgutir*d amqotinglbetu'eeq CSE.areas Ínvolved iu'tlrese.o"pe.rations. The
'topjcg dis$¡ssed, duringth$ Lbeeling ïr¡ëre::

. imp.rov$d oor$mUüipatianbEtweênagena-ies;

. ole.arly aúic.ulatedprts¡{tíes from C.$JS;

t establishment of deadlínes for no¡*¡¡gent sit-uations;

r; lil.xiøtions oisupp-on in sonre instttnces;

.'1 croarlon of ø utrecldist.to intplement some of'the above; and

,r tiettcf undeqstâriCisgefr þpeütions,u'ithin CSE
o¡orational a*oæ,

Sln¿o.Nt¡vembpr O0i:ir the procôsð {}ryâs. finther,rcfr üsdlbf

ó' igrþtov¡Itg,cppnqnicadorrs.È0m,$StrS.To piovidè advpnçe Wfisi,tig whOnfoasitilø,

.:' p¡.6-vifitl$,ru0reþ3çltgroun¿ l¡fp¡mqtio.û'b.v eSlS'rw-heir &asit!êi

,.. e-søbliphinÊa rhptisre-speoredbyCsfswhen
feasible;

.r lïrltitinÉg$I$ t€$reç6for Bûpgófi to urgentsitËqtionc;

. fp.ç¡rsiiagoû

.' increasihg the inqlnal venirrgperfofnrêd bef{,veen,operælonal aiferf5.tÒ. :ieúâbl€' praper
considqqÉon of the imptiçæions .of requeSts qnd ;resource' lîuütatiens

A-2016.00101-{0031



' 14.
:röp sncnpllrsv¡

s.15(1) - DEF

s.16(1)(a)

s.16(r Xb)
//cEo

targets are.ço¡duçted:.updorB'art (c) pf CS'Ëi¡.fnaúdatèin conj,Uûçtion 1'vifrt.4's1 16
wanarit, C$Ol.2-2r6indiqates that CSE, may submit

The ùa¡gctofa operqtion çan range &om,

;copied, Qn flie ,r.çqüest to dgtaimil,è. féasíbility ar¡d oustofircr .intetest,

Cdlection lVtçf ho dp, Usgd

CSË visedthatthebulkoJ

i

It eSE analytíc suppojt.may dlenrt¡ whed'¡çeuita4to.dslS colleciion ¡nçttrodf
z0'êstsuwoi ti Qþrraa*s*'ruii^aty I,atit t , oaober;út,'àôßrðà&fJtm¿. 19i 2014.

come$ fr,sgr

In edditiitni CSp p'rovíded; süppoÍt during'the perioddrevlew rlsÍng
collectio-nmethods: t,

1o-g*0,t4.¿-¡t¿¡ø¿¡1, ,a-ll7^?(rt9.

G$Ëaesisuprçs fo çSIñr'diuisgì
aruilytrø snd tingui¡tiolæsista¡rce \uhenrequired,'"'C8ls' ri{äT.¡ in fheoiy¡ üneiqqy
coilection method at its dieposal to,execìrte a 'war-ranq subject,to aqy limítatio¡s. impoood

þv:tawinthepcrrfouúæaeorit$.duties.If tr$l*ffifj;ffi *Hlff iffi ñïin-ff,
and si 2,1 pfthç C,Slslc4'OSE m¿y,¡rrovide æslslqnce r¡síngnæy cqp¿tihw æ its
iljiRotal; but thg assislrincè'pjoryido(t is subject'to ah), lifiritåtionsimposed b,y law on

csß.

GsE,p¡ovided-ç chrrt ofrill opêrntionstbal wsre'leq¡resiad, Awiag,tbo:pet'ig{
¡¡ndpr reriow,?oiApppJding.tô ûq,ohgfà tlierç we.rp a total of

with csE.
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s.15(1) - DEF

s.15(1) - tA

.15 . s.16(l)(a)

T'Op.Sncngr//syl //cEei s.16(r)(b)

bpetatíon$:duingtho:poriod of.revfpw. aancellqd,
wasreceivedby,CSË, and beöause,of shortnötice. Undertho

wanpqti

-1flè;requeÉtitd.and fcpei'vçd çtßrnplÊ.$rof rqql¡eçt foruis and ooiresBondingI 
Ètlinr-riâr.y.fontls ¿issociateö with.:

- ùndsrtakn"u f-or¡he w¿r-r,qnrpeiipdFrþbtugry l3,i AOIZtb,Fttb{,uåf,y lZ,A}Lg,

Ilie operations qndsrfåkçfl rçl4tcd ta tbÉ rvâr,ranf.andre*rltçdíh CSE doermentation pnrvitled during theperiod:urider rcview:inäiôated that
xeporting for these ^ 

was only poJiar¿i".CSll

The:ig{udstforrrs, om GSf$ tlebiled; '

' wafrdht authority;

.' dats,ofraqu,e,3

,al

.ó.

I

'q

' 
:*, Ð.ÞATP, iptelli gçit¡;p :r,egr¡iiEl4trrtS .fó b,ô mü;

r ¡.sgre-stþf .e8Ë æ.sis¡4ng1e; 
.npd

. urgençy.qf,pt-o,c.e.qsing/reporting.

f lie sumrua¡3r fonlls dotaiüoö¡

t gSperalffi f,iriatiôn Êel'¿ædìt0".Íheroperåtion¡

r thakþijta{gets;,

I rcsi&'0fecfrVi6Cg:uRdi11a¡Ptü,

. ljgt,of ,repert+rresulfing fiorn .tlre activitipg,r¡ndp¡tdkç$ aad

I Pppedures,r'whic,h C-'$Eis'.0'P.SC.fi spc-üon.,9,5+ indrçates,wi.ü.tiç
{Pnefti'1êåelhsnpeiá'loþsÊfbq(ineliidtng'.'e*anonS);;r'

¡
I

li
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'' 16'.
,toP sËcnrr/l$t/l

$eç6o¡ 16 Cotlsstion Þro grfl nç

Ttrç CSE pro-grann:tbat n¿y be use.d for s' ló collectíon arç:

operatö,undff part'(a) of e$Þt s

:mandate to acqpire,fcireign sígnals ihtollige.nce;

hg*rrrrr, are bþeciffo to õ,, 16: During-the,feriod rmds1.f-evlèltri CSE advised thåt õüly

collection,lryås'ußed in rqportÍng fot s, l6 activities,

C¡llection

wè âskëd ïvhëtheiå wa.Þ use¡J as acolleotion prograur,for

opir#ns undortaken, dufing thq p ,eriQd under revrew: The annlVstsflt'rd'jffi#"ä

#lf;litri*#f# o¡.r,'ons*a''n*t
æntûã inäb10, it uF,¿gr.çed üi ?0t I that ti.cäuld. cbhtftl!¡o fs be usþ.d ortly r¡þon þducrs,!

to support the Ëroadea,sr 16

.pr-egrflFil.,eSiþ:nÈviscdthgt was'Iiôili.Sgd fpr''âBy,.9f-t¡É.iAmv,igeS'

un¡iptt¡t¿u ¿udlrgfhç petÍeil under treview,

-ïhe,0ömt$ssis$et'i q:mce $¡q$:{tdvJsÊd t$at$Þß løgal s-o.rvioe"s ¡nçluld lHY.e b'1r.1'4 .
õis"lt J ii rrow auivrtios'werdiqe$e .æÀìenpaæit tli¿t""did. uot olearly fali within qhs'

aqtl1pities g¡arited. lV.,wer. adiiisei!,th¿i"whilç,no sppclfiû,I$¡el qþiniqû$'a$S0l¡ght 0üì

//cÞ0

s.15(1)- DEF

s.16(1)(a)

s.16(1Xb)

3't'g¡s.fopg6¡9.i t,; pase l,

A-201 640101 --00034



-l'7-
TÓP SECRET//SV/ íeË0

s.15(1) - DEF

s.15(1) - lA

s,l6(1)(a)

s.23

igiveni ÕSEtb legat cpunsei.lrtâs,invo-ived ïn

In addi'tion, in ?Ol0.,:SIGlNl sç¡ior msqâgenront gtqt wíth and brie&d

YIN. Í'F[I}II{GS:

Al I,¡BcALAüQ.llffStIæNT,s ì

Findttgtio¡ !::'êtwlinnce tiïlt' lþo, L:ûw

Bqsçd on the,ínfornation revíewed a¡tal the int-ervièws.cönductqd,;CSË's activitics
conductod ufideipart:(o) of its mandato un'-providing assi.stanoe to CSIS under

.ss, 16 and ?1 of-the,C8/,Slcf coqpliedwith the law.

Altbough ihe åpprovål process changed, çSE srill aeJb,as æ agsnt ofCsl$ in th9

fröpÊgslag .óf,rUtptcgplp'".,Ïta¡rye, fiçm s:, tb,wçnants ¿uthoriæd -by the FEdCrål GÕutt a1d
as'Êh ageffi of 'the requesiing'rninisUs'r in thç drg$eninationqf'thç FUE?Rrobt¿ined.{iiorn
ftE;inter-cÈp-tionçf comurirni-catio¡sundprwarfanü e$E irÍdiüted thâtils,intetuÊl

þ¡ocgssesüd'nbTohange zubst¿ntiwly, as,it¡lttrticþated,in the w¿rrant renewalp-rQæss

inthp samc,mar|ner æbçforç arrdrecgived.qop"ies,of thewaaaÈïç:from,GS,JS whenthey
wero'is.$uðd bl¡,the Í'odérdGo'uqt C$'E.a-lsoiniiioated that Justiæ:Ga¡radsJawyers
wor,lcingin.CßÞls l.egal $cwices Unit arç,,åot:,çonsultçd.qn a¡pg¡d¿r¡'basis bw aU'Ç.Sn

ê-E$totþp$rihf.ö.tyçd.íntiieii-r.ilösss þfè.:gwåre t}råt legal cönsultaÉv"o,,rÉoi,fíÈc'b åteiaùailable
shoulda ie6¡l qusstion ariæ.

The ConrRissiolr*'s ofice æked whettror GSE had rcque$èd''orrêoeived nny legal
arlvlco eoncernÍng the:now'approval, process for s¡ 16.,aciiviti9sr ,IV'e wer-e advised thst
thetewæno¡,

C$E:c'an,sls€ Fovide æsi$a+çp concufrcntly uiidçr.$.12ìóf theg,SlS :ûçftor:àtri ofthe'
s; t6 tatg-tf:ts tliat måf also:be the srtbjectlof"s.,l2'wa¡'rants, For ihe,peùíod.under,rovierut
we ryere províded.urùth a líb¡of s. 12,:w.4r¡antil.'1þat oorrsspond to.the s, 16 tqtrants, being
rçVieled and were altvißg{ that tl¡is sþrvice is geneially provtded for tåfßets'

that ca¡,r-y signtfroant soçufrty çonce.mg
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s.15(1) - DEF

'l8c
TOP S,ËGRE{//8I// {/wa

FÍndtig nia, it P¡ötectibn øftk:e:ftifvaey oJtëwiadíørx

Baçed o6¡¡ç iuforrn¿tioh r¿viuwçd'and.the:itrterviews"oottdrtobd,,CsËisactivities
conducted under part (c) of iæ mandate:inprovlding assis,tsnp.ç fo CSf$,çndpr
ss, -!,6 ånd ?l çf the C'81,91cr are,oþqdUgtêd, in a.mannêrrthät.includós ineasures to
prol,gol ftrre prtvae.¡1 ôf Cauadi¡msi

P,rii¡t,eGg.nrnunlc.rûioinó,

id private oo¡nr-nunicatioh i$ dêfined a¡ s, 183 of the C¡ imina! Code:

ætï; p. ryl commtmiþ¡iüon¡ or anylelecomrnuuieatipn, thêr ie rnailo by arr orig. natol
who is in Csnadâ or is inteiided by an originatof to.be recei''red þy a,person who Ís
in Canada and, that is m+de under circurrrsiiaupçs ln whicli:it is rÉ4{0.94þlefo! thc
origipatOi to expect that it will not be intefcepÌsd by an¡r person other thatr the
prsr.çon,inten¿id,by,thç,origlnator,lo reggive ito flrd inclbdp,s,'agy r¿di0-.based

ælçpho¡rê coùlsluh¡ca1içn tbgt fq fieared e.lèotonicàrlly ç¡ othcrs',ise'for the

,ptrçose of prevertiig intolligibte,æception by any person other then theperso:r
intendcd b¡ the originator to:receivé it.

the Çormrissione,rJs,ofiiïsçaslced 0$Ë tg,,prpvideiu&rsr¿tioniwithrosppcf rp qneiä!¡mþer

ðf ÐP,,Rs g$ilg¡aþd uirder eachrruaitilirt ttiat oo4tained orwerc'bæ¿tl on priv.ao
conìnnuh¡;#ions, Wôwere âdviseA ttatty their very nature, d[r,eportstased.pn s, 16

collcotion çgnt¿in infonnatíon deriväd.fiorn prlvatçco-nnuniçaú$. Höwever, tho s. 16

progtarrt fâüç under,pan (c) of.Õ$tlsúwtrldete?rnot.Fart,(¿), and fhcrefore'therassísf&negi.s
òonducted o¡-rly parsr¡anüiB:¿ rv*flqüJpbBiûqd Þy CSI$ fròmtbB.;&dÞ¡al CSW. g$,E'ri'

pPS-!, Fr4 tegtifg rhe Privacy. of €aradiøns:ønd, E*suríngtr;egal Gomplianoø' in,the
C,anúæt af eSE Áetlvffis" staæs,that:

' {Yatrantod æúivities, suoh æ the'ínterceBtion ofprivateconmuni-cæÍo¡s,;rriê'y
. p.nly be çgnducted against thosc Þpfsçnpor glas$ of peroorts specifie{ iu eacJr

wàÍiântt22

esërs pF$"4._3#pr,ot'.írte"r;theûtliowirrg,defrOiti,øfor'infontation abouÍßanailiætt*¡

h úhc,çoqtgxt of s. t6-o-f theC,f/Sl¿¿'liufoirnatio¡r aþp¡+t Cånadiaiis" is dþfined'
in rùaffårnts, ås'Íiüorniatiotri contained.in any, coinnrunic¿tion intercepted pursuant
fq qlvarr.ant, pr infciiuogtiø obtqigçd- thatFlatrts tg â p,èrson wþro¡js'ii Crenadi?n

oitiegn $þe¡iuènÈnt resideär.:withinthe:meaning of thetrtnmigraionandRefugee
.PtoÍecilon i4¿f,,e!;fl colpo¡ation íncor-psmtcd,bJ o¡underan,Act of P.'arlianenior
,of fhe, logistatule of a Þiovin$e.

P Q'pñil,l¿lrcititê,w.Prwèl"qfwddt4itit.at¡4,ïûsqrl¡g{*&1Çpøplatcq'tn tw c.þtitfrt 4rc#re,¿ç,þ¿rta¡ûçærn¡¡rì;eqld
¿Jngse 9ù
$ 

þ-pE*3;'f¿.¿as&¡,e.{ ßeløai rc,1ip'$ç¡usn,! .6 þt,øÈr.an fðÞrüry,:i l;¿ooc. ¡¡aijol g; l& ,
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s.15(1) - DEF

s.15(1)- tA-ú-
TOP'SEERSD/ÑT/I {/cßo

Ö¡e ofthe;sonditio¡s-"co,rtsiûed ln.s¡ 16 v¡Br-räa,tf,iis,r:th.êt theprivaçy-qf €anadja$s musttre
p.ro.f€cted lyhÈn OPS*rh3 iüdieâþs that atl í,nforr*itiori abour
,Ganadians' must,'be desgoyed unless,thç i¡fOinnation;

q relales to activitiet that would constitute a threat to the security.of Canada as
definod ¡n thc Gsf,Sler;

I could be,used in theproventiorL ínvestigatign <xpro$ecution of an alleged
indict¿ble offence; or

. r-elqtes to thqsp.foreígq striïÊsi pêf$güs oJ çorpo{alions for whiçh thç rCquesting
minister hæ personally requestednsSistahce, in writing pursuant to s¡ 16 of,the'.A.ct.

eSË indicated thàt. it is ilot Þ.oss¡6¡r to detërn¡þe what peicentege of, the traffic recêived
would include infonrration about Canadians. bçcausc alttroqgh',traffrc:may have bÊen
¡eoeived, it g¡!¡ no.t llave þge,x.acee$sed b,¡t au analy$f anû llrat'additlonaty-:

s. 1,6 re!¡ftÍng is not,subjest..to thc same kinds of annpÏarion rcquírpmcnts A5 CSD
colleelion under pÍtrt (p). TlIiç i$ set out in O-PS-l, sectipn 2,11: "Wanuiüed
activities, such æ {he interception of prívate communicatíoasf :lua}¡ only be
oortduc-ted against.thosr:psrsÒns'of,clæn.ofpç¡fo.n$ .sp.gciflêd.iri oþoh
wl¡uant...ITçre is dotsquirrâftentto'apply SIOINT piivaey anuotations to s; 1ó
traffiot'; and

s, t6 üaffio that is aot rna*ed.,for rete-ntton ti.)î analysts,

Ðeta that i.s :açqtrti¡çd nur-si&üt tq pårt (C) of
G$B's mitrid¿tÊ i$',tetairi€rd.in,acôordarige ,with OFS..I:l 1, soctlon :2,:9.?'+

Iti.$tflol,unporntnon.that$ç:qublegtsof s.,,16'warraiiß

esEiadioatçd'thdt.auy.pçrsor¡Íncluding who'.lnét'the'{tl-fi¡ution of
Capgitiar$uüilat'sÞ., l-6(t)ô)fi)'âûd üll'oftbe digßxc/,,,couldl ¡rotbetÃtgeitÈdiurid"o a
s¡ l.6wa¡r¿irt,

ln 
Ons ,li¡l.rlTp.ie nlteù.iþhê&l|l-øtsl.ç¡.¡vÍ'Þàlqi gßçúoÈ,¡oÞr3.ç¿q-6¡,
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s.15(1) - DEF

-Zg. s.l5(1) - lA

'top,spcnÉv/svl tleÞÕ" s.l6(1Xa)

s.16(1)(b)

C.SË à4visçd ttutindlvidUAs argþtçd,ss.at'eËslt of,g, L6,ge.nor.al íntp¡ce'pt:and sôàr$.h

;wâfratts

Sgbsequent to,the Mact¿vish decisioir, CSIS (whieh generally târgèfs the s. 16 entities

anà f,orwsfds the infOnqelion,to C$B rnps't howbþ sllTipfiê.-a1.tha.i,

thtt Uafned tlargëß arp noï'Gaügdiaiß.

'trn the eoursç Õf,, , 1,ü acti,iiities¡ 6$E,inay.bQço.rbc u*,¿¡g 'th,at, ïsra

fuodian,, as ptit,s,I,ð of the C,S/S:"4ô¿ This ¡s bæed qn ÇSEip t¿reçt þpwledþe.¿ri$,
incidcutal inftrmatíçn,includi¡g with
Canådian $tatrts'wiil fall intor tTyttö oate gories:

t:, thosp,tlr.atå¡êof::Ff int¡rest, who wìll bè identified æ lttnw¿enan#ô

? {ho.so tba,t,ar,,GnqtofFl,,hiers.st, wbo,will nqi'he,ide.ntified'9a V,ønweeriati:and

'¡ncfdo41sl,.olleæi-od on thçsc tarl¡stc rvitl nd't'þe ftttniùÞËd

fhe ígt€fî-rer¡rs'oo¡l¿gptsd,witþj.¿iitdyst5:who,wodeéáoitthe,ruè¡*antç uiadexr¿vie,w
indioated thatmosr

a4¡¡¡¿¡:r,ã9rõf$ë:li,ttr0råleishdrií'¡Èlon 
MÉëhvish J. eitiÞinfdïlz4nvc¿ndrðf: "rneprqqtlle þf SÎ$ cb$tl'$Uevi to 1cqqirc ttre.

'.Señ,1ç.doihçlude ln wngri¡ppllcaù9ns ¡ligofåll th$¡.I+il lcno.wt tp tlÞìsenÍ4ß,$'ltose:corùni'uñiÉllo¡i6 iiiät be i4cidÉntälfy
.¡rteiúofiüitfiþelldc¡soÒftlìi.ew,d$ glrntild tyttrs úát-i.,thcpc Ë,,1 eelqpttn;tnJtfrUld¡Xcs.ttï¿di,ver.cn{, tumlhÉ
deciilim of Urè Sl¡¡ienagouttof.lidltàd¡ n :Il. i. Vdnwcenøii;(!98E)2 S,C.n..I¿18 ;"
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The analysts intsrviewed also advised us thåi,if,a plece of ffic.apoÇars.torb-o thât of
(whi$, Etaltstô ç,an, déte{hihe beeause öitheif, faûiiliari{y wilii\ the

tafigeÐ âflq fiç-infornation is of F[ value, fhe 
"ëSE report will parseÍhe information only

from .the fo¡eign:,subj ecü ¡¡¿16r ps. rqpeøive

B} II{NISrIDßIÁL.BESTIIREMEI{f $

Ftnd@ no. 3 : Mlnîsteriat Requìrenents

BÊsèd :O.fi thç irformetion rsv.iewed aüd the li¡ite¡views .eôndirctedi CSËos.activities
çonducted uuder p'art (ô) ofits mandatç ip províiling as-sistâûpe To CSIS under
s,,16 iif thè CF/,S la¡, com¡Iied wjth aliaiureîial. rcqutr.¿inehrs

thc [9ú7 Tri'NÍini¡fe-riU Mot¡

lllhile¡he Tri¡Ministerial,MoU,hæ beençu!,er¡ededby Srçi?908 pÏocess cþ4!!ge lo@r,
€-$B'åttyispd tlrat mücþ of its poficy co4ç¡rì reþ on the'Mo'ü, aätl that the eontent'of the
MoU: lras not bean widóiy affected by the p-¡qçessiolangs lettel. C$Ë.'q policies.ânal
prec-edurc$.:rçJaied tq s. lS æsiitancç still réfleþJfie re'qllûemÞ$rlurrdef sgctÍonâZç¡¡ of
tht. 1.997 ¡4uU ihat'"sates; {'Þrior o disclosure üo lhe reque-sting,lfinisærl arrtlior hil
d-esignee, þfo¡mationor,i,xù!4ligencg¡'thç trä-trl{,e of whip,t},falt$wirùri¡ the.üaadategf ü9.
Conrruniuatioäs'$ecurity Establishtnenç shall not,bo dieæminated beyorrd Canada
øroç,pù by¡thá' þst¡rblísh¡r:Bnt" (tüis *" ç'r¡ld hctgdE *t¡'ætotogieinfqrnarionJ.

$inæ the¡rocess let'ter,dops notuontaintthesanç,dptaileil.çonte¡t,,,prqceJses.i rslçs and,
rç$¡ÞqEi,bili as:lvq$ ç94þi¡re-d,in'fu'trír,$,{i¡t$eìli4. ¡a,p¡1r *id çþnuËii,ll'iri[er'rí,ffi4w¿s"'¿dvlsëdthat ' '" 

coqtinucs
fO look ¡p thê Tr-i-Mini$tsriat MoU as.aa, snÞo,rtæt &or¡i-ne¡rt úo unéers"hhd the inGli qnO
fol$datignal principles of ¡þE ç, i6 progfl'am. CSE de¡ms ü¿t tts iotetui ihe s, 16 process
hænot'fi¡ndaurEnalþ changed as'a rcsult o.fthe'Beìr $¡lö pr. o.ægs adgpted. in 2008, æ
GSE still acts as,Qe esen{ of ç'SlS in the proccsslhg þT intercepts obraiuçd.fiom wÊrrant$
authoriæd.by tlie F'ederal courq anu æ the'reguestirig,.minìstorls agentirithe,
disse¡ninationsf ibtelligence okaìned &om tlreçe iniiircepts. In dpfús.so, GSE isieß.t¡ng
undel part (p) of its ma¡idatê;and'is Srrided; not only'b.y the conditions oiithe:wanarit,:but
also b,yits'outn policies such as 8FS"4,'l ,Opçr.atio.ndl Frçcçdureçþr Åspístançqto Lqvi
Enfprcþmeøt airà'seouri¡y ABgFèiçnurrdëf Paq¡þ[,pf CSEß Mqnd¿te aùd'OPS-4-3,
,Proeedures' Related to the.Section:. 16 P" rag¡am.
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for srcapt¡¡svr IOBCI

€SF-d$Ss. [6iliolj

Secäut,Ù¡paqgra¡h å a ofthe,e$i$rc. È tuoÜ,öf l.99,CI indlcatps tttat

Ëach¡rarty..shall oonrglylvith any polioies¡ þroce tues,ll Euidelines th*t.the other

*py rat é fçr tuç haudiing of inioiligence$lp,y,rdçd by'if,'The partiesíerÞ fieo &
prdBose at.tgruativ¡i progëdures.þu¡suahtto thciio\a'n polloícs and apptovals to suit

the circumstatrces .of'apætiruIar qa:se. If, agÍçred'to by hoth p¡des, su.çh

alternafive procçdures. witl'bó lmplemenæd æ $þepifred¡

öSfi:advi¡Êd that'C$Is- ha$ prpvided'speiàtfio gxidaacs- 
"tô.C'$Þ þtt'thiee''iÉsuçlt

l. I¡arålif,g.oûsolicifor:clibutmaærLat nre -Cffi,ffieçto¡SPRissrre{,an emaÍl

¡uty 19¡-2010,lvhich ihdicãtedthåtif CSE wistiedÎp r,Þt4iÞor'&''p.4jott soiieìtor¡
pii'ü,ioômrriunieationsrcorrtaining FIiCSIS;musJ,te advlseð Arst' CSIS mu$t'thçn
seìÊtk the'ùefini$síon o-f:tlæ F$od eoût-t tp u.sc'thj.s ihfprmatian,'The Drrcolor
nôredrhar,th*"*¡bttir!,uffi,uas,m bcAetayø rrntil suoh,tirne'as'C$I.S. obt¿ined

the peruission ûom ttre Cpurt. l ovyç.yçr,, aslthE volusre of ryp0rtS ûq-þ any

sotiãitct'ctienf'codtlnufiitüuion¡ wti$,lsü¡ ariy delli'¡rttnculû,''be-.in+ignificant,
ß;* g"*dulttn"shaúe¡çen'lncorporatetí:¡nto eSE l OJS'¡ pol-isyr qqctiqn,3,g.

,In additioq iöSË. posrc'iufonnatidn about tlrc.re, þortid'gþsnd rctention of
inforryitÍon.receivod,ûo.n sslioito¡'cliimt co. ¡nqunic.ations
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