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¢ to assess the extent to which CSE protected the privacy of Canadians in assisting
CSIS with s. 16 activities,

IV, SCOPE

In addition to acquiring detailed knowledge dbout CSE sctivities in provxdmg assistatice
16 CSIS with warranted s. 16 activities, the Commissionet’s office examined:

o the legislative and-pol"itcy framework under which CSE provides assistance to CSIS;

s policy and guidance, including the MoUs between CSE and SIS fors. 16 co-
‘operation;

< whether CSE’s targeting, collection and associated activities were:consistent with
the requeésts for asszstance from CSIS and associated wariants and authorities;:

* associated technology, databases and syste‘m.s used by CSE;

¢« asample of communications collected and shared and the resultant FI and
tepotting;

o the extent to which technology was used and other cfforts were applied to protect.
the privacy of Canadians; and

«  CSE activities ihi esporise to previous associated: finditigs: and recominendations of
Comuissioners.

A) Legal Requiiements:

The Comnussioner expects CSE to conduct its activities in accordaricé with the VDA, the
. ter of Rights. and'Freedoms, the Privacy Act; the Criminal Code, and any
other relevant leglslatmrr or authorities, and in: accordance w1th Justice Canada legal
-advice.

B) Ministerial Requiremeits

The: Commissioner expects CSE to conduet its activities in acéordance with ministerial
direstion and to follow all tequirements and limitations set out in stich diréction..
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C)Pollcles atid Procedures
The Commissioner expects CSE:

i) to establish appropriate: pohcxes and procedures to guide jts activities and to
provide sufficiént dlreq:hon on legal and ministerial requirements, mc]udmg the
protection of the ptivacy of Canadians;

i) to ensureits. employees are knowledgeable about and comply with pohmes and
procedures, and -

iii)  tomaintain the integrity of operational activities by applying an effective
compliance validation-framework to its activities, including appropriately
accountmgv-for important decisions and information relating to compliance and the
protection of the privacy of Canadians,

VI. METHODOLOGY

In November 2013, CSE provided a comprehensm wverview briefing:on its assistance to
CSIS under s. 16 warrants and related activities. The Commissionei’s office examinied

: OpY ¢ and electronic records, correspondence and other documentation relevart to
CSE's assistance to (SIS on's. 16 warrants and related activities, including the warrants
‘themmselves; CSE. policies and procedures, and Iegal advice. watrants issued and
‘expired between February 2011 and October 2013 were examined, A sample

watrants. were chogern, be the subjectof in-de Pth teviewand. teptesented a
review of only technical assistance by CSE to CSIS,

The Commissioner’s office examined all records and documentation arid then discussed
them with CSE during interviews and bneﬁngs, and CSE ‘provided answers to an
extensive number of written questions.

The Commxssmner assessed CSE's assistance and activities against the critéria.and

t concliisions tespecting the objectivés. This repot is the outcome. Annex:A
contams the review ﬁndmgs and recommendations and Annex B lists the interviewees for
this review.
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VIiL. BACKGROUND
f(f:haxiges to the Approval Process

Section 16of the CSIS Aet explicitly vests authority for the initiation of 5. 16 acfivities
‘with the Ministers of Foreign Affairs and National Defénce, Latncling a.s. 16 operation
tequires a personal tequest for assistance from the initiating minister (more commonly
the Minister of Foreign Affairs or, on o¢casion, the Minister of National Defence) and the
personal written consent of the Minister of Public Safety. Should the s. 16 opetation CSIs
wishes to undertake require a warrant from the, [Federal Court, the Minister of Public
Safety must grant consént and approve the application before CSIS submits it:to the:
Federal Cout,

1n 2007 aid eafly 2008 the Privy. Couneil Office (PGO). led interdepartmental discussions
related to'changes in howthe s. 16 process wotked within the Security.and Initelligence
Comrmunity (S&1). One of the changcs miade was the elimination of the 1987 Tti-
Ministerial MolJ, formally titled, Memorandum of Understanding.on Section 16.of the
CSIS Aet.

The Commissioner’s office was provided with docurentation on Jaruary 14, 2014, -
‘which outliried the chanpes made to the approval process for the collection of FI under

5. 16 of the CSIS Aci; whlch was approved on August 15; 2007, by the Deputy Ministers:
Intellige; "’béGfoup “Tncluded with this docuimentation wasa copy of a letter
(undated: ed by the then Ministers of Public Safety, National Defence and Forgign
Affairs ouflining the changes to the s. 16: approval process, and a memorandun indicating
thiat the matter was reviewed by the Priie Minister on March27, 2008,

Prior to the changes iitiplemented in 2007-2008, the signatures of the ministers of

‘National Defence and Foreign Affairs were both required on any.tequest being put’

forward to the Minister of Public Safety. In addmon, the previous process did.not require

approved and gx feit eritena agamst wh1ch the value of the collection was asgsessed. The
g the ' -’ 1o ime Mini “that, “Thetequirément

Coutt,iand the absence of

] ectxon is assessed, have

”

for twd sxgnatures the méfe;xse st
approvedj;gnd‘-exphcxt critéria against whieh thc value ‘f o
contribiited to a cumbersoime, infléxible and lengthy process:

The process curreiitly in place includes the followinig:

1. Esplicit Criteria: linked to government approved intelligence prioritics, against
which potential targets are assessed;

See page 6.for' mom detaits on this group;
(-/,\i,z er Lo \thq?nmu Mimster:;:gneﬁ by then minigters:of’ Forengn Alfairs, Nat:onal Defencemd Public Safety. Undated buti ftwas:
gtggg 0’4 thémorandusn-dated July 13,2008, from: PCO that indicated the lerter Wi feviewed hy he Prifie Miriister on Mareh 27,
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2 Oversxght a pennanent commxttsc structm, up to the deputy head leVel revaews-
all reqiiests agairist criteria and intelligence prioritieson an ongoing basis;

3. Removal of Concurrepce Only thie requesting minister (either Foreign. Affalrs or
National Defence) will sign:the letter to the Minister of Public Safetyseek:ng
CSIS assistance under s, 16 of the CSIS Act. Both will be copied on all requests
(as will the National Secun@y Advisor) for informatiofi purposes.

‘CSE’s Role in the Process

CSE has a representative on each-of the committees related to the s. 16 process. These
compnittees, their represcntatxon and functions are broken‘down as follows:*

Deputy Ministers Iﬁ;elli;genc@'-éSub*gfsoupf-

* comprises the National Secuirity Advisot (Chair), Department of Foreign Affaits
-and Trade Development (DFATD), Depaitment of National Defence (DND),
CSIS, CSE, Privy Coungil Office/Security and Intelligence Directorate
(PCO/S&Y), Public Safety, Justice Canada, and the Royal Canadian Mounted
Police;and

+ teceives regular updates from the Assistant Deputy Minister (ADM) Collections
Commifee and feviews target list on an ongoing basis in the context of broader
intelligerice priotities.

ADM Collections Comniittee:
e comprises PCO/S&I Chait, DFATD; DND, CSIS, CSE and Publie Safety; and
*  authorizes requests: for new orrenewed targéts based on recommendations of the.

fient-cominittee — agrectnent triggers the exchiange of letters between:
ministers;

Director General (DG) Management Comunittee:
«  comprises PCO/S&I Chir, DFATD; DND, SIS, CSE and Public Saféty; and

*  reyviews ecomimendations of téquirements cotimittés apainst pnonues arid:
critefia.

Committee:

* comprises DEATD, CSIS and CSB;

¥ Provess change docyment appended to leiter Signed by then mifiisters of Foreign-Affairs, National Défence and Public Safety.
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+ isa subgroup of the DG Managertent Committee; anid

Requirements Committee;
o compri_ses.»PGO/{S&Iﬁ Chair, DFATD, DND, PCO, CSIS, CSE;

s agrees on specific requirements for proposed new and /or ;renewed targets,
including the review of rationale against priorities;

~* refines tasking for collectors; and
s evaluates the value of information collected.
‘Those personnel responsible for DFATD and CSIS develop an individual rationale for
each warrant application identifying the requireent and intended collection plan, to
‘which CSE contributes by providing a detailed Feasxbihty of Collection outline of the

‘operational capabilities for DEATD, CSIS and the Court’s consideration; This outline
includes:

« therationale for the warrant;
o the target overview;

= foreign intelligence (FI) requirements against the farget;

E and 5
*  verifyitig inchided in the wartant. CSE verifies what it has
received from ‘.CSIS,-‘ which remajns ulfimately responsible for

Overview,
At the: Commlssmner s office request, CSE advised that for specific warrants
being reviewed in detail, within the Dizectorate General.of SIGINT Initelligence (DGI),
there are arens that handle work related to s, 16 warrants, The roles and
responsxbxhtxes related to each of the; arcas Larwith
fespect to its support to CSIS undet:s. 16 Each afea réviews the warrants, copfirms the:

continued tatget assoiation, analyzes traffic, [prepares reports, refines requitements

® Details of CSB s role in the §. i6: warrant protess can be; found in: 0P$-4-3 Procedura; Rélated 107 the: Seolion 16 Program; 11
Fcbmary 2009\
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through feedback received from client(s) -andi-détéxgefts;. selectots on expiration ofwarrant |
or as directed by CSIS.

‘The area handles
related to both patts (a) and (¢) of CSE’s mandate. Any reporting it compiles is'
and focused on

Tn accordance with Government of Canada intelligence priorities,
focuses on:

These priorities rélate to aspects of each of the s. 16 warrants CSE handled during the
review petiod. :

o _ All these activity
areas deal with the.s. 16 program. :

Tn'generdl,

The main focus of this group is:
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"This section focuses on:

“This section focused on:

Technical Assistance
A bckgrouiid briefing was requested ofi the wasrant as this warrant was
foas. 16:warrant. CSE ‘indicated that general operational

assistance.to the s, 16 wartant for
CSIS,’S.,rqqusSt.‘far technical assistance.

This: equest for: technical-assistance involves CSE providing processing
decryption for 4 specific 10 make the traffic legible and to disclose the resulis of
that processing or decryption to CSIS. The works with

 were reviewed in deta,
nly : Weré review il
only were reviewed in detail,

"J"rme p iz GioiValn v 5
1 Foithe-purpose of this muesw
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the CSE Support to Lawful Aceess (SLA) Coordinator to'prepare an. gjéera'tibnal'f plan that
is reviewed annually by legal services and senior manageent at CSE: Typically, once
the operational plan is approved,

CSIS
personnel éxamine atid analyze the traffic:for Fl and CSIS is responsible for the
dissemination of any resulting intelligence:

Databases and Computer Systems
System

CSE launched its system in Febiuaty 1999, This system is used to record, track:
and manage CSE’s operational support to- CSIS, under the authority of warrants issued
‘pursuant tos. 16.of the CSIS det. is managed and maintained by CSE’s
continues to be CSE’s system of record for all
information received from

The database records warrant details such as N

CSE provided the Commissioner’s office with a demonstration of the system,
We observed different elements.of the database and how CSE officials resporisible: for its
administration and managérient could make additions of modifications to fhe information
held.onall s, 16 database can also be accessed by those CSE
employees responsible for producing written intelligence reports from the s. 16 warranted
traffic. Access is controlled by user-access accounts and is in read<only format for
analysts. Analysts ¢an only aceess infofination that directly relates to the target they are
working on.

CSE provided the Conitnigsiotier’s office with a sample of four different-moriths of
reports which ligt all the  related to 5. 16-warrants. Duting the
demonstration of the system the Comnissioner’s office randomnly chose
~ from the repotts provided for- warrants to see:the details concerning each.
one. We were advised thatthe
We were also advised that.
are never used.
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Since previous reviews of CSE’s support to CSIS under s. 16 were conducted before the
creation orimplementation of some databases, we requested that CSE provide a.
demonstration of - atool used by analysts to
view and mark stored traffic forms of traffic collected
under Section 16 warrants) in the This allowed.
the Commissioner’s office to obtain a better understanding of the systems used by CSE
analysts when working on s. 16 activities, and to verify information provided by CSE:

For the purpose of this demonstration, we viewed. traffic intercepted undet the

warrant, which-was related to one EPR produced duting the teview period. CSE
demonstrated the other forms of traffic that relate fo its current work on the warrant.
'CSE provided sereenshots. traffic related to the warrant.

For s. 16-activities, all data is segregated by its classification and the analyst/user is only
permitted access to what he or.she has specific clearance to see. This is controlled by the

Our study. of CSE Policy Compliance Monitoring
Framework and Activifies" indicated that access to operational information is tightly
regulated and monitored through appropriate policies, procedures and various levels of
‘compliance monitoringactivities. Within the system itself; all s. 16 traffic can be retained
S | | ' Ifthe datais
‘narked for retention in accordance with proper policy patameters or is used-in an EPR,

The information received

under a warrant maintaing all the details of the status of that watrarit, which is not
displayed-to the user.

All reguilar's. 16 traffic

CSE. Section 16 content that is assessed to have foreign intelligence value is tetained if
marked for retention or used in an End Product Report (EPR) by an analyst. ‘Traffic that
has no foreign intelligence value " isfiot tetained. If thete dre
any othersoutces of traffic - ' '

# Study submitied to Minister of National Défénce, January 20, 2014,
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Tn addition, we were adviged that there area number of other CSE systex*ns14 that may’

also be used when proVIdmg assistance to s, 16 activities. Thes& are listed in Annex €~
with-a short description of ¢ach.

The dctivities undertaken are in accordatice with the vatious s, 16 warrants
authotized by the Federal Court,

€SE advised that fhere are:no legal opinions directly felated to-
operatw s, These operations are undertaken based ; authotities contaitied in the

atits and CSE’s: legal departmez WO 1d have been corisulted only if

newactivities were being: contemplated that did not clearly fall within the authorities
granted to CSIS.

‘completed-and submitted to the Dxreetor General SIGINT Programs (DGP) of CSF f
‘coordination.

" mvms, quéstion b, dated April 14, 2014 — response received fion CSE July/Augist2014.
rélahng 1othe warraiit were supplied By CSE on November5, 2014,
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In April 2011, an emall fmm CSIs to CSE advnsed that it was prepating separate SLA
requests for opetations that related to the wartants CSE covers oni behalf
of CSIS. CSE’s DGP SLA Coordinator consulted with the Director SIGINT Programs
Requirements (SPR) as to whether

In June 2011, CSE and CSIS met to discuss the: process for operations and an
email from Ditector SPR reaffirmed and agreed that, in operations where CSE
is already providing assistance to CSIS utider a Warrant for the specific target, CSIS does
fot nieed to submit separate requests to CSE for assistance.
In Ottobet 2011, CSE identified the need to further formalize process and
therefore organized a meeting between CSE areas involved in these operations. The
‘topics discussed during the meeting were:

. 'imprwed communication between agencies;

* clearly articulated priorities from CSIS;

"+ establishment of deadlines for non-urgent situations;
s limitations of support in;some--instanées;
*  creation of a-checklist to implement some of the above; and

* better understaniding of ‘opetations within CSE
operational areas. S

‘Since Novembir 2011, the process was further refined by:

*  impioving communications from CSIS fo provide advance waining when foasible;

*  providing more ”baekgmund information by €SIS-when feasible;

+  establishing a that is réspected by CSIS when
feasible;

¢ liniting CSIS requests for support t¢ urgent situations;

¢ foousing ol

- mcreasmg the internal vettmg perforiied between operational argas to ‘enable proper
consideration of the mphcataons of requests and resource: limitations..
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The tatget of a. | operation can range fri,om.,»

targets are conduqted under part (¢) of CSE’s mandate in conjunction with a's; 16
‘watrant, CSOI«Z«Z indicates that CSE, may submit

' with CSE
copied on the-request to determine feasibility and custorner interest.

Collection Methods Used

CSE advised that the bulk of comes from
In addition, CSE provided: suppost during the period of review using
collection methods: '

CSE assistanice to CSIS:during
andlytical and lingui 1c¢ When required. " CSIS may, in theory
collection method atits disposal to-execute a watrant, subject ‘to any limitatior 08¢
by law in‘the performance of its duties. If CSIS chooses to requiest assistan from CSE

it:must do'so under a valid watrant pursuant to s, 16
and's: 21 of the CSIS Act. CSE may-provide assistance using any capability at its
disposal, but the: assistance provided is subject to any limitations- imposed by law-on
CsIS.

CSE: provxded a chart of all operanons that were requested during the;period
under review.” Accordmg to the chart; there were a total of

‘° 80122, sman 16 Jisly 7, 2000,

1 CSE analytic support may extend, when'requifed, 0.CS1S coflection methods:
20 CSESuppor: to. Qpemifons«Febmmyl 2011~ Oriober 81, ?013 dated’fime 19, 2014
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operauons during the penod of review. cancelled,
was received by CSE, and because of short notice. Undet the
' Warrant, ‘

We quue'St.é.d and received examples of request foriis and corresponding
: sutmnary fbrms aSSQCIated thh

The operations undertaken related to the wattant and resulted
in CSE documentation provided during the period under review indicated that
.repomng for these: was only provided to. CSIS.

The request forins from CSIS detailed:

*  warrant authority;

*

date of request;

S

DFATD intelligence tequirements 16 be met;

]

request fot CSE assistance; and
* wrgency-of processing/reporting.
The summary forms detailed:
¢ general information related to the operation;

+  thekey targets;

¢ tesults.of activities.undertaken;

* list of reports resulting from the activities undertaken; and

¢ procedures, which CSE’s OPS:#4-3, section 3.5, indicates will be
done for “each spetial operation (inchiding operations)”
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Section 16 Collection Programs

The CSE programs that may be used for's. 16 collection are:

operate under patt (a) of CSE’s
‘mandate to acquire foreign signals intelligence;
however, are specific to-s: 16; During the period under review; CSE advised that only
: collection was used in reporting for s. 16 activities,

Collection
We asked whiethe was used as:a collection program for
‘operations undertaken during the period underreview. The: analysts and team leader
interviewed ifidicated €SE advised that
although approval to operations was first

granted in 2010, 1t was-agreed in 2011 that it could continue to bé us 2d only upon tequest

to support the broader s: 16
program. CSE advised that wa$ ot used for any of the activities
undettaken duting thie petiod under review:

The Commissioner’s office was advised that CSE légal services would have been
cotisulted if new-activities werd being contemplated that did not clearly fall within the
authorities granted. We were advised that, whileno specific legal opinion 'was sought o'

H Seefootnote 1, page 9.
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given; CSE’s legal counsel was involved in

Tn-addition, in 2010, SIGINT senior management met with and briefed

VIII. FINDINGS
&) LEGAL REQUIREMENTS

Finding nio: 1: Compliance with the Law

Based on the information reviewed and the interviews conducted, CSE’s activities
conducted utidér part:(c) of its mandate in-providing assistance to- CSIS under
ss. 16'and 21 of the, CSIS Act complied with the law.

Althougb the approval process. changed, CSE still acts.as an agent of CSIS in the
processing of ‘intercepts efbtamed from s, 16 warrants authorized by the Federal Court and-
asan agent of the requgsf  yuinister in the dlssennnaﬁon of the FI/EPR obtamed from

m the same manner as before and recewcd coples of the’ Warran { from / -IS when they
: ‘ede urt: CSE also indicated that Justice Canadalawyers
' working CSE's Leg- S?arvi‘ces': Unit are.not consulted on a regular basis but all CSE.
¢es involved in the process aie aware that legal consultative services re: avaulable
should alegal question arise. :

Thé Commissionsi’s office asked whothér GSE had fequested of réceived any legal
advice concenung thenew: approval process fors, 16.activities. We were advised that.
thefe was hot.

CSE canalso provide assistance concuirently uhdet s, 12.of the CSIS A¢i for any of the

§: 16 targets that may also-be the subjectof s 12 warrants. For the petiod underreview,

we were provided with a list-of's. 12 warrants that corréspond to the s. 16 warrarits being

teviewed and were advised thavthis service is generally provided for targets.
that carry significant secutity concerns, '
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Findinig no. 3: Protectivn of the :I?rivacy-of-c’aémktiané

Based ori the information reviewed and the interviews conducted, CSE’s activities
conducted under part (¢) of its'mandate in providing assistance to‘CSIS under

ss. 16 and 21 of the CSIS Act are conducted in a manner that. includes measures to
protect the privacy of Canadians:

Private Communications.
A private communication is déﬁne'd at s. 183 of the Criminal Code:

any oral communicdtion, or any telecommunication, that is made by an orlgmator '
who is in Canada or is intended by an originator to. be received by a person who is
in Canada and that is'made under circumstances in whicl it is reasonable for the
otiginator to expéct that it will not be intercepted by any person other than the
petson intended by the originator o receive it, and includes-any radio-based '
telephotié communication that is treated electronically or otherwise for the
purpose of preventmg mtelhgnble reception by any person‘other than the person
mtended by the origmator to.reeeive it,

The Commissioner’s office asked CSE to provide information with respect to the number

of EPRs generated uiider each warrant that coritained or were. based on private

communications. We were advised that by their very nature, all orts based on s, 16

collection, contain information derived from private cormmuni However, the s. 16

progtam falls under part (c) of CSE’S mandate, not part (a) an therefore the assistance is.
) d- 104 int obtai from’ 'deral ® urg. CSE’s

Condct af OSE Activ es,' statcs tﬁat

Warranted activities, such as the interception of private communic tions, may
nly b \;conductecl apainst those persons or class of persons $pecified in eag;‘h;

OSE’s OPS-4-3, Pprovides the following definition for information about Canadians:

In fhe context of 8. 16 of the CSISAa"- .‘-‘:mfomaatwn about Canadlans” 1s defined
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One of 1he condmons contamed ins; 16 wanants is that the pnvacy of Canadlans must be
protected when' OPS:4-3 indicates that all information about
Canadiang must be destroyed unless the information;.

* relates to activities that would constitute a threat to the security-of Canada as
defined in the CSIS Aet;

+ could be.used in the prevention, mvestxgauon or prosecution of an alleged
indictable offence; or

* relates to those forgign states, persons or coxporatxons for which the requesting.

minister has personally requested ‘assistance, in writing, pursuant to s: 16 of the Act.

CSE indicated that it is not possible to detérmine what petcentage of the traffic recéived

‘would include information about Canadians because although traffic may have been
received, it may not have been accessed by an analyst and that additionally;

¢ 516 reporting is not subject:to the same kinds of annotation requirements as CSE
collection under part @ This is set out in OPS-1, section 2.11: “Warranted
activities, such as the interception of private commumcataons, may only be
conducted agalnst those persons or class of persons specified in each

‘ There is rio tequitement to apply SIGINT privacy afinotations to-s. 16

* & 16 traffic that is not marked for retention by analysts:
, at‘jé.,that";‘is;;a‘ liired pursuant to part ©) of
CSE’s marndate is retained in accordance: thh OPS-1-1 1, section 2. 94

It i fiot uncommon that the subjects of .16 wartants

CSE indicated that any person, including who:met the definition of
Canadian fourid at ss. 16(1)(b)(1) and (i) of the CSIS:4ct, could not be targeted under a
s. 16 warrant:

 OPS 1411, Retention Sehedlule for SIGINT Data, dpted Ottober 3 1,:2007,
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CSE advised that iﬂdifffdﬁﬁistar;getedas:.a.r’esmtvdfs; 16 .gehéral-iﬂtﬁrcep,tsandseargh -
‘wartants- '

Subsequent to the Mactavish decision, CSIS (which generally targets the s. 16 entities
-and forwards the information to CSE must how be satisfied that
thé naiéd targéts are not Canadians.
In the course of 8, 16 activities, CSE-may become awaie that isa
Canadian, as per 5.16 of the CSIS Act. This is based on CSE’s target knowledge and
incidental information, including with
* Cariadiat status will fall into two categories:

1. those that 4ré of FY iriterest, who will be identified as Vanweenans™

2. those that are not of FLinterest, who will not be identified as Vanweenans and
incidetital collection on these targets will not be monitored

The interviews conducted with analysts who worked oft the warrants under review
indicated that most

rE

aied *Vanweenais”; “The practice of this court his beer to require the
1 known to the Service,whose commuinications may be incidentally
¢, These [, ] dre kiiown colloquially ag *Vaniveenans’, fromthe
, (198825 ICR. 148 '

ud
Lintig
the Sup
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The analysts interviewed also advised us that ;1f;a  pice of‘ trafﬁc appears fobe that of

(wh:ch analysts cari determine: because of their famlhanty with the
tatget) and the information is of FT value, the CSE report will parse the information only
from the foreign:subject matter perspective.

B) MINISTERIAL REQUIREMENTS
Finding no. 3: Ministerial Requirements
Bised on the. mfotmatla re\newed anid the interviews conducted, CSE’s activities

conducted under ) of its mandate in providing assistatice to CSIS under
5. 16 of the GSIS Aer complied with ministetial requiréments, :

The 1987 Tri-Ministerial MoU

While the TrisMinisterial MoU has been superseded by the 2008 process change letter,

CSE advised that much of its poliéy content relies on the MoU, and that the content of the

MoU has not been widely affected by the process. change. letter. CSE’s policies and
procedures:related to s. 16 assistance still réflect the requiremem undet section 22(1) of
thé 1987 MoU that states, “Pric)r to dmclosure fo the req :stl Mnuster, and/or Ins

Comm tlons ecunty Estnbhshment, hall. not be. dlssemmated beyond Ganada
except by the, Estabhshmen * (this would include cryptologm mfonnatxon)

Smce the‘ o_gess Ietter does no contam the same defailed content processes, rolcs and

: pi‘m "'1e -'c;f thes ]6program
has.not-ﬁmc!amentaily c;han ed as: a’ sult of the W

e R B Shariy c)":df CSE's Mandte and OPS4.5,
Procedires. ReIated to the Section. 16 Program.
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CSE-CSIS s, 16 MoU
Section 3, paragraph 3.3 of the CSIS-CSE MoUof 1990 indicates that

Each party shali corply with any policies; procedures or guidelines that the other
- he handling of intelligefice provided by it. The pattiesare free to
pra 086 ative procedures pursuant to theirown policies and appxevals to suit
the circumstances of a particular case. If agreed to by both parties, such
alternative procedures will bé implemented as specified.

e

10 CSE on three issuest

C8Eiadvised that CSIS has provided spesific guidance

1. Handling of solicitor-client materia
Tuly 19, ,2010 which indicated tha /
tmnsmntauun FI-; SI musﬂsead e,

'I‘he CSE Dizectox SPR issue¢ an email

1In addition, €SE posts: mfermatwn about the: repomﬁgrand retention of
information received from solicitor-client communications

<
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