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Creating Queries

Clicking on Search at the top of the screen will bring up a list of searches in the
Navigation Menu:

&> Home o Users ¥d Workflow Ceitral 1 Search | \ Besults [ Statistics B
R 4 [, B £ i

Navigation
= &) Sefrch
] Classic
= &3 MuttiSearch
-[E]IP Addresses
-[E]Mac Address
-[FUsername
# 1 Classic A-M
-[=] ASF and VWMV Metad?ta
-[E] Alert
-[=]BlackBerry
CNE
[ CallLogs Miranda N
-[Z] Categary DN
-[Z] Celivlar DN
-[E] Cisco Passwords
‘=] Document Metadzta

Dacument Tagging
Email Addresses

Help

Fields * Advenced Features +» St

search: Full Log

Query
Justif

Additional Justif

Da

Client IP (xX-Fowarde

Extracted Files Use
=] Full Lag DNI o]
=|HTTP Activy
=] RC Ca#¢ Geolocation
- Eﬂ Logins and Passwaords IP At
[ ] Classic N-Z
o P At

The Search screen has cascading menus of different Searches: Classic, Common,

Dictionary Hits, File Transfer, Multisearch, Network Management, User Activity, VoIP,
and Wireless.

Classic Queries:
Within the Classic Menu there are three folders: MultiSearch, Classic A-M, and Classic
N-Z.

Multisearch:
Expand the Multisearch folder by clicking on the plus sign:
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Navigation Menu &
Narigation Menu . 215 Search
- £ Clessi
= & Search (5143 Classic
~ — /EI & MuttiSearch

Th= = IP Add

-4 (O MuttiSearch et =l FESSES

| =] Mac Address

- W JCESSIc A-M iy

- |4 ] Classic N-Z =l Username
. TN - -~ 1 Rd

Multisearch IP Address:

The Multisearch IP Address query allows you to search on an IP address into seven
different searches. Think of it as a federated query using an IP address. The Multisearch
IP Address query searches on:

User Activity

Phone Number Extractor
Email Addresses
Extracted Files

HTTP Actvity

Full Log

Web Proxy

Refer to some of the individual searches below for more information about specific
queries

Creating a MultiSearch IP Address Query:

When you have filled in your query name, justified it, entered an IP address, selected
your search engines and sites the last thing is to submit the query. If you select “Merge
Results”, then all of your individual queries will be merged into one consolidated result.

“Why would T want to merge my results?”

If you wanted to see all of the activity together to get a ‘big picture’ lock at the TP
address, regardless of the activity or application that is on the IP. The New GUT’s results
screens allow you to filter your results easily which may make viewing your results more
intuitive. See “Viewing Your Results™ in this Guide.

“What would I want to NOT merge my results?”

Viewing the results individually allows you to focus on a particular activity or result (e.g.
Documents or email addresses).
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Multisearch MAC Address:

The Multisearch MA C Address query is exactly the same as the IP address query
except it only allows you to search on a MAC address. Follow the same instructions as

the Multisearch IP Address query above but replace the IP address with your MAC
address(es).

Fields * Show Hidden Search Fields <Clear Search Values Reload Last Search Values

Multiple Search: Mac Address

Query Name:

Justification:

Additional =
Justification:

Miranda Number:

Multisearch MAC
Address looks just

@ress: > like the Multisearch
IP Address query
I ey except you must now

Max Results for a
SiL:1gIe DB: 4 search on a MAC

Datetime: |1Day v Start: 2009-01-22 3 00:00

User Activity

Phone Number Extractar
Search Email Addresses
Forms Extracted Files
Clear HTTP Activity
Full Lag
Web Proxy
Save in my Favarites |No A
Load Fram my v
Favarites
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Multisearch Username:

As you may have guessed, the Multisearch Username query 1s exactly the same as the
IP Address Query and the MAC Address except it only allows you to search on a target’s
Username. Follow the same instructions as the Multisearch IP Address query above but
replace the IP address with your Username(s).

Fi2ld¢ v Show Hidd=2n Searca Sizlds Clear Sea‘ch Values Rzload Last Search Valies

Multiple Search: Username

Juer; Name: Iﬁhujthn

Justifization: Ic:ta'getin afganiztan

Additional [
nsrifi~atinn: L

Mirarca Numaer:

patetime: | Zustor v start: [a00s0t2z|@  ococ | Type in the username and domain

= — (without the “@” symbol)
Jarrriding; jabuphec
DamAnt p37100.20M
_/
Contaqt Must Ezist:
Md» ResLlls U 4 =z
Singlz OE:
Search ¥ User Activity
Forms I;I Ema" ﬂddl‘esses
@' [ rull Leg
: Logins and Passwords
Save in my Favorites |NO v
Loac From my =
Favnrires

vl (xks-central.corp.nsa.ic.q0v:00)

“What is a Username?”’
A “Username” in XKEYSCORE queries is the portion before the @ symbaol in an
email address.

For example:
Abujihad@hotmail.com: Username = abujihad
Domain = yahoo.com
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Classic Searches (A-Z)

There are 32 different searches between the A-M and N-Z searches. This guide will cover
some of the most common searches. You will notice that most of the fields of the
searches are the same and each individual query will be unique because based on its
query name. For example, the Extracted Files search has fields that are only applicable
to file attachments (e.g., file names, file extensions) and the Email Addresses query has
fields for email addresses (e.g., username and domains). All of the Classic queries will
have common fields like Ports, IP addresses, Countries, SIGADS, and CaseNotations that

you can use to

Search: I mail Addresses

Here are two Classic queries:
Email Addresses and

Phone Number Extractor.

The fields between
Datetime and the IP
Addresses are the plug-
Ins unigue to each query.

JUsry Nane:

Justifica- on:
Aicitio~ al Justificat on:

Miran-a Nurber:

5 * AdvoncocFedhircs = Show Fidcen Scarch Fieds Cear Scarch '2clxes NMdozd Las: Secech Ydu:zz

I

l

- Jstfficat an:
2dHirirnal * srificar na:

Mirariva b b

W hin 'y e B H

oatetine: |1 tont- "-'I §Tarz |200%-:2.24 | F c0:C0 || stop: 2029
Frnall .J=prnae: I I
@Ouingin: [ ]
tubjact: | |
IP ~ddress: | | | Fror ~
IP Address: | | ‘ T ;."]l
Pn t: I ||I|nn' v]
rot: | Te  +]
Cn .nfry: " .
The Email Address query is catered
S to querying on email addresses
v Aduvantedleazur=s = Sacw| d=en “eaxhlelcs Cles Sesrch The Phone Number Query has
Raqarch: Phone Nitnber Fulraclor phonc nu mbel‘ fiCldS
L Jery Nena: -_

|

|

ararr: [20CE12.2< ¢ [0303 (2] seea: [ZCCSCL23 5

ranr= . rnhr~:
tumkb=r Typo:

Carry Sedn

I
1
1
|

|
|
l
|

Arnn:
IP ~ddrass: | | IFn:”n D 4
Py | [[Tv  ~
som | Ill'u:'1 .V:
e | | | “n yjl
Tl ew v

JCant

v |T:| vl
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Email Addresses Query:

One of the most common queries is (you guessed it) an Email Address Query searching
for an email address. To create a query for a specific email address, you have to fill in the
name of the query, justify it and set a date range then you simply fill in the email
address(es) you want to search on and submit.

That would look something like this...

Fields * AdvancedFeatures ¥ Shcw Hidder Search Felds Cl2ar Search Yalues RelcadLast earch values

Search: Email Addresses

Juery Name: |abujihad

Justficatior: |cttargetinn africa

Addit onal Justficatior : v

Miranda Number:

Datetime: | 1Mnnth Iv)| srarr: [2008-12-24 @ [00:00 k=1 «

Email Usarname: |abujihad

@Dcmair: |v8hod.com

NOTE: You DO NOT have to know an email address to use the Email Address Query.

You can also search on an IP address*, domain name**, country, port, casenotation,
protocol, SIGAD, MAC address, PID and more. If you search on something other-than an

email address (e.g., an IP address), your results will be all of the email addresses seen on
those IPs.

* The IP must be hosted OUTSIDE 5-eyes countries
** The Domain MUST be foreign owned. Check WHOIS and NSLOOKUP for more info on your domain before-hand
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Extracted Files Query:

1. To find a specific file (i.e., if you already know the file name): For example, if you
noticed a file name in your target’s inbox and you never actually got the file attachment.
This is VERY common for webmail collection because the attachment is often not put

into PINWALE with the email.

Sieles * Advancac Features v SacwHdden Search Fieds Clear S2erch Values  Reloed Lest Saerch Values

Sedrch: ExLrdoLed Files

OrLery Name: rtki fsrarrk

JusTiheation: Iranian hu<e files

Addizion al Jus=ification: I

| ¢

Miranda humb>r:

Dztetime: Cusiom v | Start: ﬂ20C9-01-24 0 IUU:UU ¥ Stop 2000«

Extractec Filz=name: [niceorindain?2343 pdf

Cxtension: I

File Tvge (MIME “yp=i:

Is Obfuscated ye-/nai:

Obfuscated Real File Extension:

Fd. scime~ Aee Puasle ! |

2. To search for all files or specific file types on a particular area or on a network. (E.g.,
IP address). This is a GREAT query if you have a foreign mail server and want to see
what files are collected on that IP address.

Jeld. v AdvaxcadFea:Ures ¥ 57w Hidd21 Sea‘ch Relk 1Zlea’ Searcn vales Pelbbec .ast Sezr:z valies

Scarch: Extracted Files

Cuzry Nsme  [cFicacarth ]
‘ushhia=tian  [iraviar “uke fil> |
Additicnal Justifi>=tion v

Mraada “wunze- | |

~

__DEtOliA e Lot M52, 7 — | 2NN, 2. 24 <+ |oooo Q) ste

E: -racted Fl=iname

File Type ‘MIME Tv:e)

Iz Ol-fus:-ted(yes/-0)
Tbfuscazad R-al Fi e Extension
Fila Size 01 Dick

—+azaFie Creatad

Fi e Last &ccess

File Lest Modifiad

I
|
|
I
|
|
I
|

I
I
I
I
I
I
I
I
I

I

IP Azd-ees
selspce

fe"Ubees?)

If you leave the Extracted Filenames
field blank, you are wildcarding the
search to look for ALL files names

The IP Address of the mail server
you found using NSLookup in
Foxtrail or your non-attrib Airgap

account goes in the “IP Address”
field

m

|

] V.I

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108




TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108

Logins and Passwords

1. If you already know the login and/or password.

Felds * Advaaced Featres * SaowHidden SearcaFields Clear Search Yaliec Feloac Last Sea“ck Yalues

Sedrale | oginm dnd Passwords

rp.ery hama:  |Luyinsiu-Aghan P |

Justification: lAigl’ anistan netrork mai ¢=rve’pessword

If you know the logins or passwords,
query on them as long as they are unique
Mi-anda hurrber: | and will comply with USSID-18.

Additioncl Justification:

TIETETime ! ululnmh v | stam: 20081224 9 LOJ.‘OO = stnp 2009-01-23 1 =

Lsor hame:  |adrrin >
aszword:  wlo R ]

Du ndir; | — |
I2Aduress: | | | From v
1" Aderees: | Il1e

Purl: | [ |Frown v
No-t: | | To &~

“Where would I find passwords to use in this query?”’
Passwords can be found in TUNINGFORK (e.g., FoggyBottom), passed in the content of
emails or text messages, or from previous XKEYSCORE queries.

2. Trying to discover logins and passwords on a network? NOTE: Logins and
passwords are valuable tools to enable Tailored Access Operations (TAO).

“What tools would I use to get the network information like a Mail Server, or Name
Server?”

NS Lookups tools on NSA net such as FOXTRAIL and Open Source tools such as
robtex.com, centralops.net, and network-tools.com are a GREAT START. They provide
you with IP addresses for domains. You can then query on the foreign-hosted 1P
addresses.
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Fekls ¢+ mAuvai=w Fzelues + Slpw Hidlen 5

Search: | ogine and Passwoaorrs

Query Name:

Justficetion:
Additinnal istficztian:

Mi-anda Numker:

Datetime:

dser Name:
rassvicrd:

Domain:

IF Arr-ess:

IF Arrd-ess:

cardd Fells Clza SeardiYdaluer  Reluad Last Seard 1 Valees

| roinzfarA’'gaanlF

Afjhanistan network meil serser aasswords

v

1Mcnch ~/| Start: |2008-12-24 [3  |00:0C |3 Stap: 200Q.0123 (3| |23:50 |2 @

v \/

If you are trying to FIND logins and passwords
and you know the IP address for the network,

= then search on the IP!!

- Your results will be.... LOGINS and

PASSWORDS!

Phone Number Extractor

The Phone Number Extractor query looks through the content of an email for phone
numbers. This is very similar to a PINWALE DoPhone query except the traffic that
XKEYSCORE finds may be survey (i.e., unselected, non-tasked data) and might not be
in PINWALE. XKEYSCORE may be your only hope at finding an email address for a
target where you only have their phone number as lead information.

1. Already have a phone number? If all you have to start with as lead information is

a phone number, you may find it useful to query on that phone number and see if
anyone sent an email with that number in the signature line.

Fields * Advanced Features ¥ Show Hidden Search Fields Clear Search Values Reload Last Search values

Search: Phone Number Extractor

Query Name: [Afghan

Justification: |Afghanistan phone number ct targef

Additional Justification: v

Miranda Number:

Datetime: 1 Month !v | Start: |2008-12-24 @ |00:00 < Stop:

Phone Number: _

Number Type:

Country Code:

Area:
IP Address: From v
IP Address: T v

10
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2. Looking for any phone numbers on a network? Quite often you know the mail
server IP address and could use some telephone numbers to task?

Fed:¢ * Advanced Feabniec * Show Hdden Secrch Fislde Clear Search Valiec Reload Lact €earzl valiec

Search: Phone Number Extractor

Jlery Mame: {Afghan

Jastifcation:  (Atghanistan phaone numker cttarjet

A Jitiuial Jastif catiun: | v

Miranda Number:

patedme: |Itvonh v| smar (20081224 (3] 0200 2| stop: (20090123 ) |2359

K1)
e

Phone Number: | I

Numler Type: | |
Zaunliy Cude:
BSled:
e address: | Fith=r v
[P Address: o v
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3. Looking for a phone number without the country code (non-normalized)? It’s
possible a target will pass their phone number without the country code (e.g. a
signature line with “Tel: 5354658”). In that case, XKEYSCORE will not find the
number with the country code so you must create a query that looks for fewer
digits but still complies with USSID-18. This is not a 100% solution* but
ANDing your query with a country or IP address would certainly be more
compliant. See example below:

@,mhm: @ The number you enter here isn’t
s -|—sz!—1—-_"-'"'/ normalized because you expect to see
S it in traffic »\.uthout the country cpde.

et To make this USSID-18 Compliant
you must AND this with something
RS From 32 like a country or IP address.
IP Addrcs-: To N(
PuIL; Frum 1 This example shows traffic infout of
Part: o © Pakistan
—
Qun:r\;: P< ) ( v |Erher ¥
—

Or
@ne Number: —: >
————— 2 .
Nunber Type: This example shows traffic
e e infout of a particular
network/IP Address
Area.
T =T
@s: Gl D (] [Ever &
p—— _/
IP Address: To ¥

*If you ask XKEYSCORE to give you all Pakistani traffic, it’s doing an NKB lookup on all Pakistani

registered IP addresses. Geolocation of IP addresses is not 100% accurate at this time. Unofficial estimates
say asking for all of Country X’s traffic will find between 50-60% of the actual traffic. (That’s more than
0%, though, right?)

12
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HTTP Parser

The HTTP Parser query looks for web activity (remember, HTTP = web) on a particular
link. This query is useful for several reasons. Firstly, if you know a particular website and
want to see if a foreign target visits it (e.g. an extremist web forum URL, or
maps.google.com). Secondly, this query enables you to query on a network IP(s),
casenotation, or country and see what websites we don’t know about (survey-type query).

Here are two examples

1. If you know the particular website the target visits. For this example, I’'m looking

for everyone in Sweden that visits a particular extremist web forum.

Search: HTTP Activity

Query Name:

Justification:
Additional Justification:

Miranda Number:

Datetime:

HTTP Type:

— ﬂ
< Host: “alhisbah.com 2

HTTP in Sweden

SwedishExtremist website visitars

1Week Iv| Start: [2009-01-20 [

Scroll down to enter a country code (Sweden is seleeied\

e

@try: -+

~ountry:

y A
> (v |ether v_)

The website URL (aka “host) is
entered in with a wildcard to
account for “www” and “mail”
other hosts.

To comply with USSID-18 you
must AND that with some
other information like an IP or

country

13
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2. If you don’t know the website but you know the network information (IP). For
this example, I’'m querying on a network IP block to see all of the websites the
target visits.

Search: IITTP Activity

Qus-y Name: [WecbUsclieniane ]

Justificztion:  [Websiles Fur ranian Universily |

additionz| Justificztion: | v

Mirande fLnber:

Detatime:

HTTP Type.

Host,

UkL Path:

URL Args: The website URLs (hosts) are
Ssarch Terrs: | l left blank to wildcard those
‘LancLcge™: ( = fields.
Character Encading® s /
Caatert Stat: | ]
CuriLent Stup: | |

SMArerr Inratk

Refe-er:

X Fowarcee For: | |

To comply with USSID-18 you AND that with some other information like an IP or
country/

< IP Address: EI- @V)
IP Address: | To v
Port: From v|
Port: To v

Results from an HTTP Parser query

This shows what the results from a query look like for an HTTP Parser query:
Fez &iars v 22pots v sear

~Sale—=trT =TRE ¢ LeteireE-d FI 2 Iyze Foe. L2 Sezrch Tems
. 4 10000121 M:825  INO-M 21 11:K:25  past f.gaming.ccm ssestat.php

-

» T E 2 ﬁ?ﬁ-ﬂtﬂﬂ:iﬂi"!ﬂﬂw i ~TWmam Adstatphp
] E IE 3 1690121 11:3% ?m-n}1-2111:56:49\n\asl cantg-couniry.com newpapaka‘s
110 B 4 201%ss 2K9-20 10003 |Jo§t‘ mambauru Asstatphp
5 1 5 M9127 112512 IMG-M-21 115000 past \\ 2Ndy-couniry.con  newpapaka’s
s T B 6 20127 110%H IO 211102 past \\ mambawru Astatphyp
7 ﬂ @ ! IW1-21 11:3%47 IKOH 20 11: 838 past \. mambaLiu Astatphp
3 T E] P IM01-2011@32  J89-01-2711:0632  response \

~ A L ETETE.L

Exémple 1 above shows a iﬂerson was visiting www.f-gaming.com/s/stat.php
Host = f-gaming.com
URL Path = /s/stat/php

14
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Document Metadata

Document Metadata query allows you to search on document authors, organization,
encryption*, and many other things about a document. This is extremely helpful if you
have found a file attachment from a target (e.g. Brick-and-mortar targets, person, or
Organization) and you want to see all of the other files they have sent. With the
Document Metadata query you don’t have to know the email address of the person
sending the document, you just have to know the document’s properties.

*Maost Microsoft Office allows uses to encrypt files by clicking Tools -> Options -> Security and password
protecting the files. The Document Metadata query looks for that type of encryption. It doesn’t look for
PGP or other 3™ party encryption.

“How do I find a document’s properties?”’
The easiest way to see this is to open a MS Office document and click on File ->

Properties. To find the document properties for a file you target sent, the easiest way is to
view the file in Agility and click on Properties.

Finding your target’s file properties

If you can view the target’s document in Agility, click on the Properties tab to show the
target’s Organization and/or Author. If the fields are unique or random enough you can
query on the term itself. If the Organization or Author aren’t enough to comply with
USSID-18, then you must AND that query with supporting information (IP or Country).

15
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Displaying MS Word document in Agility:

= 3gility - MetaFrame Presentation Seiver €lient _ i HEE
1= x

B4 aryliry Vicwmetr ReindheraendlH PD 2NNROS IS :mm9|umnmc{

=¢ - Iwk H

N | i |»,.3. I | Bl [0 li" | i | 1UP SLLKL] ZLUMIN ¢ SRAG TIML-L T 15 <900 U ‘21291121 —| _| _| _| 2|2
| | S Tt Fa -]

CMABIGEAIG HE A GOS0 5% Il ULl LS LTLL . 1; wot'cn @c

SACTEASFIIM Codrcev Towd Cae 2 dra e

LINANS T 1722 "3
SMANRINFASIM s e

1 i cm 1< 4
O oppindirivini-hey bes
e e ano%
Y orrinciir > 2ave (=3
s Wikl Fa0e ke [

onyoctet-strear bas

ationsmsyword

ir
v

S
I Crosoll It

A
i
\

522

2008 51520 A Author =
— Last Author =|

La_stAuthor
astPrimea

A

To create a query in XKEYSCORE from this information:

Search: Nociiment Metadata

Query Name: [foriegndocuments

Justification: [Swedisa CT Terat

Adcitional Justification: W[

| <

Mirenda Numaer:

Dal=Llirne: Tvwhek v | Starl: |2009-01-202 |000cC ﬂ Sluy: 20C9-01-

Document Type:

Farrypter?:

Carrupted?:

Filename:

Extension:

“Sibject:

*Creation Time*;

*Last Modified Time™>:

‘Llnique 12* 2ttt

Autqor:  GoGo

Last Autnor: |

16
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View of document properties of PDFs in Agility:

& Agility - HataFrama Dresantation Sarvar Cliant ‘ B'
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Jisgly, onyrd | Favr | SHF I'eaia( d mehmj _p Lot | :23|' Tléi’_‘l.l kDo |[Seqerdac [ dicenaykad || <3|

b R 2l
u/ PDF Proparriss

MoiDate  [D203510.2:2035(+(20)
Ciealcalle: ; ID"J)TJIO'. 22 2:(H2D)
Tl ol Goed -HR 5=t 2ge T M AR A
Creder [F-comt s dl Yerginn * 9
Fraieer [einat Vaillvr 01 G&indram0

|~ A uthor /

Author =-

To create a query in XKEYSCORE using this information:

Search: Document Metadata

Query Name: |lurieynducuments

Justification: |Swedish CT Target

Additional Justification: v"

Miranda Numher:

Datetime: [1waek Iv] ctart: 2000-01-20 | [00:00|Z] Stop: 2103-01-2
roumant Type: |pd _/ |

Zncrypted?:

Carrupted ?:

Fiendme:

Cxtension:

*3Subjzct*:

*Creation Tma*: |
* act Mndified Tma*; Author =-
*Unque ID* Al

Author: - )
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Creating a WorkFlow

Workflows are periodic queries you can set up that run at specified times. They are great
for sustained targets because they query the database for you (e.g. every night) and you
can easily view the recently collected traffic without having to create a new query each
day. They are also very helpful if you are performing target discovery on a network and
haven’t seen much traffic yet on a selector. A workflow for an email address can bridge
the gap between when you discover the selector (and you task it to UTT/Cadence) and
when it actually makes it to the appropriate dictionaries).

It’s important to understand that a normal (ad hoc) query is submitted when you hit
Submit. Workflows, on the other hand, are created then submitted to the XKEYSCORE
team for review. The XKEYSCORE team does not review it for USSID-18 compliance

(that’s up to you); they only review it to ensure your query won’t strain the system with
too complex a query.

The first step in creating a Workflow is click on Workflow Central:

) o — XKEYSCORE
4y Home - Usn{Fs T workflow Central Qﬁearch FId Results [ Statistics ™ preferences € Help
— P
Navigation Menu ﬁ"ﬁﬂisto: Query Type * ![
B & Resulls Clear Selection

Then click on Request on the left to start the Workflow Request Wizard, and then click
Next.
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workflow Central Request ¥zard X

Welcome to the X KEYSCORE Worktlow Request Wizard.
T i wica o oaill Juide voo hroogb be process of a=eling o Wor klNow.

A Wor<f ow 15 an standing gQuery tat will axecute &t a spesifiec me or inerva .
In additizn, a work law ca~ axecute 2] ow-on actlons once the quary hes
conpleed. Fo l-w-rn actors a-e scripts e perforns certain tasks such as
senzing email or a=cting a summary of the results throuch specitied S3L
queries,

Unon comzletion o tois wiza~d e workflowe wi | be subritted for epprovel.

Carcal 4 Frev ( P Mext Siberit
e \ il

Next, select the search type you want to create from the pull-down menu. For this, I'm

selecting an Extracted Files query. These queries are essentially the Classic A-M and N-

Z queries you have seen in the Classic Search screens. The only difference is an

Extracted Files workflow will start looking for extracted files in the future and an ad hoc

Extracted Files query will search in past/previous collection.

workflow Lentral Request Wizard

Pleace select a Search Type.

|
Alert

AS- D Data
ElazkBerty

D ¢

T

Cal Logs
Category (DNI)
CFITUI AR NI
Ciscc Fasswords -
CN=

LoZumrent Metalata
Erral Addra<ses
Exldcled =iz

Ful Log

witeshark

HTTD Activity

IRC Cae Geolocaton

K¢
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Next, fill in the name of your query (“AfghanFiles”), the auditor-compliant justification,
and how often you want the query to run. I recommend offsetting the time from the
default of midnight (2400) by a few hours (before of after). For this, I’'m selecting 0400.
Then hit NEXT.

wWorkflow Central Request Wizard X

Basiv Infurmiation e

Query Mo | A-ahanfil=s |
uery Justificztion L1 zargst n sfchanstzn )
add iond “ustiicatory -

Bt 1 - Nl P

RLIT 2wty 24 v H=urs - Szarting at K y = ‘
: T — — -

| Reccurring Search ]' O Time Soatck

EBasic Features Help v

Casl 4 ey K“ Hext 5o j

In the Add Search Fields window, you will select the search criteria that you want to
search on. In this example, I’'m looking for specific file attachment (DOC or PDF or XLS

or PPT) on a specific Afghanistan IP address.

You must hit the green “4+” symbol to enter the search criteria.

20
TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108



TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108

Worldlow Central Request Wizard g

Add Search Fields
Search Field Seerck Value Remaove
Extersion JOC ot PCF ar XLS or FPT x
FromIP Address CR To IP Acdress pae | ®
Datetirme v I sa

| Single Ficld Scarch Il Multiple Ficld Search |

' Search Yalue Help v)

Canel 4 Pev P Neit  Submit
Click Next

Single Field Search only searches in one field (e.g. File Extensions)

Multiple Field Search allows you to search on several fields (e.g., To /P AND From IP)

- Add Search Fields

Search Field S
Extension
From IP Address OR To IP Address 2

File Last Modified

[ )
0 aadre

>

) —
u BAAre

From Port
To Pont v

. Single Field Search Multiple Field Search r

Search Yalue Help

Next, you will select the sites where you want your query to run. Scroll down in this
window to use the convenient “Select All” or “Uncheck All” buttons.

NOTE: If your selector is NOFORN, you must DESELECT sites that are 2"%/3"
party.
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[] Texas (m‘1vwal.tex.f.nsa:us_web_db)

[0 TIMBERLINE (timberline:xs_web_dh)

[] xks vaip 1 (zksvoipl:g0)

[[] xks vaip 2 (zksvaip2:g0)

[ vakima mission system (j<ZkayscoreZa.yrs.f.n<a:xs_web_dhi

[] Content must exist

Zhezk Al
[] Incheck Al

BasiL Fealures Hely E]\

v
< //N

Cancel 4 Prevy & P Next Subs )

Click Next

Follow-on Actions tell XKEYSCORE to do things after it runs your query. For example,
it can email you with the results, or it can send them to Agility, or any combination of the
two. For this example, I want XKEYSCORE to email me telling me I have results and I
want it to download my results to Agility. Make sure you select Send to Agility if you
want the same.

Warktiow Central Requeest Wizard i

Follows-on Actions

Would yau like to add any follow on actions
“5 [(a)
OREY
Zurel Scripl Aryur ienls /ﬂ]‘" N\‘N
I : "]
r U¢ar .U (
\[n w14 Skessitns v ] r - R l >
Cral To -rsa.i:.aov ”
Fi 14l Subiw 1 ¥ins have o 1l
kM3l ronzen:: (io chack Aghty Ny P31
ROAR: [Jretun Only wWith Resuts
Rleaome: .
Mai Cicer [ 7‘
Trqr-ph:
13ZIP: I—:_].("I_lgl_[_m-\\-. Comil il 5
prmm——— .
(—‘LFHIIIJ T A lily [¥] Send T2 Acility

Cancel 4 Prex \ 2 l'kxj
\ — -

Click the Green Add symbol, and then click next when finished.
On the next screen, enter any comments you wish (optional) and click Next
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Lastly, click SUBMIT. Your query isn’t active yet. The XKEYSCORE team will review
it and you will have to check back later and turn the query ON or OFF as you wish.

Navigation Menu 'iﬁ_h ‘l My Workflows |

JES viorktow Cantral
2 Fesuest Hep Acticns v
ESLTY Wornows Que 'y Type ' Guery Naine Lasi Mad fi=d I Jete ~ Actione
4 PR ke H=-RNAKRCEZ|CN 2008-01-1821.¢2.40  u((>ks) 3
& 'phone_ " umber laaz phones 200901019 21:#Z40 o (3ks)

B

!
\
2 T - -

t+ o0kKs)
(& 1phonc_aumbcr oft
= 1 phong Jumder

v v vl v v v)l vl vii v v v)

4 A { | |

FFARRP B !
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Searching - Tips and Tricks

The Official XKEYSCORE Frequently Asked Questions page is located here:
http://xkeyscore.rl.r.nsa/redmine/wiki/xkeyscore/FAQ. Here are some other tips/tricks
that may be useful

1. Underscores in usernames:

If your selector has an underscore in it, you must precede the underscore with a backslash. For
example: abu_jihad would become searched as abu\_jihad. If you leave the underscore in the
query without the backslash, you are wildcarding a single character (see below).

To search on: abu_jihad @hotmail.com:
Bad query: Abu_jihad
Good query: Abu\_jihad

If you search on “abu_jihad” (without the backslash), you could bring back “abu1jihad”,
“abuTjihad”, “abuSjihad”, “abu-jihad”, etc... because you are wildcarding that character and
therefore you would be pulling on an entirely different selector.

2. To search on a range of IP addresses:

IP Address Range:
202.82.86.224 - 202.82.86.244

Becomes this XKEYSCORE Query (entered in the IP Address as To, From, or Either):
regex:202\.82\.86\.22[4-9] OR regex:202\.82\.86\.23[0-9] OR regex:202\.82\.86\.24[0-4]

3. Boolean Search Descriptions (Wildcards, ANDs, ORs, etc):

OPERATOR DESCRIPTION USAGE
! Not Equal Comparison beginning of word (i.e. !joe and !sam)

Logical OR (Search for multiple

or between words (1.e. osama or laden)

values)

and Logic'al AtND (Search for between words (ie. ¥*osama* and *laden¥*) takes
combination value matches) precedence over ORs

o Multiple Character Wildcard anywhere in word (i.e. *osam*bin*laden)

_ Single Character Wildcard anywhere in word (i.e. _sam__bin_laden)
Greater Than Comparison beginning of word (i.e. >00080 and <00111)

< Less Than Comparison beginning of word (i.e. >00080)

regex: REGEX Expression (i.e. to retrieve only numbers: regex:[0-9]1%)
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Which Query is best for me?

Quite often the most difficult part of using XKEYSCORE is deciding which query to use
at which time. Here’s a rough guide to help you decide.

Do you have an IP Address and want to learn more about that network

[Which XKEYSCORE Query is Best for Me?

[ [ have...... ‘

a/an

B3

for &

MailMieb Server
‘e.0. from a NS [03ku3)

and need

/ /
/ \
Have we seen any I Ile b - \
Whch emall adcresses ave we collected eny ohaites =
[ are seon on the nc:wor<?] [..'I.IIC nun bers (C g.in 5’9 ines) files nr attachments L”hs anc P&mfﬂs Which websites Q.CO'ﬂ-
01 tha natwor<? 01 Lhe lP/ netviork? fo the server for TAO : on the netork visit .
f J {¢.3. Google Ca=th, web forums)
\ S

|
vou'll use you ll Ise ¥ ul us2 Y.')UT. use I

\ | | | vou'll use
"The EMAIL ADDRESS Query | ' The PHONE N.MRFR FXTRACTOR | [ The EXTRACTED FILES query || The LOGINS/ASSWORDS ,
and searck on the IF query anc seardt on the IP and segrcl un Whe 1P quey and s2arch on the IP
\ / < | (hint: Sezrch or sys admin cr tre HTTP ACTIVITY quary
valuatla ports lika 21, 23, 25) axd pull on the [°
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Do you have an Email Address or Foreign Domain
And want to learn more about it?

[Which XKEYSCORE Query is Best for Me?]

[ [ have...... ]

asan

Email Address or
Domain (foreign)

and need to know

/\

[Whlch IP addresses the Whlch sites collect Are we collecting ]

target connects to N the user or domain?
you'll use

and search on the email (in username)

The EMAIL ADDRESS query
and domain {in domain)
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Do you have a phone number for your target and want to learn their
email address?

[Which XKEYSCORE Query is Best for Me?]

[ A Phone Nusiber ]

and need to know

[The target's email address}

then use

The PHONE NUMBER EXTRACTOR query
and search on the PHONE NUMBER(S).
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