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Creating Queries 
Clicking on Search at the top of the screen will bring up a list of searches in the 
Navigation Menu: 

N av iga t i on 

£ Home ¿ j Users Workflow CeiWral 

3 S i Search 

Classic 

Q Q Mult ¡Search 

;•• ¡ 2 IP Addresses 

;•• ¡ 2 Mac Address 

• ¡ S Username 

0 S ) Classic A-M 

; - S ASF and WMV Metadata 

b ¡ 2 Alert 

; • ¡ 2 DlackBerry 

H CNE 

;•• [ J ] Call Logs 

- ¡ 2 Category DNI 

| - 1 3 Cellular DNI 

;•• ̂  Cisco Passwords 

i S Document Metadata 

¡ 2 Document Tagging 

¡ 2 Email Addresses 

¡ 2 Extracted Files 

2 Full Log DNI 

g HTTP Activf 

^IRCC^Geolocation 
' - [§3 Logins and Passwords 

0 • Classic N-Z 

Search gyi jfesults H I Statistics «j 

Fields • Advanced Features • 5\ 

Search; Full Log 

Query 

Justif 

Addit ional Justif 

Miranda N 

Da 

Cl ient IP (X-Fowarde 

Use 

Attn bui 

IP Ac 

TP Ar 

The Search screen has cascading menus of different Searches: Classic, Common, 
Dictionary Hits, File Transfer, Multisearch, Network Management, User Activity, VoIP, 
and Wireless. 

C l a s s i c Que r i e s : 
Within the Classic Menu there are three folders: MultiSearch, Classic A-M, and Classic 
N-Z. 

Multisearch: 
Expand the Multisearch folder by clicking on the plus sign: 
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N av iga t i on M en u 

a FnJ Search 

l±) OMut t iSearch 

UCJ'CISssicSM 
l ± ) 0 Classic N-Z 

N av iga t i on M en u 

£l £ 3 Search 

a Q Classic 

Q Mult ¡Search 

¡ g IP .Addresses 

¡ g Mac Address 

¡ 3 Username 

« 

•T\ 1«—>«—>«——• ft M 

Multisearch IP Address: 
The Multisearch IP Address query allows you to search on an IP address into seven 
different searches. Think of it as a federated query using an IP address. The Multisearch 
IP Address query searches on: 

• User Activity 
• Phone Number Extractor 
• Email Addresses 
• Extracted Files 
• HTTP Activity 
• Full Log 
• Web Proxy 

Refer to some of the individual searches below for more information about specific 
queries 

Creating a MultiSearch IP Address Query: 
When you have filled in your query name, justified it, entered an IP address, selected 
your search engines and sites the last thing is to submit the query. If you select "Merge 
Results", then all of your individual queries will be merged into one consolidated result. 

"Why would I want to merge my results?" 
If you wanted to see all of the activity together to get a 'big picture' look at the IP 
address, regardless of the activity or application that is on the IP. The New GUI's results 
screens allow you to filter your results easily which may make viewing your results more 
intuitive. See "Viewing Your Results" in this Guide. 

"What would I want to NOT merge my results?" 
Viewing the results individually allows you to focus on a particular activity or result (e.g. 
Documents or email addresses). 
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Multisearch MAC Address: 

The Multisearch MAC Address query is exactly the same as the IP address query 
except it only allows you to search on a MAC address. Follow the same instructions as 
the Multisearch IP Address query above but replace the IP address with your MAC 
address(es). 

Fields • Show Hidden Search Fields C lear Search Values Re load Last Search Values 

Mu l t i p l e S e a r c h : M a c A d d r e s s 

Query Warne: 

Just i f i cat ion: 

Add i t iona l 
Just i f i cat ion: 

M i randa Number : 

Date t i me: Star t : 2009-01-22 • 00:00 

Mac Add r e s s : 

C o n t e n t Must Exis 

Max Resu l t s for a 
S ing le DB: 

S e a r c h 
F o r m s 

Clear 

U s e r A c t i v i t y 
P h o n e N u m b e r E x t r a c t o r 
Em a i l A d d r e s s e s 
E x t r a c t e d F i l e s 
H T T P A c t i v i t y 
Fu l l L o g 
W e b P r o x y 

Multisearch MAC 
Address looks just 

like the Multisearch 
IP Address query 

except you must now 
search on a MAC 

Save in rny Favor i tes 

L o ad From rny 
Favorites 

No 
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Multisearch Username: 

As you may have guessed, the Multisearch Username query is exactly the same as the 
IP Address Query and the MAC Address except it only allows you to search on a target's 
Username. Follow the same instructions as the Multisearch IP Address query above but 
replace the IP address with your Username(s). 

Fis!js • Shovs Hidcten Seam =i5lds Clecr Sea'tfi Values Rîload Last Search VaUes 
M u l t i p l e S e a r c h : U s e r n a m e 

Query Name: |nhujihpn 
J u s t i f i c a t i o n : c . ta-g g t i n af g an i s t a i 

A d d i t i o n a l 
M<ir i fha i inn: 

Mirarca Nurnoer: 

"What is a Username?" 
A "Username" in XKEYSCORE queries is the portion before the symbol in an 
email address. 

For example: 
Abujihad@hotmail.com: Username = abujihad 

Domain = yahoo.com 

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL//20320108 
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Classic Searches (A-Z) 
There are 32 different searches between the A-M and N-Z searches. This guide will cover 
some of the most common searches. You will notice that most of the fields of the 
searches are the same and each individual query will be unique because based on its 
query name. For example, the Extracted Files search has fields that are only applicable 
to file attachments (e.g., file names, file extensions) and the Email Addresses query has 
fields for email addresses (e.g., username and domains). All of the Classic queries will 
have common fields like Ports, IP addresses, Countries, SI GADS, and CaseNotations that 
you can use to 

:idd3 r Hdvznccc Fczto.rcs ~ Sh:W bicfccn Scorch Reds Ccjt Scorch VCIJCS Mozd Los: Sccrch vdu:s 

iitfflroh: I rnRil Addresses 

Here are two Classic queries: 
Email Addresses and 
Phone Number Extractor. 

Dusry Nan©: 
Ju stifi cai on: 

Adciticral Justificai on: 
iviranra fdurber: 

Dcitcti-ic: 1 Msnt' - Sidt: 2C0E-12-2A p| CO:CO |0| Stop: 20D9-

The fields between 
Datetime and the IP 
Addresses are the plug-
ins unique to each query. 

Frrml J=firna-ifi: 

C&Duiidiri; 
tubjDCt: 

IP Address: 
IP Aiklrû : 

Pn t: 
Hot: 

Cn .ntry: 
Cn .ntry: 

Frorr v 
M 

I inn- V 

Tc v 

~i?dz r AdvYCiJ " Otcv* I Wren Î a chrdcs Otti S?=rdi 

Sanrch: Phoriu Nnrrrtiwr Fxlrnclor 
VJerv Mei?: 
.jstificat or 

The Email Address query is catered 
to querying on email addresses 

The Phone Number Query has 
phone number fields 

£i1iirirn=*l * rcriffortfm: 
Mir_ir 11. J NJIIIUL*; 

-

fituT: DD;DD A •v 
Mnr-s k irnhr-: 
Number T>p"s: 
nur-rv r.crti: 

Arni: 

IH Ar1dr=?ss: 
IPAJUi jiss. 

-»oii: 
"̂ nr: 

Frĉ ì v| 

ne i v 

* la 
r.I ir.l v: 
Vcjnf*: 

"i irri 
I TD V| 
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Email Addresses Query: 
One of the most common queries is (you guessed it) an Email Address Query searching 
for an email address. To create a query for a specific email address, you have to fill in the 
name of the query, justify it and set a date range then you simply fill in the email 
address(es) you want to search on and submit. 

That would look something like this... 
Fields • Advanced Features * Shew Hidder Search Fields Ctear Search Values Relcad Last Search Valjes 

Search: Email Addresses 

Query Name: 

Justficatior: 

Additional Justficatior: 

M i r o i d o N u m b e r : 

|a.b j j i h a d 

cmrge i inn africa 

nql-fil-ime: 11 Mnnlh v | Sfarh |2Q08-12-24 |Rl 100:03 < 

Email Usiirnarne: abjjihad 

@Dcrnair: yahoD.cori 

NOTE: You DO NOT have to know an email address to use the Email Address Query. 
You can also search on an IP address*, domain name**, country, port, casenotation, 
protocol, SIGAD, MAC address, PID and more. If you search on something other-than an 
email address (e.g., an IP address), your results will be all of the email addresses seen on 
those IPs. 

* The IP must be hosted OUTSIDE 5-eyes countries 
** The Domain MUST be foreign owned. Check WHOIS and NSLOOKUP for more info on your domain before-hand 
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Extracted Files Query: 

1. To find a specific file (i.e., if you already know the file name): For example, if you 
noticed a file name in your target's inbox and you never actually got the file attachment. 
This is VERY common for webmail collection because the attachment is often not put 
into PINWALE with the email. 

=ielcs • Advancsc Features T S icwHdden Search Fie ds Clear S^crch Values Relocd Lest Sscrch Values 

Sed r ch ; ExLrdcLed F i les 

Oierv Name: 
Jusiitication: 

Addizionai Jusiification: 

Miranda f\urnb=r: 

Dateti rne: 

rfh psparrf-
Iranian l\u<e files 

Cusion ^ Start: 20CS-01-24 • 00:00 ~ v Stop 

E*tractec Filename; 

Extension: 

File Type (MIME "yp2): 

Is Obfuscat©d'y©*/nDj: 

Obfuscated Real File Extension: 

r~.i. 1 j— j-. fc- r% 1 /-1 • • 

n c c eor i n da i ry 2 3 -4 3. p dlj 

2. To search for all files or specific file types on a particular area or on a network. (E.g., 
IP address). This is a GREAT query if you have a foreign mail server and want to see 
what files are collected on that IP address. 

=teld> y Adi/3ic=d Fea-.ures r stjh Hidd?i Sea-ch Relrb Clea' Searci vaLes P.etocC .ait 3e;r:i Valjes 

Scorch! Extracted Files 

Cusrv Name 
:u5ttiD=tiDn 

Add i t i cna l l u s t i f b r t i D n 

M r a i d a \ u * n c e ' 

ctFi c u c a r i h 

Iraiiar Mul<c fibc 

^ — Jwtt m lì r i - 1 - 4 00 00 A 
V 3tC 

:racted Figliarne 

File Type 'MIME T / ; e ) 

Is O t f u s ; = t e d ( y e s / - o ) 

Obfusca iad R=al Fi e Extens ian 

Fila Size c n Disk 

j a i a Fi e C rea rad 

Fi e Last Access 

File Last Modif iad 

If you leave the Extracted Filenames 
field blank, you are wildcarding the 
search to look for ALL files names 

The IP Address of the mail server 
you found using NSLookup in 

Foxtrail or your non-attrib Airgap 
account goes in the "IP Address" 

field 
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Logins and Passwords 

1. If you already know the login and/or password. 
Fields T M/a-icsd F$ati_r©s T Hidden 5earci Fields Clear Search Valj©c F.eloac Last S&a-ch valu©£ 
SHrirdi: I CMjillh rintJ Passwords 

Qi .prv rvarnff: L u y i n s i u X y h t u i P 

Just i f i c a i i on : [Afgh an is(an netA-o rk rnai 5 =rve' p a s sword 

Add i t ion; : ! Jus t i f i ca t i on : 

M i - a i d a N u r r b e r : 

If you know the logins or passwords, 
query on them as long as they are unique 

and will comply with USSID-18. 
CO;00 Strip 2009-01-23 I 

PAJu t ib : 

I"1 A d c r c c c : 

Piil: 
Po - t : 

Furii v 
lo ¿5 
Fr ir ii v 
To v. 

"Where would I find passwords to use in this query?" 
Passwords can be found in TUNINGFORK (e.g., FoggyBottom), passed in the content of 
emails or text messages, or from previous XKEYSCORE queries. 

2. Trying to discover logins and passwords on a network? NOTE: Logins and 
passwords are valuable tools to enable Tailored Access Operations (TAO). 

"What tools would I use to get the network information like a Mail Server, or Name 
Server?" 
NS Lookups tools on NSA net such as FOXTRAIL and Open Source tools such as 
robtex.com, centralops.net, and network-tools.com are a GREAT START. They provide 
you with IP addresses for domains. You can then query on the foreign-hosted IP 
addresses. 
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FieLli ' IL3L F s c l a o * 51 uw  HiiJJci i 5 td rd Fc l Jb Clscr 5edfd i Vdlusi Reludil Ld i l Senni i V-sIlcì 

Search: I ogins and Passwords 

Query Name: I rQin̂ f-irA:gianlF 
JustfiCctiDn : At g h an istan n etvork mail sen/er o asswo rd s 

Addifinn^l lu st finiti in: 

Mi'and a Number: 

Date:irne: 

Jser Name: 

passwcrd: 

Domain: 

IF A d d ' e s s : 

TF Add'f i-^«:: 

1 Mcn-.h v Start: 2008-12-24 • 00: OC A StDp: 20CQ-01-23 G 23:50 A 

i 
If you are trying to FIND logins and passwords 
and you know the IP address for the network, 

then search on the IP!! 
Your results will be.. . . LOGINS and 

PASSWORDS! 

If you are trying to FIND logins and passwords 
and you know the IP address for the network, 

then search on the IP!! 
Your results will be.. . . LOGINS and 

PASSWORDS! 

If you are trying to FIND logins and passwords 
and you know the IP address for the network, 

then search on the IP!! 
Your results will be.. . . LOGINS and 

PASSWORDS! 

If you are trying to FIND logins and passwords 
and you know the IP address for the network, 

then search on the IP!! 
Your results will be.. . . LOGINS and 

PASSWORDS! 

If you are trying to FIND logins and passwords 
and you know the IP address for the network, 

then search on the IP!! 
Your results will be.. . . LOGINS and 

PASSWORDS! 

Phone Number Extractor 
The Phone Number Extractor query looks through the content of an email for phone 
numbers. This is very similar to a PINWALE DoPhone query except the traffic that 
XKEYSCORE finds may be survey (i.e., unselected, non-tasked data) and might not be 
in PINWALE. XKEYSCORE may be your only hope at finding an email address for a 
target where you only have their phone number as lead information. 

1. Already have a phone number? If all you have to start with as lead information is 
a phone number, you may find it useful to query on that phone number and see if 
anyone sent an email with that number in the signature line. 

Fields • Advanced Fea tu res • i h o w Hidden Search Fields Clear Search Values Reload Last Search Values 

s e a r ch : P h o n e Numbe r E x t r a c t o r 

Query Name: Afghan 

Justification: ¡Afghanistan phone number cttargeij 

Addit ional Justification: 

Miranda Number: 

Datetirne: 

Phone Number: 

Number Type: 

Country Code: 

Area: 

IP Address: 

IP Address: 

1 Month v Start: 2008-12-24 • 00:00 $ Stop: 

From v 

To 
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2. Looking for any phone numbers on a network? Quite often you know the mail 
server IP address and could use some telephone numbers to task? 

FeUi » Advanced Features » Show Hdden Search Fi3ldc Clear Search Valjec Reload Lad Sear:h Valjec 
Search: Phone Number Extractor 

UJery Name: |Afghai 

jjstif c3tion: [¿fghaiisien phone numtier et target 
AUJiUu-idl Jjblifudliun: | v" 

Mrondo Number: 

uace t i r ne : 

Phone Nunber: 
Number Type: 
Cjunlry CuUe: 

Awd: 

I fvonih v 2 0 0 3 - 1 2 - 2 4 • 0D:0D Stop: 2009-01-23 C 

IP Address: 
210| hi1h=r v 

o v 
• I 

2 3 :5 9 
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3. Looking for a phone number without the country code (non-normalized)? It's 
possible a target will pass their phone number without the country code (e.g. a 
signature line with 'Tel: 5354658"). In that case, XKEYSCORE will not find the 
number with the country code so you must create a query that looks for fewer 
digits but still complies with USSID-18. This is not a 100% solution* but 
ANDing your query with a country or IP address would certainly be more 
compliant. See example below: 

The number you enter here isn't 
normalized because you expect to see 
it in traffic without the country code. 
To make this USSID-18 Compliant 
you must AND this with something 

like a country or IP address. 

This example shows traffic in/out of 
Pakistan 

Number I yp~e 
Ccuntry Code 

Arc c 

IP ¿ddress 
IP Addrccc 

Purl 
Port 

F rom v 

To V 

Frurn v 

lo V 

This example shows traffic 
in/out of a particular 
network/IP Address 

Nunbe r Type: 

Country Code: 

*If you ask XKEYSCORE to give you all Pakistani traffic, it's doing an NKB lookup on all Pakistani 
registered IP addresses. Geolocation of IP addresses is not 100% accurate at this time. Unofficial estimates 
say asking for all of Country X's traffic will find between 50-60% of the actual traffic. (That's more than 
0%, though, right?) 
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HTTP Parser 
The HTTP Parser query looks for web activity (remember, HTTP = web) on a particular 
link. This query is useful for several reasons. Firstly, if you know a particular website and 
want to see if a foreign target visits it (e.g. an extremist web forum URL, or 
maps.google.com). Secondly, this query enables you to query on a network IP(s), 
casenotation, or country and see what websites we don't know about (survey-type query). 

Here are two examples 

1. If you know the particular website the target visits. For this example, I 'm looking 
for everyone in Sweden that visits a particular extremist web forum. 

Search : HTTP  Act iv i ty 

Query Name: 

Justif ication: 

Addit ional Justif ication: 

Miranda Number: 

Datetirne: 

HTTP Type: 

HTTP in Sweden 

SwedishExtremist website visitors 

1 W e e k v Start: 2009-01-20 • 

Scroll down to enter a country code (Sweden is se 

oc 

The website URL (aka "host) is 
entered in with a wildcard to 

account for "www" and "mail" 
other hosts. 

To comply with USSID-18 you 
must AND that with some 

other information like an IP or 
country 

Country: 
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2. If you don't know the website but you know the network information (IP). For 
this example, I 'm querying on a network IP block to see all of the websites the 
target visits. 

Search; H T T P Activity 

Qus'v Name: vVcbUcclrenianc 

Ju stifi cation: We b i i fes Fur r an i 3.11 Ur liver s i V 
Additional Justification: 

Miranda fsurnber: 

Data:irne: £ £ > 2 0 • 0C;00 StCD: 2009-01-27 • 

The website URLs (hosts) are 
left blank to wildcard those 

fields. ' L a n c u c g e * ; 

Charac te r E n c o d i n g 

CD i t c r t StD-t: 

CuriLeril Slup: 

::-ntprr inral: 

Rc fccr : 

X Fcrwarcec For; 

To comply with USSID-18 you AND that with some other information like an IP or 
countr 

IP Address: 

IP Address: 

Port: 

Port: 

2 1 0 | Either V 

I To -
From V 

To -

Results from an HTTP Parser query 
This shows what the results from a query look like for an HTTP Parser query: 
M : ttbrs T >jfo-t5T 

ife/f r 

- » - t r s - "TTI^if i i DffeireETl 1 -HTyce Search Tarns 
[771 A 2W9-01-27 11:4(525 2M9-iH-2711:#:25 post f-gamiiij|^oru tetebtphp 

> B 
g 2 ~ 2*19-1)1-2711:1*4T i W ' J - i n - . T T m ^ j m nTWltau.ru /I >1stat.ph|] 

I D ^ 3 2MiS.fl1.2711:5ft« m m -2711:55:49s NflOft •3iniiy-coiinlry.com .newpapakafe 

• ^ A 2W9-01-2711:3*53 2«'3-M-2711;#;03 p o k mmibauru .tstat.php 

5 • 5 2WB-01-2711:25:12 2K'9-')1-2711:25:14 post \ «nt1y-connliy.com .neyqiapak^'s 

* D < 2H9-01-2711:0*41 2W9-IM-2711:W:42 post \ minibau.ru .'1'stat.php 

7 D 4 Z 2W9-01-2711:2*47 2M9-91-2711:2*51 post \ mmibau.ru d'stat.php 

5 a 
| 2W9-01-2711:0(532 2W9-»1-2711:i)(:32 response \ 

Example 1 above shows a person was visiting www.f-gaming.com/s/stat.php 
Host = f-gaming.com 
URL Path = /s/stat/php 
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Document Metadata 
Document Metadata query allows you to search on document authors, organization, 
encryption*, and many other things about a document. This is extremely helpful if you 
have found a file attachment from a target (e.g. Brick-and-mortar targets, person, or 
Organization) and you want to see all of the other files they have sent. With the 
Document Metadata query you don't have to know the email address of the person 
sending the document, you just have to know the document's properties. 

*Most Microsoft Office allows uses to encrypt files by clicking Tools -> Options -> Security and password 
protecting the files. The Document Metadata query looks for that type of encryption. It doesn't look for 
PGP or other 3rd party encryption. 

"How do I find a document's properties?" 
The easiest way to see this is to open a MS Office document and click on File -> 
Properties. To find the document properties for a file you target sent, the easiest way is to 
view the file in Agility and click on Properties. 

Finding your target's file properties 
If you can view the target's document in Agility, click on the Properties tab to show the 
target's Organization and/or Author. If the fields are unique or random enough you can 
query on the term itself. If the Organization or Author aren't enough to comply with 
USSID-18, then you must AND that query with supporting information (IP or Country). 
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Displaying MS Word document in Agility: 

fS 
Agility - MelaFrame Presentation Server Client 

Mlirv ¥l<wr RMfwihrrvnTTHO PD TgtßfiSlS JIViRfl.VI !44«r?..Yin 
= r -(Ï Tv* Hit 
i- i l ) ^.i l I ¿1 Ii I h Im I n . j £1. • I «LK i I ] 

mm 
IU^ MLKLI //LTLMJM I / / K A B LLML-L/L L I A / L J I UKFL/ÄUKIH LÜ'J 

C a t e g o r y 

C o m p a n y 

H id de nSI id » C o u n t 

LineCount 
Link3UpTaD3te rts-H 
Manager 
MM Clip Co uni 
NoteCount 'A) 
ParagraphCount fc 
Pre senletianTarget 
SceleCrop I -.!-:-
SlideCount § 
AppNsmÇ—' ~ Tctjsol.̂ il 1 Ii1' ' ^ 
A u t h o r 

Comments 
DateCre&ted 
SecurityLevgl 

yworda 
L a s t A u t h o r 

LastPrWO 

I 

Author = 
Last Author = | 

To create a query in XKEYSCORE from this information: 
S e a r n h : D o c u m e n t M e t a d a t a 

Q u e r y Norr ie: fo r i egndocurnents 

J u s t i f i c a t i o n : Rwfiriist CTTFrg=it 

Adc i tbna l Justif ication; 

Miranda Numoer: 

Ddl i l i rne; 

Document Type: 

Fnnryptpri?: 

Corrupted?: 

Filename: 

Extension: 

" S J b j e c f : 

'"Creation Time": 

*Lact Modified Tirncx: 

'Unique 131 

Autnor: 

1 Vvfeek v SLdrl: 2039-01-2D • 0 0 oc 
A 
v S L U J ; 2 0 C 9 - 0 1 -
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View of document properties of PDFs in Agility: 

PDF Pnp »rriss 

Mo ID al? D a m : Draw?» 

Cteglxalfe: D23rjiO:::»«c-K2M 

ÏÏÏÏ̂RAv 
Ctc.iAfi F-nnplirfflViTihh '-.ì 

Acn'ial ~)ktìll=vr fiorài) 

53: I3flfcstcr.fr? 1QrQ3C? 929:21 W report UH syiEfurn» te -jiJglsn 
" Cjflgtfi 
1 rttpxj f 

1 r?<j?xji 
1 rsqeaif 

1 rsgwgf 

| SecfCì<AC | |_| Diitf-u rei I F m SM"F head: iPropertie: 

Agility - MotaFramo Presentation Sorvor Client 
Âgility Viewer - NewÇuei7.2Wn 1019121728̂go 

Author = 

TOP SECREr/yCOMIM-ra RA[JT:ME//N0FORlY.'202911Z3 
Fi; Ed: T:cb h b 

Sii | HJ | M i | l_-t k | | OHw | «[.«-il | 

To create a query in XKEYSCORE using this information: 
S e a r c h : D o c u m e n t M e t a d a t a 

Q u e r y N a m e : iur ieyr iUuuumeri l t ; 

J u s t i f i c a t i o n : Swed i s h C T T a r g e t 

Additional Justification: 

M i r a n d a N u m h e r : 

Datetime: 1 vVsek v | Start: 2009-01-20 G 00:00 A 
V Stop: 2J05-01-27 

Document Type: 

Encrypted?: 

corrupted?: 

F i e r id rne: 

E x t e n s i o n : 

* Subject*: 
^ C r e a t i o n T m = * : 

* a s t M o d i f i e d Tm=!* : 

*Unque ID^ 

Author: 

Author = 
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Creating a WorkFlow 
Workflows are periodic queries you can set up that run at specified times. They are great 
for sustained targets because they query the database for you (e.g. every night) and you 
can easily view the recently collected traffic without having to create a new query each 
day. They are also very helpful if you are performing target discovery on a network and 
haven't seen much traffic yet on a selector. A workflow for an email address can bridge 
the gap between when you discover the selector (and you task it to UTT/Cadence) and 
when it actually makes it to the appropriate dictionaries). 

It's important to understand that a normal (ad hoc) query is submitted when you hit 
Submit. Workflows, on the other hand, are created then submitted to the XKEYSCORE 
team for review. The XKEYSCORE team does not review it for USSID-18 compliance 
(that's up to you); they only review it to ensure your query won't strain the system with 
too complex a query. 

Central: 
XKEYSCORE 

Statistics ^ Preferences ft Help 

Then click on Request on the left to start the Workflow Request Wizard, and then click 
Next. 

Clear Select ion 

The first step in creating a Workflow is click on Workflow 

Home Usrfs i f Workflow Central Q^Search Results @ 

Nav iga t ion M en u 

0 0 Resu l t s 

Histo; Query Ty p e 
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Next, select the search type you want to create from the pull-down menu. For this, I 'm 
selecting an Extracted Files query. These queries are essentially the Classic A-M and N-
Z queries you have seen in the Classic Search screens. The only difference is an 
Extracted Files workflow will start looking for extracted files in the future and an ad hoc 
Extracted Files query will search in past/previous collection. 

Workflow l en t r a l Request Wizard 

Please select a Search Type. 

1 

Alert 
-
d 

AS- ID Data 

ElaikBerry 

Cal Logs 
= • 

Category (DKII) 

fF I IUI £R nvii 

Ciscc Passwords IJ 
CNE 

uozurrent Metadata 

Errai Acdrsises 

ExUdL lbJ =ildi 

Ful Log 

Wireshark 

HTTP Activity 

IRC Cox: Gcolocoton -
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Next, fill in the name of your query ("AfghanFiles"), the auditor-compliant justification, 
and how often you want the query to run. I recommend offsetting the time from the 
default of midnight (2400) by a few hours (before of after). For this, I 'm selecting 0400. 
Then hit NEXT. 

In the Add Search Fields window, you will select the search criteria that you want to 
search on. In this example, I 'm looking for specific file attachment (DOC or PDF or XLS 
or PPT) on a specific Afghanistan IP address. 

You must hit the green "+" symbol to enter the search criteria. 
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W ork f l ow  Cen t ra l R eq u e s t W i z a r d 

A d d S e a r c h Fie lds 

Search Field Sesrch Value Remove 

Extersicn DOC or PCF er XLS or FPT X 
From IP Adcfress CR To IP Acd ress x 
ua te t i r r e - + 

S ing le F i d d S c o r c h Mjltiplc Field Scorch 

S e a r c h Va lue Help • 

Cdii.cl 4 P;ev • Ncxl Subi nil 

Click Next 

Single Field Search only searches in one field (e.g. File Extensions) 

Multiple Field Search allows you to search on several fields (e.g., To IP AND From IP) 

A d d S e a r c h F i e l d s 

Sea r ch Field S 

Extension D 

From IP Add re s s OR To IP Add re s s 2 

File Last Modi f ied * 

From IP Address 
T o ÌP Address 
From Port 
T o Port 

Single Field Search M u l t i p l e F i e l d S e a r c h 

S e a r c h V a l u e H e l p 

Next, you will select the sites where you want your query to run. Scroll down in this 
window to use the convenient "Select All" or "Uncheck All" buttons. 

NOTE: If your selector is NOFORN, you must DESELEC T sites that are 2nd/3rd 

party. 
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•  T e x a s (m'lvwal.tex.f.nsa:xs_w9b_db) 
• TIMBERUNE (tirnberline:xs_web_db) 
• xks voip 1 (xksvoipl:qO) 
• xks voip 2 (xksvoip2:q0) 
• Yakima mission system 0<^5yscore^a.yrs.f.nia:xs_web_dbi 

•  C o n t e n t m u s t e « i s t 

cherkAl 

• Jncheck All 

Basic Fedlur« Help 0 

Click Next 

Follow-on Actions tell XKEYSCORE to do things after it runs your query. For example, 
it can email you with the results, or it can send them to Agility, or any combination of the 
two. For this example, I want XKEYSCORE to email me telling me I have results and I 
want it to download my results to Agility. Make sure you select Send to Agility if you 
want the same. 

GDP: [I fini prt-ss fI il il h- il 
Fnr H J " i I À j lil / 13 Send TD Ability 

Workflow Central Request Wiẑ -d X 

Follow-on A c t i o n s 

Would you like to odd any follow on actions 
Dmd 

2>Y35 

Cancel ^ Prcv 

Suripl Aiuur ici ib 

Hi WÎIIHIJ SKSSÌIIIK 
user .u 

Cnal To 

Fi HI Suh.HI I: 

bnal Lon:en:: 

ROWR: 
Rlcozrnc: 

Mai Oncer 
Trlgtcph: 

Yi h j hhvh ri-̂ j .lisi 
Go check Agli:y My nan 

• h.eturn onf/ with Ke;uts 

Click the Green Add symbol, and then click next when finished. 
On the next screen, enter any comments you wish (optional) and click Next 
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Lastly, click SUBMIT. Your query isn't active yet. The XKEYSCORE team will review 
it and you will have to check back later and turn the query ON or OFF as you wish. 

Maviaaaon Menu 

• Q W o r k f o w Ccritrol 

¡fzlrc^uc-sl 
g|MYWorwows 

« M y W o r k f l o w s 

hfcf Ac«cn> 

Ouc'V Type 

g phonej^yrnter 

\± phone number 

g: phonc_-iurnbcr 

±  p'l̂ nelnumter 

£ phDnc_iUMibcr 

S ytipS*'*™ 

U I'lttpjicr-cer 

S Mlpjifi'Sjir 
|-fc hllfJJLtFWI 

pF"on€_-uimber 

Quay Name 

HzRNANDEZICN 

L«1 Modfbd 

2009-01-19 21. 

2009 01 19 21; 

¿7.40 

'7:40 

Gtete ^ 

u i (>.ks) 

o i (>:ks) 

s'/v^disrPiores cruz 2009-01 -19 2i : ¿7:40 

Fr fvFA Doc 201)8 2000-01 -10 21:^7:21 

iraqij^a^Ultfjsteccrr 

Mjlinc*fhDnc3 2000-01 -10 21:^7:21 

? i m n i -19 91-¿7:71 

VYdro u r 2 0 2009-01 -19 21:^7:21 

weh firu*n? mq.ni -19 ? i i 7 / i 

v^tii i j ru n3 2009-01-19 21.^7.21 

ZTOJ3PSUMVEROJEA 2009-01 -19 21:^7:21 off 

Actbn^ 
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Searching - Tips and Tricks 

The Official XKEYSCORE Frequently Asked Questions page is located here: 
http://xkeyscore.rl.r.nsa/redmine/wiki/xkeyscore/FAQ. Here are some other tips/tricks 
that may be useful 

1. Underscores in user names: 
If your selector has an underscore in it, you must precede the underscore with a backslash. For 
example: abu_jihad would become searched as abu\_jihad. If you leave the underscore in the 
query without the backslash, you are wildcarding a single character (see below). 

To search on: abuJihad@hotmail.com: 
Bad query: Abu_jihad 
Good query: Abu\_jihad 

If you search on "abu_jihad" (without the backslash), you could bring back "abuljihad", 
"abuTjihad", "abuSjihad", "abu-jihad", etc... because you are wildcarding that character and 
therefore you would be pulling on an entirely different selector. 

2. To search on a range of IP addresses: 

IP Address Range: 
202.82.86.224 - 202.82.86.244 

Becomes this XKEYSCORE Query (entered in the IP Address as To, From, or Either): 
regex:202V 82 V 86V22 [4-9] OR regex:202\.82V86V23[0-9] OR regex:202V82V86V24[0-4] 

3. Boolean Search Descriptions (Wildcards, ANDs, ORs, etc): 

OPERATOR DESCRIPTION USAGE 
t 
• Not Equal Comparison beginning of word (i.e. !joe and !sam) 

or Logical OR (Search for multiple 
values) 

between words (i.e. osama or laden) 

and Logical AND (Search for 
combination value matches) 

between words (ie. *osama* and *laden*) takes 
precedence over ORs 

* Multiple Character Wildcard anywhere in word (i.e. *osam*bin*laden) 

Single Character Wildcard anywhere in word (i.e. _sam bin_laden) 

> Greater Than Comparison beginning of word (i.e. >00080 and <00111) 

< Less Than Comparison beginning of word (i.e. >00080) 

regex: REGEX Expression (i.e. to retrieve only numbers: regex:[0-9]*) 
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Which Query is best for me? 
Quite often the most difficult part of using XKEYSCORE is deciding which query to use 
at which time. Here's a rough guide to help you decide. 

Do you have an IP Address and want to learn more about that network 

Which XKEYSCORE Query is Best for Me?" 

I have, 

a/an 

\ 

IP Address 

for o 

Mail/Web Server 
[e.g. fron a INS looktn) 

and need 
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Do you have an Email Address or Foreign Domain 
And want to learn more about it? 

a/an; 

Em ai l A d d r e s s or 
D om a i n (/ foreign) 

and need to know 

you'll use 

The EMAIL ADDRESS query 
and search on the email (in userna-me) 

and domain (in domain) 
v ! / 
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Do you have a phone number for your target and want to learn their 
email address? 

Which XKEYSCORE Query is Best for Me? 

a/an: 

A Phane Number 

and neec to know 

The target's email address 1 

then use 

The PHONE NUMBER EXTRACTOR query 
and search on the PHONE NUMBER(S). 
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