Canadian | Service

Security 1 canadien du
Intelligence | renseignement
Service ‘ de sécurité

Our file: 117-2014-345

Mr. Justin Ling

Room 350N, Centre Block, AVR 79 2015
Parliament of Canada Wellington St

Ottawa, Ontario

K1A 0A6

Dear Mr. Ling:

This refers to your Access to Information Act request of October 28, 2014, for "All Ministerial
directions Memorandum of Understanding or Co-operation agreements between CSIS and
the Communications Security Establishment Canada (CSEC)", received on October 31,
2014.

Enclosed please find a copy of the releasable material pertaining to the subject of your request.
Portions of the material have been exempted from disclosure by virtue of one or more of sections
15(1) (defence of Canada), 15(1) (as it relates to the efforts of Canada towards detecting,
preventing or suppressing subversive or hostile activities), 23 and/or 24(1) of the Act.

In addition, some of the information has been excluded under section 69(1) of the Act.

You may use the contact information located in the letterhead to contact us should you wish to
obtain clarification concerning your request. Please provide the file number at the top of this
letter in any subsequent correspondence.

Please be advised that you are entitled to file a complaint to the Information Commissioner
concerning the processing of your request within sixty days of the receipt of this notice. In the
event you decide to avail yourself of this right, your notice of complaint should be addressed to:
Information Commissioner of Canada, 30 Victoria Street, Gatineau, Quebec, K1A 1H3.

Yours,truly,

Michel
Coordipator
Accesg to Information
and Privacy

Attachments i+l

Canada

P.O. Box 9732, Station “T”, Ottawa, Ontario K1G 4G4  C.P. 9732, Succursale “T”, Ottawa (Ontario) K1G 4G4
Tel: (613)231-0107 1-877-995-9903 Fax: (613)842-1271
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N (MOU) o
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| A"d y i |

THE COMMUNICATIONS SECURITY ESTABLISHMENT Fas

(CSE)

Tty E _’cdll_é;:ti\}_gly referred td-asthe'{pa__mes’{' o

Conceming an atrangement for ongomg cooperatlon on mformatnon

ok andmtelhgence collection, information sharmg
\ =S and operatnonal support '

THECANADIAN‘SECURTTY lNTELLlGENCESERVICE ----- RN
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SECRET.

; PREAMBLE

WHEREAS pursuant to sectron 12 of the Canad;an Secunty Intelhgence Serwce Act (CSIS Act). the

- duties and functions of CSIS mclude the. coﬂectron by mvestigatron or. otherwnse, to the e)_(tem
i that is strictly necessary, and: the analysis and retentron of information andintelligence
‘respecting activities that may on. reasonable grounds be suspected of constatutmg threats to the

secuntv of Canada, \

" : WHEREAS pursuant to section 15 of the CSIS Act CSIS may ;onduct such mvestagahons as are
3 requtred for the purpose of provrdmg secumy assessments pursuant to section 13 or advice
;pursuant to sectron 14 of the CSIS Act : - ~

: WHEREAS pursuant to sectron 15 of the CSIS Act, wnh the personal consem in Wntmg of the
.- Minister of Public Safety and in relation to’ the defence of Canada or the conduct of lntematranal
affairs of Canada, the Service| may assist the Minister of National Defence: or the Minister of
_ Foreign Affairs in 'the collectnon wrthin Canada of mformatnon or. rnteﬂlgence relatmg to the -
% capab«lnues rntentrons or actwrtfes or’ forergn states or persons, _

X ""'WHEREAS pursuant to subsecdon 17(1Lof t’ne csis Act CSIS mav. wrth the approval of the
y _:_Mlnister of Public Safety, énterintoan. arrangpment omxherwrse Looperate with any
i department of the Govemment oFCanada,

T WHEREAS pursuant to subsectron 19(2) of 1fne CSIS Act, CSIS may dysclose mformatlon obtamed
- .in the performance ; ofits duties for the purposes/of performing )ts obhgatrons under the Act
g mcludmg the duty to advrse the Government of Canada o RS AP

WHEREAS pursuant to secnon 21 of the CSIS Act the Director of CSiSora designated emp(oyee d

may, with the approval of the Mlmster of Public Safety, appty for and Gbtain warrants to enable

CSIS to mvestlgate a threat to the secumy of Canada or perform |ts duues and functaons under o

section 16 of the CSIS Act;

WHEREAS pursuant to paragraph 273 64(1) {a) of the Natronal Defence Act (NDA) the mandate

_of CSECincludes thé acquisition and use of information’ from the global information
* & linfrastructure for, the purpose of providing fareign Intelugence in accordance with the
) _J:\";'/Government of Canada mtélhgente pnormes : .

WHEREAS pursuam to paragraph 273 64 () {b) of the NDA the mandate of CSE includes.
: provusuon of adVrce, guidance and: services to help ensure the. protectnon of electronic ;
mformatlon and of mfonnation mfrastructures of lmportance to the Government of Canada, and ,

Pagedof1l
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.'WHEREAS pursuant to paragraph 273 64 (1) (c) of the NDA the mandate of C5€ mdudes the )
_provision of techmcal and operational ass'rstanee to federal law enfbncement and secunty

agencres in the performance of therr tawful dunes

i .SECT ION 1' PURPOSE

TN

0 ‘t’_b.) o ff'provrde fot tha disc!niure arfd safeguardmg of miormatron shared between lhe s

secnon, 2~, ,bmﬂmmrs

a zgla

: The partles have reached the followfng understandmg

The purpose of this MOU ns to

(a) ' estabhsh an arrangement under whuch the two orgamzatuons w:ll continueto . . .
- cooperate for the: purpose of mformauon and intelligence: collection, mformatron s

5 --sharing and operanonalsupport in, accordance wnh tnenr respectlve mandates \

s -;i;,'.h»and

._j,,.-_partuesto this arrangemeﬁt B

ln thrs MOU the terms liste& below wrﬂ have the followmg meanmg&

' "Arrangement" refers to arrangements subject mtheapproval of the Mmcster of Publ;c
Safety under. section 17(1) of the CSIS Act and for. greater clanty, mcludes the

arrangemem descnbed m thrs MOU

g ‘Ferergn lntelltgente' i defmed in secnon 273. 61 of the NDA;

' ,,A“MOU" means thns Memorandum of Understanding and for greater clarrty, mcludes all of
Coits annexes ' ‘ ; ; L : :

k """“Opé&atronal Support” rs def ned generally as the Iogrshcal frnancral technccal analytrcal Ay '
or. personnel assustance tharCSlS or CSE may, sub;ect to applicable Iaw provrde to the 3
. other to suppbrt the operation:l actwmes carneqi out by tne other, ; FAe

2 "Thr‘eau to the secu;rty" f Canada" ls defmed in sectson 2 of the CSJS Act, and

oyl f“’Work‘rng asmmt" means an agreement between the partres to carry out the steps :
| netessary to nnpleMent the) arrangement descnbed in thls MOU and includes efforts to
-~ lrmrt duphcatron ofwork. o ~ ST %

: ﬁ;’,gc ““' L




. SECRET

SECTION 3; sr:obs er'c'dop'eninbh

COoperation in lnformatlon and mteihgenr.e Cauectlon and Information $harlng

: ,(a‘)
6

3 31 The parhes wrll

cooperate to the greatest extent practacable wrthm their respectrve legal

authontnes and mandates on the collection and sharmg of mformatxon ot'V,

ok inteillgem:e wnthbut compromrsmg mteltig,ence assets, sources or methods, while %
;B rec0gn|zing the, Iegal nghts of Canadlans ms:de and outside Canada as well as .
- “those of any person in Cahada 2 ; .
t as appropnate within each party's legrstative and polrcy frameworks, share the
- 'most accurate, complete and tnmetv mformatlon and. intelltgence asit. relates to
- gach party s mandates, intelligence requurements and pricrities, including updates- i
" : and re assessment.of the mtelllgence to the extent posstble, j

% dhere to the general f rmclpies hsted below whrch gcvern the retention, use and i
" disclo$ure, of informatian and mteﬂtgence reCelved from the other party‘ mcludmg' s

i the need-to-know prmcuple

(i) ".' admrmster maintaln, and drspose of rnformatnon exr.hanged in accordante :

. .withthe'law that apphes torecord reterition and personal mformatron and e
& ¥ all apphcabte aohcnes and gurdelmes, '

:f' 5 -..{ ti) use the rnformat»on prowded by the other partv solely for the purpose for

e _ whlch it was prowded

¥ (ih) 3 comply wath Canada 's anacy Act Lrbra/y nnd Archrves of Canada Act: and

“any other anplu:ahle laws, in addltsan to relevant Govemment of Canada’

- - policies, such :as the Policy 6n Goverriment Security {PGS), specifically the

- section. that relates tothe drstrrbutlon mamtenance and storage of such
- mformatron g :

'f_(_iv») A not drssemmate the mformatlon to any thlrd party wnthout the prior -

/ wntten eonsem of the. origmator, except as requtred by law, in whtch case
/ tpnorxnotcce must be provnded to the originator; and- : :

% ’M ensure all mformat{on and mtelhgence exchanged will be protected against

OF unlawful er accrdenta! dtsclosura while altcaveats and classifications

< rrmposed by eﬁher party wrlt remam attached and will be fully respected

sl
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Cooperation m Operahonal Support

CET

The pames wm

(a) - provide operatuonal support to each other, when appmpnate in relanon to theu'
respective mandates ' SN

(b) - vas‘sist,each_other

o (d) . ‘tooperate |

¥ }(é) exchange employees, wl'aen appropriate,

3-4‘,7;' p
B L cam]ing out spec:fic measures, ‘the partles will jaintly enter working agreements to -
: unniement the EOOperaxlon descr:bed in this section Such WQrkmg agreements will be
\ ouﬂmed and an,nexed to thls MOU .

~S_3,._s;f"—,

b |

',‘COmpliance S Qs - ON s SV

\ Each pafty shall comply w4th ariy pohcaes, pmcedures of guldeunes that the other. rnay

“make for the handling of intellagence pfovoded by The pames are free to propose -

“-alternative pmcedures pursuant to théir own poluaes and approvals to suit the

circumstances of a particular case, “If agreed to by both partnes such alternatwe
procadures will be smplemented as specified. '

lmplementetuon .

Recognlzung that the eﬁecuveness of thus arrangoment between the parnes will require

3 Wanmg agreements between the pames to urnplement thus arrangement will be hmnted

by the; scope of this arrangement Nothing in this MOU will be construed to preclude
separate arrangements. :

.‘;.:-ngtbxff'._ll"._.-
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4.1 The.parties are represented bvthelr respectlve Head afh)stlfunon Who att as Sagnatones
S 10. this MOU.. For the purposes of thts MOU the Heads of lnsntuuonfm YL

a_)'__ o for c5|5--v

Dlrector o :
i Canadlan Security. Intelhgence Servnce

. b for css

© SECRET

5

' 42 ! 'The Des:gnated Rebmmntatlyqs are responslblefax xhe tMeran management of thlS MOU

- For the purposes of this, MOU IWe Desngnateq Representauves are:

e _,a)" A-';'E_;:"‘for csis,
:}Asslstant Director Téthnolagy
b) ".l'forcss

: -_'_D;rector General 4
: Pol«cv and Communlcaﬁons

.k i; gcom:zed that wcthm each orgamzatson, the respective Directors General
regpoﬂs‘ble for.a particular subject or operatlonal area will be the primary. paints of

Q /~.J S/ Linef %
SO/ A

44 "*’me Pame; w:ll ensure tﬁat amethod Js m place for trackmg the prows|on and rEcespt of
o mto;mzmon , ‘ : S T A

Page T of n

‘_ contéct for the exchartge of lnformatlon relevant to that part'cular sublect or operational ¥
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SECRET

 Joint Management Tearns

i The pames agree to regu!ar and ongomg engagement through jaint Management Teams

(JMTs)

The Executrve JMT, consrstrng of the Drrector, CS|5 the Chief,CSE, ‘and therr respectuve _

executive Ievel managers who téport.to them dlrectly, will meet ona’ regular basis to

_ address issues:of mutijal. mterest and to modrfyor :anrrm priority activities for
& 'cooperauon These Executwe JMT meetmgs wrlt ocLuron a bi~annual basis or-as requrred

t

: " The Asssstant Deputy Mmrster JMT consrstmg of the Deputy Chief StGlNT CSE and the
~ Assistant Director Technology, CSIS and their reéspective executives will report progress

to the Executrve JMT on outstandmg issues, mamtam a cooperation prioritres list, and
provide recommendatrons as necessary 2

) ,'.Worklng groups may be eStablrshed hy either of the JMTs for the purpose of addressmg
.'Zspecrflc matters, including thOSe relatmg tothe admlmstratron of thrs MOU. as well as any
meaeure descrrbed in its annexes »

' '§Dispute Resoltmon

B 'ﬁAny dcspute ansmg from the Interpretatlon or operation of the arrangement described in
‘this MOU or its anhexes sha!! bé referred to the Assrstant Deputy: Mimster MT, These -

. discussions will also include the Director General for Policy and Communications at CSE

_and:the Director General for. Pohcy, at CSIS As necessary, unresolved issues wrll be "

e elevated to the Executwe JMT

secnon 5. INFORMATION MANAGEMENT S
: ';Loss or Unauthonzed Drsclosure
G The partres agree that in the event of the loss or unauthonzed drsclosure or

'dissemmatran by one party of the. other party's claSsuﬂed information, the party
: responsible for the lass, dusclosure or drssemmatron will advise the other rmmeduately of

& rtsdrscovery and. wnll ass:st in preparmga damage assessment

B

: 'Amendment of Personet lrrformaﬂon

The psrt:es wrﬂ ensure that a method is in piace for trackmg the prowsron and recerpt of
; __personal rnformatron as deﬁned m seetion 3of the anacy Act Shouid any personal :

. Pag;Sot.i.}l '



http:fGen'.er

e et i bk o A b 0

SECRET

lnformatuon provnded by one party to the other be amended by way of correctmn or

notatron the party. whrch provided the lnformatron will provrde in writing the correctrdn =

or notatson to the other partv pursuant (0} the prowsvons of the anocy Act

SECTION 6: ADMINISTRATIVE AND FINANCIAL ARRANGEMENTS

6.1

The pames wn!l be responslble for any costs mcurred to meet their respectwe

administrative oblrgatrons contamed within this MOU, ‘such as, but not limited to,

mamtammg secure ofﬂce facihties, rncludmg the acquisition of approved security

L % contalners telecommumcatlons eqmpment electromc equipment, room and burldmg
' -desrgn S &y :

SECTION 7:' 7 srn-:cnve omt AMENbMENTAND rsnwmnou

i Effetti\m Date

; 71

: Thrs MOU wrll cdmmenee on: the date on whuch rt is sagned by the Iast of the parttes and
' _wrll remain m effect urml rt is. termmated in accordance with the procedure set outin thts.

: Amendment

d Thrs MOU may be amended at any time upon mutuél consent of the partres Such
) amendment will be effected by an exchange of letters between the signatories to this

T MOUL Amendments may not change the nature and scope or. alter the substance of the

' _,‘arrangement descdbed in thrs MOU

b Annexes to thns MOU may be amended at anytrme upoh mutual consent of the partces as
s 'represented by their Designated Representatwes Amendments to the annexes may not . .
change the nature and sc0pe or alter the ﬁubstance of the arrangement descnbed in thls .

MOU.

Changes being consrdered or proposed to Iegrstatron poln:y or operatrons bv either CSE or
€51S, which may lmpede the function of this MOU, shall be the sub]ect of early '

A/ oonsultaﬂons between representatwes of the pames

CPage 9ol 1




signed on behalf of CSE

SECRET

Termmatlon

75 Either the Chief, CSE or the Dcrector, csls may termmate this MOU at anytlme hv
= prowdmg, in wntmg, 60 days notlce of mtenﬂon to tefmmate

s secncm 8 LEGAL EFFECT

', 8.; Thls MOU is an admnmstra’uve understandlng between the pames and is not intended to

be Iegaﬂy bmdmg or enforceable before the Courts.

In wnness Thereof the pames hereto have executed thss MOU the day and vear mdncated
below oLl ‘

" Signed on'behalf of CSIS - . -

John Adams T T, e P ,RuchardB Fa_dden
4 Chief o Eh. i o R g ' Dnrector E

e s

_Date 8y, - e Date '

Page 10 of 11
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SECRET

. ANNEX

OR REEMENTS

The followmg workmg Agreements are annexes to thts Memorandum of Understandmg

YA
c 3 3

" The 1ollowmg is a Itst of other Arrangements currently inteffeet between CSIS and CSE. :

; 1 MOU cOaperatlon between the £ommumcations Secunty Es:abhshment and the Canadjan-_{' ;_f'ji'_{

- Security Intelligence Servnce (tnformatwn/lntelhgence exchange and Operatmnal
Support) in relationto sectmn 12 of the Canadmn Secunty Intemgence Serwce Act
(Novernber 1, 1990)

2. MOU Operatijona! cooperatmn between the Commumcataons Secunty Estabhshment and :
- ‘The Canadian Security Intemgence Service in relation to section. 16.0f the Canad:an

2 Securlty lntelhgence Service Acts: (Novemberl 1990)

A

. Lastupnatied::': " Og V&S uﬁ?[ﬁ‘._ ’ (Date)

i g y———— s a 40 sek, aw deve
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Memorandum of Undelstasumq Between CSE and (‘,‘s S . ' Secfet

- “_,_’Merpora’ndurb ovanc.lerstandlbg -

b The cemmumcmeﬁ'; secunlw esmsbsumrm
st (hereaﬁer referred tq as CSE) 3

. The cAuAmAN szcunmr mrzmceucs seavuce
(hereafter referred to as CSIS)

Ca The purpqse and scepe effthis Memorandum qf UnderStandmg (MOU) is to establush a- '
2y workmg agreement for* - LT o ;

i a) the governanoe oi s on St VB Loy lssues between CSE and
CSiS (hereafter, the Parties), prlmanly by-detil neating the.roles and responsubrht:es
between CSE

. REFEREN(;E

“The MOU between CSlS a‘nd CSE dated December 14 2011 sets out an. arrangement urnder
517 of. the CSISALE for onggmg cnoperatron ori; informatuon and intelligence: collection, '
i mformatuon shanng and operattonal Sup;mrt Thus MOU establishes a workmg agreement
: fpursuént to paragraph 3.4 of the Aﬁrangement MOU and wﬂl be annexed tothe -

Arrangement ’
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- Memorandum of Understanding Between i‘.‘.SE_and C3Is Secret

DEFINITIONS

- In this MOU the Parties agree that the followmg definitlons apply

LK POlNTS or ccmucr

¥ For CSE

). The Ch»ef CSE is the Managef of the. Cryptologcc Program in Canada and responsuble

for all aspects of SIGIMT policy, operations and administration in Canada and
k .affectmg Government of Canada departinents and agencies. The Chief CSE is .
responsible for delegatmg specific responsnbllmes for aspects of SIGINT pohcy,
' operahons and admnmstration : :
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| Al & - Namsgienduesy o) Understandiing Boelween O8F and D55
[

-~ For csis

8

R RESPONS!B!UTIES A TN

5.1  CSECintends to:

511

Secret
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Memorandum of Understanqu Between CSE and cs

5.1.7

i C.S"iSji:h_geridS'to:' o

5.2:1-

L 1825

i ;msmm aasoumou - x -
'*-The Part:es agree 10’ resolve any dlsagreements by jomt consultatuon o,

i -,ouaA'neN y » » | e
'.’This MDU wall commam;eon the date on which lt IS sngned by the last party and will remain
.in effect untrl itis terminated ln ac¢0rdance with the procedure set out in sectnon 9 of this
i MOU o : v : , I

Secrét

i Paég 4"qf__5 s




‘ ‘Memorandum >Qt'._t):h¢erstan'\d1ng Between CSE and SIS - Secret

8 AMENDMENT

" Any amendments vhli bé made accordmg to paragraph (2 3 of the Arrangement MOU. ud

8. TERMINATION

- Either Party may términate thIS MOU upon prowdmg the other wnth advance wrltten
notu:e of 60 busmess days ' -

%' EFFECTIVE DATE AND SIGNATURE

Th|s MOU wnll entef mto effect on the date of the Iater of the followmgtwo s:gnatures

 Signed on beﬁali.df.cse‘ PRoROg, - s;’gned.oﬁbehalfofws'

~ Joh ors er*’_ Tt 75 RlchardB Fadden :
e C o D ey Divector, CSis o

ADate : _: SRR oo Date

-8 04\ ZOtZ

'Pag.eS'cgf.S‘ . .’.
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TRANSMITTAL SLIP - NOTE D'ENVOl

TolA c s Chassification

ADP, ADT, ADL, AD}, DDA, ADC, ADO DDO

TOP SECRET
File/

l-'ro- TDe
anthg Officer / Rédacteur
A/Chief,

[Sublect/  Memorandum of Understanding (s.17 Arrangement) with the Communications Security Establishment (CSE) Concerning
Sujet: an arrangement for ongoing cooperauon on information and mtelllgelee colletuon, information sharing and
operational supmrt.

Action / Dosmezsujte > Q- Signature ® Approval O Comments/Commentaires '/ Q tocmation
Priority / Priorité > O Routine .Q Urgent X Immediate Attention / Attention immédiate
Deadline / Délai > ' .
Record of Consultati el |
tord o1 Consa on . | D’accord J ,
Rapport de consultation . |Yes [ No D R o Coniments Companines
' Oul |Non| : : ;
I DLS - ' | On April 29, 2010, the Service requested Ministerial approval to enter into an :
v : overarching framework arrangement with CSE . The Ministry returned the letter i
CSE Legal 1 requesting further details to address concerns raised by the Minister’s Office in relation }
o to CSIS suﬂ:onty fo enter into subsequent arrangements without further approval from ’
PSC Legal

PSC Nat. Sec. Policy Directorate -

ADP

‘| ADO . Pleuemtedmweremﬁnmcidbrelécﬂuﬁchfqmﬁmlmndlingisausidenﬁﬁed i
| as these issues are dealt with in specific MOUs and LOAs.. ‘
DDA - ~ Ry
DDO G 'i‘heMOUwﬂlbexmplementedupmmapprovalmelvedﬁommeMxmmrmdome
y CSIS / SCRS | the MOU 1ssubsequentlys:gnedbyﬂw(hlefCSEmdﬂmector
' éndsubsequentmsmnssloanmm’sOﬁiceforapprovd Pleaseretm'nto

?&Q JUN")S 2[]1] N P ol ’l‘;skForcewithyourconnnems/sxgn-off : 2 ;

— = ok Lo s
CCM: / ) , P. 3 y‘em keep this T/Slip w/documents for our records -Thank you

information and concurrence prior to onward tmnsmnsslon to the Dmctor for




TRANSMITTAL SLIP - NOTE D'ENVOI

ADP, ADT,

ADL, ADI, DDA, ADC, ADO, DDO

TOP SECRET

From7Be

DG
Drafting Officer / Rédacteur
A/Chief,

Subject/ Memomldu- of Understanding (s.17 Arrangement) with the Comiunlcations Securlty Euihlklm’nt (CSE) Coleernlng
Sujet: an arrangement for ongoing mpcnﬁon on information und intelligence eollecﬁol, inforninﬁon slm'lng and

L operstional support.

ey

—=

Actioa/ Donaczssite » O Signstr @ Approvel O Gomments/ Commentaires 'Qhﬁrmuio,n-‘ 0 b
Priority / Priarité » O Routine @ Urgent X Smmediate Attention / Attention immédiate COIS/SURS
Deadline / D&l » : anesoon |
1 Concur
Ra e o: Commiintion’ 3""}“"’ Commelu-Con-enuim ADOI DAO
rt de comsultation e
kg X Oui | Non . ‘# ﬁé}
DLS On April 29, 2010, the Service requested Ministerial approval to enter intoan
il overarching framework arrangement with CSE . The Ministry returned the letter
CSE Legal ‘requesting further details to address concems raised by the Minister’s Office in relation
: tomlsmmmmmmtmmmwwﬁm
PSC Legal _ |
PSC Nat. Sec. Policy Directorate
ADP
ADL -
ADT
ADI
1.
ADO ) | Piease note there were no financial or electronic informstion handling issues identified,
13 as these issues are dealt with in specific MOUs and LOAs..
DDA e o
DDO _ o o
\ The MOU will be implemented upon the approval received from the Minister and once
gt S dxeMOUuslbsequmﬂyngnedbyﬂ\eChtefCSEmdtheDwectw
CSIS / SCRS ' |
: r mmformm«:mdconcwmoeprmtoonwnrdnmnssmwmemectorfot :
S S and subsequent transmission to Minister’s Office for approval Please return to
JUN 23 201 v [Paliév Task Farce with your.comments / sign-oﬁ‘
' % i |
CCM: / 3 E@ : DA \" L‘me keep this T/Slip w/documents for our records -Thank you
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TRANSMITTAL SLIP - NOTE D'ENVOI

To/A

ADP, ADT, ADL, ADl DDA ADC, ADO, DDO

TOP SECRET

“Frombe

DG

~Drafiing Offfcer 7 Ridacieer
A/Chief,

120110623

> oEn@nal support.

Subject/  Memorandum of Understanding (s.17 Arrangement) with the Communications Security Embll:hmaﬂCSE) Concerning
Sejet!  gn arrangement for ongoing eoopernﬁon on information and intelligence eollecﬁon, information shring and

# Approval O Comments / Commentaires : Q. Information

PSC Nat. Sec. Policy Directorate
ADP o

ADL

ADT

ADI

ADO

DDA

| DDO

dUn 75 wn

CSIS I SCRS”

Action / Domnezsuite > O Signature ) Informy " W _
| Priority /Prioritt > O Routine D Urgent X Immedlate Atiention / Atiention immédiate < S7 SCRS ‘
Deadline / Délai > ; € id ' m
Record of Consultatio e iyt ‘ hE
Kecorda o u n D’accord s : 4 d
Rapport de consultation Yes I No Comments-CommentairldDQ / SDo
: : s ‘ Oui {Non
DLS On Apnl 29 2010, the Service requested Ministerial approval to enter into an_
overarching framework arrangement with CSE . The Ministry returned the letter
CSE Legal requesting further details to address concerns raised by the Minister’s Office in relation
e { to:CSIS authority to enter into subsequent arrangements without further approval from
CSE Policy the Minister each time.
| PSC Legal

Please note there were no financial or electronic information handling issues identified,
as these issues are dealt with in specific MOUs and LOAs..

The MOU willbe implemented upon the approval received from the Minister and once

the MOU is subsequently signed by the Chlef CSE and the D:rector

) @m information and concurrence prior to onward transmission to he Director for
li

and subsequent transmission to Minister’s Office for approval Please return to
Task Force with your comments /slgn-oﬂ‘ Bi 25

LT

Y

?me keep this T/Slip w/documents for our records -Thank you
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. SECRET

| MEMORANDUM OF UNDERSTANDING
(MOU)
Between :

~ THE CANADIAN SECURITY {NTELLIGENCE SERVICE i
¥ (CSIS)

“7And

THE CQMMUNICATIONS SECURITY ESTABLISHMENT
: (CSE) Vg,

: - colleétively referred toasthe ‘parties’;._'-‘

' Concermng an arrangement for ongoing cooperation on mformanon and mtelhgence collectlon, L V

mformatxon shanng and operatlonal support




- a

~ PREAMBLE ..... 3
'SECTION 1: PURPOSE ....... WU PL T
SECTION 2: DEFINITIONS ... .. .vveenssvessasseessnsneesinnseesnnneesensnne 4
SECTION 3: SCOPE OF COOPERATION ..........coovuveiiveesinessnsenassness 8
SECTIONJ-:MOUGOVERNAN&E.".........‘..:......‘ ..... RO R 7
SECTION 5: lNFORMAﬂONMANAGEMENT‘..‘.....V...'..'V..,...'.....,....,-; ..... 8
SECTION'6: ADMINISTRATIVE AND FINANCIAL ARRANGEMENTS .............. 9
SEC'!:’ION""I":.‘ EFFECTIVE DATE, AMENDMENT AND TERMINATION .......... e
SECTION 8: LEGAL EFFECT .. V(e ke, S TR v 10
ANNEX A: .EXAMPLES_OF.WORKINCAGREEMEN‘I_’S. ..... e rh
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- . SECRET
PREAMBLE

WHEREAS pursuant to secﬁon 12 of the Canadian Security I:melligence'Service A ct (CSIS Ac),

the duties and functions of CSIS include the collection, by investigation or otherwise, to the extent

that is strictly necessary, and the analysis and retention of information and intelligence respecting
activities that may on reasonable grounds be suspected of constituting threats to the security of

WHEREAS pursuant to section 15 of the CSIS Act, CSIS may conduct such investigations as are
required for the purpose of providing security assessments pursuant to sectron 13 or advice :
pursuant to sectron 14 of the CSIS Act '

WHEREAS pursuant to section 16 of the CSIS Act wrth the personal consent in wrmng of the
Minister of Public Safety and in relation to the defence of Canada or the conduct of international
affairs of Canada, the Service may assist the Minister of National Defence or the Minister of
Foreign Affairs in the collection within Canada of mforrmtron or mtelhgence relatmg to the
capabilities, mtentrons or actrvmes of foreign’ states or persons,

- WHEREAS pursuant to-subsection 17(1) of the CSIS Act, CSIS may, wrth the approval of the
Minister of Public Safety, enterinto an arrangement or otherwnse cooperate with any department of
the Govemment of Canada, :

. WHEREAS pursuant to subsectron 19(2) ofthe CSIS Act, CSIS may drsclose information obtained
in the performance of its duties for the purposes of performing 113 oblrgatlons under the Act :
mcludtng the duty to advise the Government of Canada,;

WHEREAS pursuant to section 21 of the CSISAcr the Director of CSlS ora dwgnated employee

may, with the approval of the Minister of Public Safety, apply for and obtain warrants to enable
CSIS to investigate a threat to the security of Canada or perform its duties and functlons under
section 16 of the CSIS Act; - : :

WHEREAS pursuant to paragraph 273.64 (1) (a) of the National Defence Act (NDA), the mandate
of CSE iricludes the acquisition and use of information from the global information infrastructure
for the purpose of providing forergn mtelhgence in accordance with the Govemment of Canada
intelhgence priorities; _

WHEREAS pursuant to paragraph 27364 (l) (b) of the NDA, the mandate of CSE includes
provision of advice, guidance and services to help ensure the protection of electronic information
and of information infrastructures of i 1mportance to the Govemment of Canada and

WHEREAS pursuant to paragraph 273 64 (l) (c) of the NDA the mandate of CSE mcludes the

_ Page3of 14




SECRET "

provrsron of techmcal and operational assrstance to federal law enforcement and secunty agencres
~ in the performance of their lawful duties. ; :

The parties have reached the following understandfng:

SECTION 1: Punrosr: :

1.1

The purpose of this MOU is to

(@  establish an arrangement under which the two orgamzatrons will continue to
- cooperate for the purpose of information and intelligence collection, information

" sharing and operational support in accordancewith their respective mandates; and -

(b) ; provide for the disclosure and safeguardmg of information shared between the
~ parties to this arrangement ;

SECTION 2: DEFINITIONS

2.1

 In this MOU, the teriis listed below wrll have the following meanings:

3 “Arrangement” refers to arrangements subject to the approval of the Minister of Public - -
Safety under section 17(1) of the CSIS Act and, for greater clanty, includes the arrangement

descnbed in this MOU

“Forergn intelligence” is deﬁned in section 273. 61 of the NDA

“MOU” means this Memorandum of Understandmg and, for greater clarxty, includes all of

its annexcs

“Operational Sup[mrt” is defined generally as the logistical, financial, technical,
analytical or personnel assistance that CSIS or CSE may, subject to applicable law, provide
to the other to support the operatlonal actrvxtrcs camed out by the other;

““Threats to the security of Canade” is defmed in sectron 2 of the CSISAcr, and

“Working agreement” means an agreement between the parues to carry out the steps
necessary to implement the arrangement described in thls MOU and includes eﬁ‘orts to. =

*" limit duplication of work.

R Page4of 14




SECTION 3:

* . .SECRET
SCOPE OF COOPERATlON '

Cooperntlon in Information and lntelllgenee Collection and lnformatlon Sharing

3.1 The parties will:

" (a)

cooperate to the greatest extent practicable within their respective legal authorities
‘and mandates on the collection and sharing of information or intelligence, without
compromising intelligence assets, sources or methods, while recognizing the legal ‘
rights of Canadians inside and outside Canada, as well as those of any person in

. Canada;

®

©

as appropriate within each party's legislative and policy ﬁ‘ameworks, share the most
,aceurate complete and tnmely mfonnatnon and mtelllgence as it relates to each

re-assessment of the mtelhgence to the extent possible; _

adhere to the general prmclples listed below which govern the retennon, use and

disclosure of information and mtelllgence recelved from the other party, mcludmg _

the need-to-know principle:

(i) = administer, maintain, and dlspose of mformatnon exchanged in accordance

with the law that applies to record retention and personal information and all -

apphcable policies and guidelines;.

(ii) - use the information provided by the other party solely for the purpose for
.~ which it was provnded :

© (i)  comply with Canada's Prxvacy Act, Ltbraty andArchzves of Canada Act and

~ any other applicable laws, in addition to relevant Government of Canada
policies, such as the Policy on Government Security (PGS), specifically the
section that relates to the dlstnbutxon, mamtenance, and storage of such
- .information; : . e

(iv): . notdisseminate the infonnation_to any third party without the prior written

consent of the originator, except as required by law, in which case prior
notice must be provided to the originator; and

(v)/  ensure all information and intelligence exchanged will be protected against
©- nnlawful or accidental disclosure, while all caveats and classifications
1mposed by enther party will remain attached and will be fully respected

" PageSof 14




'SECRET

Cooperation in Operational Sunport _'

3.2

33

34

33

The parties will'

(8)  provide operatronal support to each other when appropnate in relation to their

respectrve mandates,

~(b)  assist each other

©

d oooperate

@ exchange employeea,\wben anpropriate;

Compliance

Each party shall comply with any policiés; procedures or guidelines that the other may
make for the handling of intelligence provided by it. The parties are free to propose
alternative procedures pursuant to their own policies and approvals to suit the

- circumstances of a particular case. If agreed to by both partlee, such alternative procedures
~will be implemented as specrf ed.

Implementation

o Recogmziné that the effectiveness of this arrangement between the parties will requrre
- carrying out specific measures, the parties will jointly enter working agreements to

implement the cooperation described in this sectron Such working agreements will be
outlined and annexed tothrs MOU ' o , '

~Working agreements between tbe parties to rmplement thrs arrangement will be limited by _
the ‘scope of this arrangement. Such working agreements are exemplified by, but not limited

to, those currently listed in Annex A. Nothmg in this MOU wrll be oonstrued to preclude
separate arrangements o

* Page 6 of 14
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SECTION 4: MOU GOVERNANCE

Heads of Institution - A B

" SECRET

41  The parties are rcpresented by thenr respectnve Head of Institution, who act as signatories- to

this MOU. For the purposes of this MOU, the Heads of lnstmmon are:

¥t

8  forCSIs,
Director '
Canadian Secunty lntelhgence Service
b) fOI' CSE,
Chief

Commumcatibns Security Estabhshment

Designated Repruentatwes and Points of Contact

42 The Deslgnated Repmsentauvw are mponsnble for the overall management of thls MOU. -

For the purposes of this MOU the Designated Repmsentatlves are:

a)‘ for CSIS, 7

Assistant Director Technology
b) -forCSE | |

! Eihgnicecasial

Policy and Communications

43  Itis recognized that within each organization, the respective Directors General responsible
for a particular subject or operational area will be the primary points of contact for the

exchange of information relevant to that particular subject or operational area.

4.4/ The parties will ensure that method is in place for trackmg the provision and recelpt of -

information.
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4.5

46

4.7

48

49

4.10

Joint Management Teams

The parties agree to regular and ongoing engagement ﬂzrough Joint Management Teams
(JMTs). .

The Executive JMT, consisting of the Director, CSIS, the Chief,‘ CSE, and their respectiue
executive level managers who report to them directly, will meet on a regular basis to
address issues of mutual interest and to modify or confirm priority activities for

cooperation. These Executive JMT meetmgs wrll occur W
"t ad j?av

The Assistant Deputy Minister JMT consrstmg of the Deputy Chief SIGINT, CSE, and the
Assistant Director Technology, CSIS, and their respective executives will report progress to
the Executive JMT on outstanding issues, maintain a cooperation priorities list, and provide
recommendations as necessary ‘ .

The Director General JMT, consisting of the CSIS and the DG SIGINT, CSE,
and other operatronnl DGs from both parties, will meet regularly to move prronty rtems &
forward and to address operatronal issues.

. Waorking groups may be establrshed by either of the JMl"s for the purpose of addressmg

~ specific matters, including those relating to the admrmstrauon of this MOU as well as any

measure described in its annexes

] Dispute Resolution

~

Any dispute arising from the inﬁerpretation or operation of the arrangement described in this | ;

MOU or its annexes shall be referred to the Assistant Deputy Minister JMT. These :
discussions will also include the Director General for Policy and Communications at CSE
and the Director General for Policy, at CSIS. As necessary, unresolved issues wnll be
elevated to the Executive JMT. ;

SECI'ION 5: INFORMATION MANAGEMENT

Loss or Unauthorlzed Disclosure

The parties agree that in the event of the loss or unauthonzed disclosure or drssemmauon
by one party of the other party’s classified information, the party responsible for the loss,
disclosure or dissemination will advise the other umnedmely of its dxscovery and will
assist in preparmg a damage assessment. . -
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5.2

6.1

7.1

2

7.3

74
- CSIS, which may impede the function of this MOU, shall be the subject of early
- consultattons between representatrves of the pames

_ ,Amendment of Personal lnformntion '

The parties will ensure that a method is in place for trackmg the prov:sron and recelpt of
personal information as defined in section 3 of the Privacy Act. Should any personal '
information provided by one party to the other be amended by way of correction or”
notation, the party which provided the information will provide in writing the oorrectron or
notation to the other party pursuant to the provnsrons of the Prjvacy Act.

- SECTION 6: ADMINISTRATIVE AND FlNANClAL ARRANGEMENTS

The parties wxll be responsible for any costs mcurred to meet then' respectlve admlmstratrve
obligations contained within this MOU, such as, but not limited to, maintaining secure
office facilities, including the acquisition of approved security containers, e
telecommumcatlons eqmpment, electromc equlpment, room and burldmg design..

' SECTION 7: mcnvra DATE, AMENDMENT AND TERM[N ATION

Effective Date

This MOU wﬂl eommence onthe date on which it is sxgned by the last of the partles and
will remain in effect untll itis temunated in aocordance with the procedure set out in this

© MOU.

' Amendment

This MOU may be amended at anytlme upon mutua! consent of the parties. Such
amendment will be effected by an exchange of letters between the signatories to this MOU.

: - Amendments may not change the nature and scope or alter the substance of the arrangement
described in thls MOU

- Annexes to this MOU may be amended at anytime upon mutual consent of the parties as

represented by their Designated Representatives. Amendments to the annexes may not
change the nature and scope or alter the substance of the arrangement described in thls
MOUL ' : _ - .

Changes bemg oonsndered or proposed to legnslahon, pohcy or operatlons by elther CSE or

o | Page9 of 14
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Terminntion

7.5 Either the Chxef CSE or the Dlrector, CS]S may tetminate thls MOU at anytlme by

providing, in wrmng, 60 days notice of intention to tenmnate

SECTION 8: LEGAL EFFECT

8.1 ThisMOUisan admnmstratlve understandmg between the partxes and is not mtended tobe

lcgally bmdmg or enforceable before the Courts.

In Witness Thereof, the parties hereto have executed this M(:)U' _ti:e day and year indicated below. i

Signed on behalf of CSE Signed on behalf of CSIS

TohnAdms Ok, A0S/ Rk B Fadden
Chief - 0y Director

Dae . Dae
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" SECRET
ANNEX A

~ Example of Working Agreements Currently Under Development

The following represent the substance of several working agreements currently being dcveloﬁed by

the parties. The draft working agreements relate to specific features of the arrangement described -

in this MOU and are provided to exemplify the type of working agreements necessary to,
implement the arrangement. o N E ot 2 b8
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' '-TRANSMITTAL S_LIP -NOTE D'ENVOl

To/A °

l?ronlne

| ADP, ADT, ADL, ADI DDA,ADC ADO, DDO

tion
| TOP SECRET
Flle

L

mioc-r TR e

A/Chief,

Subject/ Memorandum of Understanding (s.17 Arrangement) with the Cnlllnunimlom chlrlty Emblllhment (CSE) Concerning
Sujert an arrangement for ongoing cooperation on information and lltelllgenee collection, information slurilg and

o operational mgggg

DDO

PSC Nat. Séc. Policy Directorate
ADP
ADL
ADT

N«Dl ‘ .lllbe.llb

ADO 4 LR \ 2
1JUN 2.3 201t

DDA

"CSIS 1 SCR.

CWUN 7§ N

e
Sy

Action/ Donmezsuite > O Signature ® Apwoval . O Comments/Commentaires /- 0 forsation
Priority / Priorité » Q Routine Q Urgent - X Immediate Atiention / Attention immédiate
Deadtine / Délsi >
TR o '
ecord of Consultation D’accord ol -
Rapport de consultation Yes [ No Cqmmelu-Commenmrel
; ; Oul | Non
DLS On April 29, 2010, the Service requested Ministerial approval to enter into an
overarching framework arrangement with CSE .  The Ministry returned the letter
CSE Legal 5T nquesdngﬁmhudmﬂswaddmscmmmudbyﬂmeiw’somcemrehum
; SL mCSlSnm«uywmmzubsequemﬁmgmmmdxomﬁnhenppmwlﬁom
PSC Legal “
4

Please note there were no financial or electronic information handling issues identified,
as these issues are dealt with in specific MOUs and LOAs..

TheMOUvdubehnpkmentedupmthcnppmvﬂreeexvedﬁomtbcM:msterandonce
ﬂwMOUmsdaseqmnﬂysnmdbyﬂwanefCSBmdﬂnDﬁemr

ypur information and concurrence prior to onward transmuslon to the Director for-
and subsequent transmission to Minister’s Office for approval. Please return to
Tpsk Force with your comments / sign-off. -

I ?‘ease keep this T/Slip w/documents for our records -Thank you
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ADO

DDA

.| DDO

. JU"_' L 'LU.ll

PSC Nat. Sec. Policy Directorate

'CSIS / SCRS |

[0/ A
ADP, ADT, ADL, ADI, DDA ADC ADO DDO
[ From/ De 3 T
B ADT (DAY
[ Drafting Offi~-+ / Dadanicnn 15T
A/Chlef
S'MM/ Memonndum of Undenhnding (s.17 Arrangement) wltll lhe Coulmnleaﬂom Securlty Emblislment (CSE) Concerning
Sujets an arrangement for ongoing cooperation on infomaﬁon and intelligence eolleetlon, information sharing and
: operational support.
Action / Donnezsuite > O Signature ‘ Approval . D'Cmulw " O information /-
Priority / Priorité » ORostine - OUgemt - . X Immediate Attcation / Attention immédiate
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MEMORANDUM OF UNDERSTANDING
(MOU)
Between

THE CANADIAN SECURITY INTELLIGENCE SERVICE
_ ~(CSIS)

+ And

THE COMMUNlCATIONS SECURITY BSTABL]SHMENT &-JA'M
: (CSE) :

. oollectively referred to as the "pmties"

Concerning an arrangement for ongoing cooperation on mformatlon and intelligence collecuon,

mformanon shanng and opcratlonal support S

_ SECRET
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~ SECRET
PREAMBLE : g

WHEREAS pursuant to section 12 of the Canadmn Security Intelligence Service Act (CSIS Act),
the duties and functions of CSIS include the collection, by investigation or otherwise, to the extent
that is strictly necessary, and the analysis and retention of information and intelligence respecting

 activities that may on reasonable grounds be suspected of constituting threats to the security of

WHEREAS pursuant to section 15 of the CSIS Act, CSIS may conduct such 1nvest1gatrons as are

‘required for the purpose of providing security assessments pursuant to section 13 or advice

pursuant to section 14 ofthe CSIS Act.

-WHEREAS pursuantto section 16 of the CSIS Act, wrth the personal consent in writing ofthe

Minister of Public Safety and in relation to the defence of Canada or the conduct of international
affairs of Canada, the Service may assist the Minister of National Defence or the Minister of
Foreign Affairs in the collection within Canada of information or mtellrgence relatmg to the

_capabilities, mtentrons or activities of forergn states or persons;

.WHEREAS pursuant to subsection 17(1) of the CSIS Act, CSlS may, with the approval of the

" Minister of Public Safety, enter into an arrangement or otherwrse cooperate with any department of

the Govemment of Canada

WHEREAS pursuant to subsection 19(2) of the CSIS Act, CSIS may dlsclose mformatron obtained |
in the performanoe of its duties for the purposes of perforrmng its obhgatrons under the Act,
including the duty to advrse the Government of Canada

WHEREAS pursuant to section 21 of the CSIS Act, the Drrector of CSlS or a designated employee
may, with the approval of the Minister of Public Safety, apply for and obtain warrants to enable
CSIS to investigate a threat to the secunty of Canada or perfonn its duties and functions under

" section 16 of the CSIS Act;

WHEREAS pursuant to paragraph 273 64 (1) (a) of the National Defence Act aVDA), the mandate
of CSE includes the acquisition and use of information from the global information infrastructure
for the purpose of providing foreign mtellrgence in accordance with the Government of Canada
mtelhgence prrorrtres, . , )

A WHEREAS pursuant to paragraph 273 64 (1) (®) of the NDA the mandate of CSE mcludes
 provision of advice, guidance and services to help ensure the protection of electronic information

and of information mfrastructures of nnportance to the Govemment of Canada; and

WHEREAS pursuant to paragraph 273. 64 (l) (c) of the NDA the mandate of CSE mcludes the _
| Page3 of 14
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provrsnon of technical and operatxonal assrstance to federal Iaw enforcement and secunty ageneres
in the performance of their lawful duties. - :

The parties have reached the following underStandin‘g: :

1.1

2.1

SECT lONl PURPOSE -

The purpose of this MOU i isto:

(a)  establish an arrangement under which the two organizations will continae to
cooperate for the purpose of information and intelligence collection, information
- sharing and operatronal support in accordance with their respecuve mandates; and

" (b) provide for the disclosure and safeguardmg of mfonnatton shared between the

parties to tlus arrangement.

'SECTION 2: DEFINITIONS

In this MOU, the terrs listed beldw wiil'haVe the following meanings'

“Arrangement” refers to arrangements sub;ect to'the approval of the Minister of Public
Safety under section 17(1) of the CSIS Act and, for greater clanty, includes the arrangement
described in this MOU

“Foreign intelligence" is deﬁned in section 273.61 of the NDA

“MOU” means this Memorandum of Understanding and, for greater clanty, includes all of

' its annexes.

“Operational Support” is deﬁned generally as the logistical, ﬁnanclal technical, -
analytical or personnel assistance that CSIS or CSE may, subject to applicable law provrde
to the other to support the operational activities carried out by the other;

“Threats to the security of Canada" is def ned in section 2 of the CSIS Act; and
“Working agreement” means an agreement between the parties to carry out the steps

necessary to implement the arrangement descrlbed in this MOU and mcludes efforts to
limit duplroatron of work. . -

Page 4 of 14




©

. SECRET

SECTION 3: SCOPE OF COOPERATION ,

- Cooperation in Information and Intelligence Collection and Information Sharing -

E- 5. The parties will:

(a)

®©)

cooperate to the greatest extent practicable within their respectrve legal authorities
and mandates on the collection and sharing of information or intelligence, without

* compromising intelligence assets, sources or methods, while recognizing the legal
~ rights of Canadians msrde and outsxde Canada, as well as those of any person in

Canada;

as appropriate within each party's‘legislaﬁve and policy fram«aworks, share the most
accurate, complete and timely information and intelligence as it relates to each
party’s mandates, intelligence requirements and priorities, including updates and
re-assessment of the mtelhgence to the extent possible;

adhere to the general principles listed below which govern the retention, use and

disclosure of information and intelligence received from the other party including

the need-to-know pnncxple e
@) | admrmster maintain, and drspose of information exchanged in accordance

with the law that applies to'record retention and personal information and all

applicable policies and guidelines;

(ii). use the information provrded by the other party solely for the purpose for :
whxch it was provnded

(iii) comply with Canada's Prrvacy Act, Lrbrary and Archzves of Canada Act and

any other applicable laws, in addition to relevant Government of Canada
policies, such as the Policy on Government Security (PGS), specifically the
section that relates to the dlstnbutlon, mamtenance, and storage of such
mformatron,

(iv).  not dlssemmate the information to any thxrd party wnthout the prior written

consent of the originator, except as required by law, in whlch case prior
notice must be provnded to the ongmator; and - :

(v)),, ensure all information and intelligence exchanged will be protected against

unlawful or accidental disclosure, while all caveats and classifications
imposed by either party will remain attached and will be fu_lly respected.

Page S of 14
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Cooperation in Opeﬁtional Support
3.2  The parties will: v

(@  provide operational support to each other, when appropnatc in relatlon to their
- respective mandates;

(b)  assist'each other

©
(d)  cooperate

(¢)  exchange employees, when appropriate, |

Compliance |

3.3 Each party shall comply with any policies, procedures or guidelines that the other may
' make for the handling of intelligence provided by'it. The parties are free to propose
alternative procedures pursuant to their own policies and approvals to suit the
circumstances of a particular case. If agreed to by both palucs, such altcmatnve procedures
will be nnplemented as specnfied ; Chg

lmplementtﬁon

34 Recognizing that the effectiveness of this arrangement between the parties will require
carrying out specific measures, the parties will jointly enter working agreements to
implement the cooperation described in this section. Such workmg agreements will be
outlined and annexed to this MOU _

B 3.5 Workmg agreements between the parties to 1mplement thls anangement will be llmlted by
.3 the scope of this arrangement. Such working agreements are exemplified by, but not limited
| : to, those currently listed in Annex A. Nothmg in this MOU will be construed to preclude

separate arrangements

- Pageé6of 14
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SECTION 4: MOU GOVERNANCE N

Heads of Institution-

The parties are reni'esented 'by their respective Head of lnstitution, who act as signatories to

‘this MOU. For the purposes of this MOU, the Heads of Institution-are:

a)

for CSIS,

Director
Canadian Secunty Intellxgence Servnce

for CSE,

Chxef T :
Commumcatxons Securlty Estabhshment

. Designated Repreeentatives end Paints of Contaet

The Designated Representauves are responsxble for the overall management of this MOU
For the purposes of thls MOU; the Deslgnated Representatives are:

a)

for CSIS o

: Ass1stant Dn-ector Technology

for CSE

Dlrector General
Pollcy and Commumcatxons

Itis recogmzed that thhm each orgamzatlon, the respectlve Du'ectors General responslble
for & particular subject or operational area will be the primary points of contact for the

exchange of mfomlatlon relevant to that partlcular subject or operatlonal area.

'/ The parties will ensure that a'method is in place for trackmg the provtsnon and receipt of
' mformatlon _ ;
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4.7

4.8
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SECRET

Joint Management 'l‘eams ‘

The partres agree to regular and ongomg engagement through Jomt Management Teams
(IMTs).

The Executive JMT, consisting of the Director', CSIS, the Chief, CSE, and theirrespective-
executive level managers who report to them directly, will meet on a regular basis to
address issues of mutual interest and to modify or confirm priority activities for -
cooperation. These Executive JIMT meetings will occur on at least a quarterly basis.

The Assistant Deputy Mlmster JMT conslstmg of the Deputy Chief SIGINT, CSE, and the |
Assistant Director Technology, CSIS, and their respectlve executives will report progress to

the Executive JMT on outstanding issues, maintain a cooperation prrormes list, and provrde

recommenda’uons as necessary

The Director Gencral JMT consrstmg of the CSIS and the DG SIGINT, CSE,

* and other operational DGs from both parties, will meet regularly to move pnonty rtems

forward and to address operatronal issues.

Workmg groups may be established by either of the JMT s for the purpose of addressmg
specxﬁc matters, including those: relatmg to the administration of this MOU as well as any
measure described in its annexes;

.Dispute Resolutron

Any dispute ansmg from the mterpretatlon or operation of the arrangement descnbed in thrs :

MOU or its annexes shall be referred to the Assistant Deputy Minister JMT. These :
discussions will also include the Director General for Policy and Communications at CSE
and the Director General for Pohcy, at CSIS As necessary unresolved issues will be -
elevated to the Executive JMT.

SECTION 5 INFORMATION MANACEMENT

.St

Loss or Unauthorized Drselosure '

The parties agree that in n the event of the loss or unauthorrzed dlsclosure or drssemmatron
by one party of the other party’s classified information, the party responsible for the loss,
disclosure or dissemination will advise the other 1mmedrately of its dlscovery and will

‘assrst in prepanng a damage assessment.’
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Al'nendment.of Personnl"lnform'a'tion_

5.2 The parties will ensure that a method is in place for tracking the provision and receipt of
personal information as defined in section 3 of the Privacy Act. Should any personal
information provided by one party to the other be amended by way of correction or '
notation, the party which provided the information will provide in writing the correction or
notation to the other party pursuant to the provisions of the Privacy Act.

SECTION 6 ADMINISTRATIVE AND FINANCIAL ARRANGEMENTS

6.1  The parties will be responsrble for any costs incurred to meet their respective administrative
obligations contained within this MOU, such as, but not limited to, maintaining secure =~
office facilities, including the acquisition of approved security containers,
telecommunications equipment, electronic equipment, room and building design.

' SECTION 7: EF FECTIVE DATE, AMENDMENT AND 'I‘ERMINATION
% Effective Date :

7.1 Thrs MOU will commence on the date on which it is srgned by the last of the partles and
will rernam in effect until it is termmawd in accordance with the procedure set out in this
MOU '

Amendmen_t 7

7.2 This MOU may be amended at an%me upon mutual consent of the parties. Such
amendment will be effected by an exchange of letters between the signatories to this MOU.
Amendments may not change the nature and scope or alter the substance of the arrangement
described in this MOU.

7.3  Annexesto this MOU may be amended at anyfime upon mutual consent of the pames as
_represented by their Designated Representatives. Amendments to the annexes may not
change the nature and scope or alter the substance of the arrangement described in this. -
MOU: ,

74 Changes being consxdered or proposed to leglslauon, pollcy or operations by either CSE or
CSIS, which may impede the function of this MOU, shall be the subject of early
‘ T consultatxons between representatnves of the partres .

' Page9of 14
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Teminatioﬁ _ _ . _
7.5  Either the Chief, CSE or the Director, CSIS may terminate thls MOU at anyume by
~providing, in wntmg, 60 days notice of intention to terminate., -
'SECTION 8. LEGAL EFFECT

8.1 This MOU is an admnmstrauve understandmg between the parues and is not mtended tobe
legally bmdmg or enforceable before the Courts .

 In Witness Thereof, the parties hereto have executed this MOU the day and year indicated below.

Signed onbehalf of CSE . /01 “c, . ‘Signedonbehalf of CSIS

- John Adams . - : Rlchard B Fadden

Chief S ' : o '- : ,Dxrector

. Pagel0of 14
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'ANNEX A

' Example of Working Agreements Cumntly Under Dev_elopme‘nt g

The following represent the substance of several working agreements currently being developed by
the parties. The draft working agreements relate to specific features of the arrangement described

_in this MOU and are provided to exemphfy the type of workmg agreements necessary to

unplement the arrangement.
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SECRET
. 520-4726

CSIS — CSE IMT
November 22, 2011

Memorandum of U.nderstanding.
'SYNOPSIS

Further to the Minister of Public Safety Canada (PSC) approval, the Canadian Security
Intelligence Service (CSIS) is authorized to enter into a framework arrangement on cooperation

-with the Communications Security Establishment (CSE). The followmg is prov1ded for the CSIS -

CSE Joint Management Team (JMT) meetmg on November 22, 201 3

° A copy of the letter from the Mnmster of PSC to the Dnrector of CSIS, whlch authorize
CSIS, pursuant to sub-paragraph 17(1)(a)(i) of the CSIS Act, to enter into a ﬁ'amework
anangement on cooperatxon w1th CSE. :

e A copy of the Memorandum of Understandmg (MOU) estabhshmg the framework -
ammgement on cooperatxon between CSIS and CSE (to be sugned at the IMT meetmg)

The framework arrangement between CSIS and CSE sets out the terms, conditions as well as, the %

nature and scope of the working agreements to implement the cooperation between the two
organizations. The MOU confirms the foundation of our cooperation for the purpose of
information and intelligence collection, information sharing and operational support in accordance

with relevant legal authorities. It also lays out the general principles of the administration and
management of such activities. Furthermore, the arrangement outlines our respectlve _
j

responsibilities in regard to the use and sdfeguardmg of shared mformatnon

This MOU is also intended to be the vehicle that will enable the two orgamzatxons_ to review
existing agreements with a view to merge their content where applicable. The framework
arrangement will also authorize, the Service to enter into specific working agreements with. CSE,
asrequired to‘carry out the steps necessary to implement the arrangement described in this MOU,
without the necessity to seek Minister’s approval each time, recogmzmg that both Agencies will
comply with guiding principles of this ﬁ'amework MOU. .

DG
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Thc(ANADIAN Sl‘( URITY TNTLLLI(JENCE SBRVK‘ R R
: (“the Scnnce”) as rcpresentcd in tlus Memorandum‘of Undcr&tandmgbythamﬁecwr, Sl o B e

i : g -The Sérvnce may emer mxe an arrangem e
o _y:..purpose of pert‘omung lgsr dunes and

37 i»_; ,-_::m thls Memorandumot Understandmg,

“(‘-nadhn" mamsa pcrson who s a Canadnaﬁ cutmen @ permanent restdem»witmn the meanmg : 5
Vi of the 7mm:gratfon und’ Refugee Protection Aut, ora corpom(mn mwrporated by or under an. Act.
: of Parhamem or. ot the Iegzslamre ofa pmvmoe % ¥ i ¥ :

o ‘_“foreign mtemgence" has 1he aann. meamng as sechon273 61 ot lhe hananal Dejence Ack e

i “Servic: infotmatmnr ) mfurmmmn dnsclosed by the Servlcc to the Estabhsbment pursuant 10
17 subseétion 1942) of the C’W?Jel bt docs. nm imludc l‘omgn mtelhgence, pmduced asa res'
: .of the use or (ha\ mfomatum gt




i For lhc pummes of sectmn 2 of !lus Mcnmrandum or l:‘ndmtandmg. the Semce '#h'!“ d:sulose L

10 the Establishment sufficient Service information to-enablg Lhe Fstahhshmem tocarryoutits . oo

. toreign intelligence mandate. A’ disclosuire of Scmce mfomwlmn 10 thc E,slabl (shment shall be ;
.made pursuant to the form found at Appendrx A B '

: ’a’)"-'. ; : -Any achvuy camed out by the Estabhshmem in order o pmwdc torclgn mtelhgcme gL

- Ah)- : Appundw "A‘ Appendlx B“ uud Appcndn. “(," ybeamuudcd trumtlme m limc hy

- accordance with this Mo.morandum ofUudemandmg shalf ot be directed at Canadians . - i e
~ orany person in Canada and shallbe subject-to memir&s n plaec at thr Lstcbh:hment i L
.. forthe protecuon ot the pnvacy C f Canadmns. LT ; :

b) 3 .?Furthor dm.loaurc ot‘ Scrvnu. mfommhou is. subjec! lo thc wmtcn appmval of the
A Semce : i B

_ i .lhls agrcemcm \mﬁ
Pl been obtnmed

e 'Imers aﬂer umsullahon .md appmvai of the app‘rop'nate‘Mamstcﬁ &

4 :he pﬂmcs thmugh an uu.hangc ot Icuem




‘ 'é;m_(q@,@n__p&iﬁyz@aj;h@;c;@@iiﬁj Semrwlmhxmw,@,gw

 Canadian Sccurity Intellgence Service




S

= — e

‘ “l‘his docnmeut constltutes a record whu:h mw be subject tq mndatory exempﬁon umler thc Acress e T I
to Information Act or the Privacy Act. The infornaation or intelilgence may also be protected by.the .~ |
provisions of the Canada Evidence 4ct.. The informatioa or intelligence must not be disclowd or used :

'as evidence withont prior consultanon with. the(:anadlan Secn,rltv lmelligence Servicc.

% -._'l he luformmon or mtelllgence con(nmed in this document emanates rrom seusitive sources and no o
_Action may be taken on the basis of this information or.intelligence which may jeopardize those '

- sources. It must nocbereclassmedordmemlmted, lu who otlnpam mtlwut the consenc of the
: ,_origimtor. i RN S e .

Ay

e _This documem ls the properw of the Cunadlm Secnrlty lmelligenee Serme Tt ls loaned m vour, e
: ‘agency / depamnent in. confidenee, for intcrnnl use only. It mustnot berechumed or disscnnnated,' ;
in whole or in part, without the consent of the oﬂgiultor. l!'yon are qubim to frccdom of information

- or other laws which do not allow you to prmeet_ tlm mrorm.uon from disclosure,
' I‘mmediately and rcturn the document : %

notify CSIS .~




LIST OF POSITIONS AUT nomzu) BY 'rms SER
~ MEMORANDUM OF UNDERSTANDING -,

- Deputy Dnreuor
Optmtlwns :

Asstslam Dtrgcwr
Inu.lllgence




LIST OF POSITIONS AUTHORIZED BY THE ESTABLISE
uus Ml- MORAN'DUM or UNMRSTANDI




1)

2

3

4)

SECRET:
- Agenda
CSIS-CSEC SMT

‘7 October 2010
CSEC HQ.

Introduction |

- Status of CSIS Ministerial approval for FrameWork MOuU o

Nothing new heard.

Status of draft final version of Framework MOU

The Draft ﬁnal version has been completed in both offi cral .

languages

Annex A MOU Status Review

a. DIFTS Bridging MOU . e
= Proposed completion 2™ quarter 201 0-11 FY

Cerrid 586125




- SECRET

b S.12and 16 Modemrzatron and Integratron to srngle MOU
' = Proposed completion 4% quarter 201011 FY -

No work on migrating or consolidating s12 and 516 into'a srngle, §
MOU is contemplated given their diverse legal authorities

This awaits completron of the Generic Framework MOU and
the Minister’s approval o

- = Status on proposed oompletron

“This'MQU is not one handled by the
This is probably berng developed by SSB.

4),,, 'Other-;

Cerrid 586125




" SECRET

CSEC-CSIS MEE1 ING
Memorandum of Understandmg
»Apn|__12 2010, 13:00'- 14:30

) CSIS NHQ
— vy
~ Participants
CsEC . csis

Rémi Chapadeau (Legal»co&nsel).' " - Isabelle Chartier (Legal CoUnseI)' N
Minutea | | |
e Introductuons and Revnew of Agenda

T Framework MOU 1,
~ a) Outstanding |ssues : :
~ «CSIS has not yet received Mlnlstenal approval to enter into th|s
- ‘MOU with CSEC. Minister’s office requested additional information and,
_ to that effect, CSIS has provided the Ministry's office with requested
- documentation and is also drafting a new letter to the Minister. - -

- +Revised draft of the MOU will be provnded to CSEC for
rewewlconcurrence s : _

b) Remaunlng steps .

c) Time line
. MOU is expected to be sugned dunng 1“ quarter in May 2010

Y R ‘AnnexA - : -
i~ a) Listof current MOUs to.be mcorporated |mmed|ately as part of s
Framework MOU approvat : . RV
eIt was agreed that the list of exnstmg MOUs (s 12 -16),wil| %
- be incorporated in‘Annex A of the MOU % '
‘b) List of renewed LOAs T ‘ i
. oList of the LOAs renewed annually, wull also be mcorporated in
Annex A of the MOU ' . .
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Other LOA

: Duscussuon on CSEC Proposed Work plan for Current and Potentlal

MOUs to be updated/developed for inclusion later in AnnexA
a) CSIS Act - Sections 12 and 16 .

b) CSIS Act - Section 12 DIFTS "Bridge” MOU

. . T|m|ng Finalize: by g quarter

c) CSIS Act

) d) Letters of Agreement (LOAs)

- Status Update on renewal for 2010-201 1 _
+ LOAs have been signed by both CSIS and CSEC
-Possible consolidation into three groups - :

- < Timing o, © ~ recognize that theremay be

. ‘no operatlonal value—added to- merge the LOAs and wrll assess the R

| SECRET




., 8., . Date'of Next Meetmg

SECRET

feasnblllty of such consolldatlon and report at the next meetlng

: e) Other MOUs s
~ - In development:

5 Potentral Template for Development of MOUs

. Frarnework MOU template will be USed"for all future MOUs . E

6 Annex A — Process to Amend Annex
a) Proposal: add items as they are completed
. Agreed

7. Other items / Next Steps

+ Update on the AD level JMT: dlscussrons have taken place but no
meeting has been held to date. '

» Update on the Exec level JMT; next meetlng is scheduled C|rca :
June 11, 2010 :

o T0 be schaduled before the next Exec JMT
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